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I. Introduction

a. Background of U.S. law on intermediary liability

b. The Digital Millennium Copyright Act of 1998 (“DMCA”)

c. Experience under the DMCA, 1998 to 2005

II. United States Law on Copyright Liability of Intermediaries

a. Structure of the U.S. Copyright Act and Common Law of Secondary Liability

i. U.S. Copyright Act sets out specific, enumerated exclusive rights afforded to r, including rights to reproduce, prepare derivative works, distribute copies to the public, publicly perform and publicly display.
  These rights are limited by exceptions and limitations set forth in the Act as well.Sections 107 through 122 of the Act.

ii. The Act also provides that “[a]nyone who violates any of the exclusive rights of the copyright owner as provided by sections 106 through 122 … is an infringer of the copyright ….”

iii. The Act does define the terms “violation” or “infringer” used in that section; the precise nature and scope of infringement has been left to the common law, where it has been developed on a case-by-case basis.

iv. The common law has also recognized that liability for infringement is not limited only to those individuals who themselves actually violate the exclusive rights of copyright owners, but also those who enable or facilitate such violations.

v. Thus, for approximately 100 years, U.S. courts have found liability on “intermediaries” and others who facilitate copyright infringement in certain circumstances, and have developed two forms of such liability.

b. Two Common Law Doctrines:  Contributory Infringement and Vicarious Liability

i. Contributory infringement requires that the defendant has (1) knowledge of the infringing activity; and (2) materially contributed to the infringing activity.

ii. Vicarious Liability requires that the defendant has (1) received a direct financial benefit from the infringing activity; and (2) the right and ability to supervise the infringing activity.

iii. Both forms of liability require that an underlying, direct infringement also be proven.

c. Secondary Liability and the Internet

i. At the time of the Internet’s rise in the mid-1990s, the question of copyright liability for online activity was the subject of several court cases.  The most prominent of these was the Netcom case, issued in 1995.

ii. Netcom involved the question of whether Netcom, an “online service provider”, could be held liable for the actions of one of its subscribers, who used the service to post materials that the plaintiff alleged infringed its copyright.  The court held, at a summary adjudication stage, that the secondary liability doctrines could apply to Netcom’s provision of online service to the subscriber, and that a trial was warranted in the case.

iii. This decision, and others, prompted Internet service providers to seek legislation limiting such liability in certain circumstances.

III. Digital Millennium Copyright Act of 1998

a. Title II of the DMCA addressed liability of online service providers

b. The goals of the legislation were as follows:  (i) add certainty for service providers; (ii) deter litigation; (iii) eliminate “unreasonable” liability; (iv) maintain incentives for service providers to cooperate with right holders; and (v) preserve ability of right holders to enforce against ongoing infringement.

c. Overview of the service provider liability provisions

i. Limitations on liability in four separate areas of activity, described below, which are known as “safe harbors”.  These provisions are not exemptions to copyright.

ii. Monetary relief is barred, and injunctive relief is limited, if the service provider meets the conditions of the safe harbors.

iii. Does not replace common law liability rules – service provider must be liable first under those rules before assessing whether the safe harbor provisions apply.

d. General conditions, applicable to all “safe harbors”

i. Defendant must meet the definition of “service provider”

ii. Must adopt and “reasonably” implement a policy of terminating subscribers who are repeat infringers.

iii. Must accommodate and not interfere with standard technical measures that are adopted pursuant to an open, fair, voluntary, multi-industry standards process.

e. Specific Safe Harbors

i. Transitory Communications

1. Often referred to as the “mere conduit” provision, this section covers material passing through a provider’s system or network—including intermediate copies—provided:

a. transmission is initiated by another

b. carried out through an automatic technical process without selection of material

c. provider does not select the recipients

d. intermediate copies not ordinarily accessible and not retained

e. content of material is not modified

ii. System Caching

1. Covers material on other sites that is requested by a user and is automatically stored on the provider’s system to fulfill subsequent requests for the same material

2. Subject to the following conditions:

a. content of material is not modified

b. provider complies with rules about refreshing

c. provider does not interfere with technology to return hit information to the poster

d. access controls are observed

e. material posted without authorization is promptly removed from the cache if it is take down at the source

iii. Storing Information at the Direction of Users

1. This safe harbor covers web sites, FTP sites and other repositories of information created and maintained by the subscriber.

2. Conditions --  Service provider must:

a. lack either actual knowledge or awareness of facts and circumstances from which infringing activity is apparent, or take material down promptly;

b. not receive a financial benefit directly attributable to the infringing activity if the provider has the right and ability to control the activity; and

c. take down material expeditiously upon receiving a notification of claimed infringement (notice and takedown).

3. Notice and Takedown

a. Service providers must designate agents for receipt of notifications—Copyright Office maintains a list on its website

b. Notification must meet a list of statutory requirements and be made under oath, and if it contains material misrepresentations, alleged infringer can get damages, including attorney’s fees.

c. If the provider responds promptly to remove or disable access to the material, the provider is exempt from monetary liability

d. Provider is not liable for taking material down

e. But what if the material isn’t infringing?

4. Counter-notification and Putback

a. Provider must notify website operator of takedown

b. Website operator may file a counter-notification claiming that the material is not infringing

c. Provider must notify the copyright owner promptly and put the material back within 10-14 business days unless the copyright owner notifies the provider that it is seeking a court order

iv. Information Location Tools

1. Covers links, directories, search engines and similar indexes

2. No monetary liability for referring or linking users to a site containing infringing material

3. Conditions are essentially the same as for websites

f. Limitations on Injunctions

i. Injunctions are basically limited to those

1. Ordering that material be taken down; or

2. Ordering that a subscriber be terminated

ii. No ex parte orders except those ensuring the preservation of evidence and those having “no material adverse effect” on the provider’s operations

IV. Experience Under the DMCA from 1998-2005

a. There have been several court cases interpreting and applying the DMCA internet service provider liability provisions.  Some of those cases are described in this section.

b. Notice and Takedown

i. Online Policy Group v. Diebold
 – Alleged infringers were entitled to damages and attorneys’ fees under Section 512(g) based on material misrepresentations in right holder Diebold’s infringement notice.

ii. Ellison v. Roberston
 -- Service provider must provide accurate and update information for right holders to contact them regarding infringement claims.

iii. Hendrickson v. eBay
 – Holds that the definition of “service provider” broad enough to include online auction site, and explains requirements of notice of infringement.

c. Section 512(h) Subpoena Provision

i. RIAA issued Section 512(h) subpoenas to several internet service providers to determine the identity of subscribers involved in P2P file-sharing.

ii. Verizon refused to honor subpoena, and RIAA brought suit to enforce them.

iii. D.C. Court of Appeals
 ruled that Section 512(h) does not apply in P2P context, where the service provider is acting as a “mere conduit”.

[Annex I follows]
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� 	17 U.S.C. § 106.


� 	17 U.S.C. §§ 107-122.


� 	17 U.S.C. § 501(a).


� 	See, e.g., Gershwin Publishing Corp. v. Columbia Artists Management, Inc., 443 F.2d 1159 (2d Cir. 1971).


� 	See, e.g., Dreamland Ballroom, Inc. v. Shapiro, Bernstein & Co., 36 F.2d 354 (7th Cir. 1929); Shapiro, Bernstein & Co., v. H.L. Green Co., 316 F.2d 304, 307 (2d Cir. 1963).


� 	Religious Technology Center v. Netcom On-Line Communications Services, Inc., 907 F. Supp. 1361 (N.D. Cal. 1995).


� 	17 U.S.C. § 512.


� 	17 U.S.C. § 512(k).


� 	17 U.S.C. § 512(i).


� 	17 U.S.C. § 512(a). 


�	17 U.S.C. § 512(b).


� 	17 U.S.C. § 512(c).


� 	17 U.S.C. § 512(c)(2)-(3).


� 	17 U.S.C. § 512(g).


� 	17 U.S.C. § 512(d).


� 	17 U.S.C. § 512(j).


� 	337 F. Supp. 2d. 1195 (N.D. Cal. 2004).


� 	357 F.3d 1072, 1080 (9th Cir. 2004).


� 	165 F. Supp. 2d 1082 (C.D. Cal. 2001).


� 	351 F.3d 1229 (D.C. Cir. 2003).  See also In re Charter Communications, 393 F.3d 771 (8th Cir. 2005) (following RIAA v. Verizon ruling).
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Service Provider Liability:  Goals of Legislation

		Added certainty for service providers

		Deterrence to litigation

		Eliminating “unreasonable” liability

		Incentives for service providers to cooperate with right holders in combating online infringement

		Preservation of ability of right holder to stop an ongoing infringement
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System Caching - § 512(b)

		Covers material on other sites that is requested by a user and is automatically stored on the provider’s system to fulfill subsequent requests for the same material

		Subject to several detailed conditions
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Counternotification and Putback

		Provider must notify website operator of takedown

		Website operator may file a counter-notification claiming that the material is not infringing

		Provider must notify the copyright owner promptly and put the material back within 10-14 business days unless the copyright owner notifies the provider that it is seeking a court order 
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Limitation on Injunctions

		Injunctions are basically limited to those



Ordering that material be taken down; or

Ordering that a subscriber be terminated

		No ex parte orders except those ensuring the preservation of evidence and those having “no material adverse effect” on the provider’s operations
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Experience with DMCA, 1998 to Present

		Copyright Office has registered thousands of notices from service providers



About 20 percent of traffic to our website is to these pages

These notices provide information for right holders seeking to use notice and takedown

		Several court cases addressing different provisions of the DMCA
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Notice and Takedown

		Online Policy Group v. Diebold – damages and attorneys’ fees awarded for improper use of 512(c) infringement notice.

		Ellison v. Robertson– Service provider must provide accurate contact information for notices of infringement claims.

		Hendrickson v. eBay – Addressed scope of “service provider” and adequacy of notice
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Section 512(h) Subpoena Provision

		RIAA served subpoenas on ISPs to turn of names of subscribers who were using P2P software.

		Verizon ISP refused to honor subpoena, litigation followed.

		Courts of Appeals ruled that DMCA subpoenas could not be used in P2P context.
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Information Subpoena - § 512(h)

		Part of obligation on service provider to cooperate in enforcement efforts

		Obligates ISP to turn over identifying information to copyright owner

		Courts have ruled that it does not apply to P2P activity of users
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Information Location Tools

		Section 512(d)

		Covers links, directories, search engines ...

		No monetary liability for referring or linking users to a site containing infringing material

		Conditions are essentially the same as for websites
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Information Residing on Systems

		Conditions (continued)



provider does not receive a financial benefit directly attributable to the infringing activity if the provider has the right and ability to control the activity

provider takes down material expeditiously upon receiving a notification of claimed infringement (notice and takedown)
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Notice and Takedown

		Service providers must designate agents for receipt of notifications—Copyright Office maintains a list on its website

		Notification must meet a list of statutory requirements and be made under oath

		If the provider responds promptly to remove or disable access to the material, the provider is exempt from monetary liability

		Provider is not liable for taking material down

		But what if the material isn’t infringing?
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Information Residing on Systems or Networks at Direction of Users

		Section 512(c)

		In plain English:  websites, FTP archives and other user-directed repositories

		Conditions:



absence of either actual knowledge or awareness of facts and circumstances from which infringing activity is apparent, or provider takes material down promptly
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Eligibility for Limitations

		Must be a “service provider” (§ 512(k))

		Must adopt and “reasonably” implement a policy of terminating subscribers who are repeat infringers (§ 512(i))

		Must accommodate and not interfere with standard technical measures that are adopted pursuant to an open, fair, voluntary, multi-industry standards process
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Transitory Digital Network Communications - § 512(a)

		The “mere conduit” safe harbor

		Covers material passing through a provider’s system or network—including intermediate copies—provided several conditions are met.
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Structure of U.S. Provision on Service Provider Liability

		Enacted as Title II to the Digital Millennium Copyright Act of 1998 (DMCA), Section 512 of the Copyright Act.

		Structured as four separate limitations (“safe harbors”) barring monetary relief and limiting injunctive relief :



Transitory communications

System caching

Users’ information residing on systems

Information location tools
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Secondary Copyright Liability

		For about 100 years, U.S. courts have applied doctrines of “secondary” liability

		Two forms of secondary liability:



Contributory Infringement

Vicarious Liability
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Vicarious Liability

		Two elements:



Financial Benefit – Defendant must receive a direct financial benefit from the infringing activity.

Control – Defendant must have the right and ability to supervise the infringing activity.
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Secondary Liability of Internet Service Providers

		In the mid-1990s, courts began to apply the secondary liability doctrines to online activities.

		The Netcom case in 1995 was the leading example.

		It held that the secondary liability doctrines might apply to an online service provider for its role in the infringing activity of a subscriber.

		Prompted service providers to seek legislation.
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Contributory Infringement

		Two elements:



Knowledge -- Defendant must have actual or constructive knowledge of the infringement.

Material Contribution -- Defendant must “induce, cause or materially contribute to” the infringement
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Background of U.S. Copyright Law 

		U.S. Copyright Act provides specific rights afforded to right holder, e.g. right to reproduce, right to distribute, etc.  Rights are limited by specific exemptions and limitations.

		The Act provides that “[a]nyone who violates any of the exclusive rights of the copyright owner … is an infringer of the copyright ….”

		What do “violates” and “infringer” mean?
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Background (Cont.)

		Specific definition of “infringer” and “violates” are left to common law and case-by-case development.

		Courts have found that infringement is broad enough to cover “intermediaries”, i.e. those who assist or enable a direct infringer.
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Introduction

		Background of U.S. Law on “Secondary Liability”

		The Digital Millennium Copyright Act of 1998

		Experience with the DMCA, 1998-2005










