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PCT/EF/PFC 21/001
ANNEX I/ANNEXE |

Iltem 1

Location:

Annex F, new section 5.1ter

Change:

FROM:

TO:
5.1ter Alternative means of secure online transmission by recipient retrieval

Offices offering electronic transmission of documents through online retrieval
by a recipient (either the applicant or Office processing the application) should use
a secure protocol. Unless the applicant has explicitly requested an alternative
arrangement (such as transmission of documents directly by email), transmission
should use a connection protected by TLS or greater and a means appropriate to
the sensitivity of the documents concerned to ensure that the documents can be
retrieved only by authorized persons.

A preferred implementation involves:

(a) the international application being associated with one or more accounts
with the Office, secured by two factor authentication;

(b) notifications being sent to the recipient when a document becomes
available, either using email to the recipient or, where so agreed with the recipient,
by the recipient regularly accessing a secure list of newly available documents
provided through an associated account, either manually through a secure browser
connection or automatically through a RESTful secure web service.

(c) the recipient downloading such documents from an associated account,
either manually through a secure browser connection or automatically through a
RESTful secure web service.

The association between the international application and any applicant
account(s) should preferably be set up using information provided by the applicant
at the time of filing using compatible online filing software. Offices should also
provide secure means for adding, removing or modifying such associations after
filing.

Reason:

This alternative method of retrieval offers an additional secure document
transmission mechanism that is sufficiently secure as to permit its use as a
document delivery to applicant mechanism. Furthermore it enables the timely
distribution of documents to applicants, including via the file held by the IB, where
paper postal systems across the globe may be disadvantageous for applicants.
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