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Why WIPO ALERT-PAY?

The sale of counterfeit goods 
online and subscription-based 

pirate services rely on payment 
systems to operate.

Building on our experience with 
WIPO ALERT, we saw this as an 
opportunity to add value to the 
fight against counterfeiting and 
piracy by supporting effective 
cross-sector cooperation and 

information sharing.
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New development: WIPO ALERT-PAY

• A secure platform for voluntary cooperation between right 
holders and payment service providers (PSPs) – 
Mastercard, PayPal, etc. - at the global level to tackle 
online sales of counterfeit goods and subscription-
based services that offer pirated content 

• Pilot conducted in 2025

PSPs can determine what 
action, if any, to take with 

regard to a merchant’s 
account under that PSP’s 

policies

Notification and review 
system to ensure due 

process for site operators 



WIPO ALERT-PAY operating system
WIPO’s role would be to:

• Securely host the platform

• Receive list of sites flagged by right 
holders and verify that required 
information and attestations are 
provided for flagged sites - more 
along the lines of a formalities check

• Administer the process of 
notifications to the site operators and 
any requests for review

• Aggregate lists and make available 
to PSPs
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Inclusion of Sites of Concern

Authorized Right 
Holder (RH) 

identifies 
Site of Concern

Authorized RH 
simulates 

test purchase and
notifies merchant or 
alternative contact

After 3 working 
days, Authorized 

RH submits 
application to 

WIPO

WIPO ensures 
completeness of 

application and sends 
second notification to 

merchant or 
alternative contact

After 3 working days, 
WIPO includes Site of 

Concern in WIPO 
ALERT-PAY 

Payment system 
provider assesses 
information under 
its existing policies
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The Pilot

Manual Pilot

Nov 2024 to Aug 2025

Participants

6 right holders, 2 PSPs

Applications

17 actions, 35 sites

WIPO Role

Moderated and notified 
operators and registrars
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Outcome of pilot and current status

71% removed

Flagged sites taken offline or 
goods removed

False branding

Many sites only misused 
provider logos

Pilot viable

Broad adoption could be highly 
disruptive

In development

System is currently under 
development
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Submission of Sites of Concern by Right Holders
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Submission of Sites of Concern by Right Holders
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Submission of Sites of Concern by Right Holders
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Submission of Sites of Concern by Right Holders
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Test Transaction
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Submission of Sites of Concern by Right Holders
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Submission of Sites of Concern by Right Holders
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Submission of Sites of Concern by Right Holders
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Dashboards – Payment Service Providers
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Thank you.
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