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Context: Blockchain and DLT — More than just
a cryptocurrency infrastructure

* |TU definitions (work in progreps « Use cases outside the finance sector
 Vertical sectors:
. , A A A e I s (e.q,, humber portability,
» Distributed ledger a ! uelJS 2F¥ t SRAJ gtﬁgﬁgnt(ﬁf%apmmg, Wrr)lolesaleyvoice and
IS shared, replicated, and synchronized in data)
a distributed manneb € « Public sector (e.g., voting, transparency)

- ) - _ i * Healthcare (e.g., access to health records)
e Blocka LY RA A Rdzl f RI Gl dzy A tiner@ ®.gnlicro grids)

blockchain, composed of a collection of - etc.
transactions and a block headeg « Horizontal:
o o * Identity management
 Blockchain @A type of distributed ledger - Security management
which is comprised of digitally recorded - Data provenance

data, which may be continuously growing
chain of blocks, and where each of block
IS cryptographically linked hardened
against tampering and revisian.

Source: ITO Focus Group on Application of Distributed Ledger Technology



Blockchain and DLT — ITU Portfolio

ITUTFocus Groups ITUT Study Groups

Prestandardization Formal standardization

« Applicationof DLT(FG DLT)identifies use « SG13 Cloudcomputing requirements for
casesworkson terminology, ahighlevel blockchain as a servicB4aS); blockchain in

architecture, an assessment framework, and NGNe (2 work items)
regulatoryaspects
« SG16 DLT anck-services (Question 22/16) (4
 Digital Fiat Currency(FG DFG)explores work items)
blockchain as enabler f@BDC
« SG17 Securityaspects foDLT (Question
« DataProcessing and Management to 14/17: 10 work items)
support IoT and Smart Cities &@ommunities
(FG DPM) studies usef blockchain in this « SG20“ Bl o c &fthimgsi n( 4 wor K
context

Open to noamembers ITU members only




Focus Group on Application of DLT (FG DLT) —

Overview

Leaders

Wei Kai
(CAICT, China)

Suzana Maranhao Moreno
(BNDES, Brazil)

Structure Timeline
WG1:Terms Definitions, Concepts Lifetimefrom Oct 2017 tdSept2019
1. Geneva, 1719 October2017 (ITU)
WG2:Applications & Services 2. Bern 57 February 2018§Swisscom)
3. Geneva 2830 May2018 (ITU)
WG3:TechnologyRef.Framework 4. Beijing 9-12 Oct 201§CAICT)
5. Rio de Janeiro, 147 Jan 2019BNDES)
: 6. Madrid, 1-4 April2019 @Alastria)
WG4:Policy Framework
7. Geneva: 29 Jukg August 2019 (ITU)

WG5:Standardization Roadmap




Focus Group on Application of DLT (FG DLT)
Status of Deliverables

Deliverables(Number,title) Completion % [Completion by meeting| Possible Study Group
output / comments

Terms and definitions Harmonization with related terminology from April 2019 Recommendation
ITUT SG17, ISO/TC 307, NIST,athdrs.

DLT use cases More than50 use cases reviewed, including froi 50 Jul/Aug2019 Technical Paper
finance, healthcare, utilities, telecoms sectors,
well as crosgutting DLT applications (e.g.,

identity management, data provenance).

DLT reference architecture Includes hierarchical relationships, specific 70 April 2019 Recommendation
functions and modules.

Overview of existing platforms Covers most popular DLT platforms. 40 Jul/Aug2019 Technical Paper

and mapping to DLT reference

architecture

Assessment criteria for DLT Introduction of 17 DLT platform assessment 70 April2019 Recommendation
platforms criteria.
bt Regulatory framework Discussion of key DLT features and associated 50 Jul/Aug2019 Technical Paper

regulatory challenges. Examples of approache:
for users, regulators and solution providers to
address these challenges.
Outlook on future DLT Introduction of emerging concepts related to DI 70 April2019 Technical Paper




Focus Group on Application of DLT (FG DLT) —
Terminology

* Currently 37 Dl-felated terms defined

* Work takes into consideration ongoing discussion in ISO/TC 307, NIST
DIN, ITUT, and elsewhere

* Moving forward, it will provide a useful reference for DLT work in ITU
Study Groups and beyond




Focus Group on Application of DLT (FG DLT) —

Use cases

* Collecting andnalyzingeal
world DLT use cases using a
standardized reporting template

 Description of the value added by

the use of DLT In use case vs.nhon
DLT

 Highlights significancef DLT in
the attainment of the UN
Sustainable Development Goals

* Discusses any implication or
requirements for future standards
work

Use Case Summary+

Use Case ID:+

Use Case Type:+ |+

Submission Date: +

Is Use Case
supporting SDGs+

Use Case Title:+

Domain:+

Status of Cases

Sub-Domain+

Contact information of o

person submitting/+'

Proposing Organization+ | +

Short Description

Long description+

SD'G in Focus (when
applicable)+

Value Transfer:+

Number of Users:<|

Types of Users:+

Stakeholders+

Data:+

Identification:+

Predicted Outcomes:+

Overview of the Business Problem or Opporinnity+
a

Why Distributed Ledger Technology?-




Focus Group on Application of DLT (FG DLT) —
Reference architecture

Application External Interaction
Management
[ | 'l 'S ]
DApp(s) I | i I
[ Runtime I Lifecycle { Devtool J __________
y Extensions
I G I
(! overnance | Side Chain
: : Protocol
W )T S i
Operation & : [ Account / DID ] |[ Consensus ]{ Utils } _____________ Off Chain
Maintenance I I I |
' [Right ManagementJ l[ Ledger l [ Messaging J ! ; i
| : Management I | Multi Chain
| ] W,
I | I I N
: : : [ Crypto J : [Internal extensions
( | A
: | Resources : [ J : ___________
! ! ! | External Resource
| 1
| | Management
I [Node ManagementJ |[Store ManagementJ [Network Management]
| I

Goal: Abstrachierarchical architecture of distribute@dger technologiesCover (almostall DLTSs,
Including publidblockchaingepresented byethereum and Bitcoirgrivate blockchaingepresented
by Hyperledger Fabric, and ndaockchainDLT systems, suets IOTA'angle oR3CORDA.



Focus Group on Application of DLT (FG DLT) —
Platform mapping

» Describing existing DLT platforms and how they related to reference architecture

» Platforms currently considered include: Ontology, OntologySt&l)ar,Sawtooth,
Fabric, EOS, Ethereum, Alastria, Corda, Quorum, IOTA, Disledger, Hashgraph,
A r d oinput from other platforms welcome

Mapping template:

Governance &ompliance

Smart

Trust Contract
Governance Endorsemen

Policy

Operation & Maintenance External
DataStorage Network Mgt| Message | CryptoLib Node Mgt Chain ResourceMigt Extensions @

Network

Summary AAA Mgt | Consensus| LedgemMgt | NodeMgt




Focus Group on Application of DLT (FG DLT) —
Platform assessment

Effectiveness of the Consensus Algorithms Proper Private Key Management
Transaction Confirmation Time Smart Contract Traceability
Compliance of cryptography Throughput

Memo_ry Authentlcgtlo_n and Platform Stability Qata
expansion Authorization Privacy
Application
Application Stability Business Separation COSHL To(gr;ertn =
Node Management Failure Recovery
Operations
Goal:Describe DLT platform assessment criteria and methods.

Core Technology




Focus Group on Application of DLT (FG DLT) —
Regulatory framework

DLTkey features Regulatory aspects include

o « Applicabldawif nodes are establisheith multiplejurisdictions
Distributed : :
* Who is the legal subject

« Immutableshared ledgersgrror corrections mechanisms
Tamperevidentand-resistant < Rightto be forgotten

(For userand implementers)
* Smart contracts

Shared » Privacy& dataprotection
* Meaning of token/coin
Incentive- and assetbased » Legal aspectsf ICOs

For policy makers and regulators

» Future of crypteeconomy

Openand transparent * How to deal with abuse (For industry)
Anonymous « Considerations ainonymity vadentification (AML/KYC)
« Implications of autonomous smart contract execution
Autonomous

« Automationof governance rules

Goal:Provide guidance to policy makers, regulators.



Disruptive Technologies
for Financial and
Public Services
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Find out more ahttps://itu.int/en/ITU-T/focusgroups/dit


https://itu.int/en/ITU-T/focusgroups/dlt/

Connecting the world, together.



