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ANNEX I/ANNEXE |

UPDATES TO ANNEX FRELATING TO THE RELAXATION OF THE
REQUIREMENTS FOR THE UTILIZATION OF THE TRANSMISSION PROTOCOL

AND FORMATS

1-1)

Rel ax the
requi renent to
use the PCT E-
filing

pr ot ocol

Change:

Alternative neans of online transm ssion may be used, in agreenent
with the International Bureau, by Ofices which do not use the E-
filing interoperability protocol, provided that: (a)
interoperability between the existing PCT E-filing client and
server software is naintained without needing further technical
intervention; and (b) the outcone of the transnission is equival ent
to the outcone of the E-filing interoperability protocol (in
particular in terns of receipt and | evel of security provided).

To:

Alternative neans of online transm ssion may be used, in agreenent
with the International Bureau, by Ofices which do not use the E-
filing interoperability protocol, provided that: (a)
interoperability between the existing PCT E-filing client and
server software is naintained without needing further technical
intervention or filing is performed using a web application
interface that doesn’t use a PCT E-filing client; and (b) the
outcone of the transmission is equivalent to the outconme of the E-
filing interoperability protocol (in particular in terns of receipt
and | evel of security provided).

Itens inpacted

Annex F part 5.1bis

Reason

The conmuni cation of electronically filed applications to the IB
and International Searching Authority (I1SA) nust be in accordance
with Annex F. Thus, conmuni cation of the record copy to the IB
and the search copy to the I SA nust follow the transm ssion
protocol set forth in Annex F. The USPTO woul d prefer an inmage
based system which may or may not be in accordance with Annex F
protocols. This amendment will enable the ROUS to propose to the
IB an alternative neans of online transnission of the record copy
to the IB and the search copy to the | SA
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1-2)

Del ete certain
references to
XM since the
requi rement
for an ROto
convert a PDF
docunent to
XM was

previ ously
del et ed

Change:

[the |l ast sentence of Annex F section 3.1.2]:

..For docunents originally submtted in PDF format, Offices nmay
request transmi ssion of the original documents in PDF format in
addition to the converted docunents in XM. and TIFF fornats.

[mddle row of the second table in section 3.4 of Annex F (page 22)
(and alter diagram accordingly)]:

PDF A receiving Ofice shall notify the [revise
See I B whether it will accept documents sketch as
section |in this format. In order to wel | ]
3.1.2 accommpdate O fices that do not

accept PDF documents, any O fice that
chooses to accept docunents in this
format nust al so convert the docunent
text to XML and drawi ngs to TIFF

i mages and transnit those docunents
in both formats to the |IB.

To:

[the |l ast sentence of Annex F section 3.1.2]:

..For docunents originally submitted in PDF format, O fices nay
request transmi ssion of the original documents in PDF format in
addition to the converted docunents in TIFF fornat.

[mddle row of the second table in section 3.4 of Annex F (page 22)
(and alter diagram accordingly)]:

PDF A receiving Ofice shall notify the [revise
See I B whether it will accept documents sketch as
section |in this format. In order to wel | ]
3.1.2 accommpdate O fices that do not

accept PDF documents, any O fice that
chooses to accept docunments in this
format must al so convert the docunent
text and drawings to TIFF i mages and
transnmt those docunents to the IB.

Itens inpacted

the | ast sentence of Annex F section 3.1.2
m ddl e row of the second table in section 3.4 of Annex F (page 22)

Reason It was previously agreed to not require conversion to XM.. These
itens escaped editing at that time. See Annex VI, page 14 of
Circular C PCT 1014/C SCI T 2609.
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1-3)

Rel ax the
requi renent to
accept only
vl. 4 of PDF

Change:

Adobe Portabl e Docunent Format version 1.4 conpatible;

To:
Adobe Portabl e Docunent Format version 1.1 through 1.6 conpati bl e;

Itens inpacted

Annex F section 3.1.2, subparagraph (a)

Reason EFS- Wb gui del i nes pernit submi ssions conform ng to Adobe PDF
Specification versions 1.1 through 1.6. This was done in order to
reduce any unnecessary technical barriers to electronic filing.
Most applicants are unaware of what version of PDF is generated by
the software they use to create their subm ssions. Requiring
submitters to understand and mani pul ate PDF software to this
techni cal degree was found to prevent sone applicants fromfiling
el ectronically.

NEXT ACTION: Consultative group review BY:
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1- 4)

Anend the

Basi ¢ Conmon
Standard to

i ncl ude PDF as
an alternative
to TIFF

Change:
( ¢) anydrawings are in TIFF format, as specified by the
receiving Ofice (see Annex F, section 3.1.3.1);

To:
( ¢) any drawings are in TIFF or PDF format, as specified by the
receiving Ofice (see Annex F, section 3.1.3.1);

Itens inpacted

Annex F Appendi x |1 paragraph 2(c)

Reason EFS Web custoners have readily avail able and robust neans for
produci ng PDF versions of whatever they intend to submt, including
drawi ngs, figures, equations, etc. Past experience suggests that
few applicants are inclined to expend the resources necessary to
create and nmanage TIFF inmage files as part of a subm ssion.
Consequent |y, EFS Web does not accept TIFF files.

NEXT ACTION: Consultative group review BY:
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1-5)

Permit PDF as
an alternative
to TIFF in
Appl i cant -

O fice sector
and O fice-

O fice sector
conmuni cati ons

Change:

For the Applicant-Ofice (international phase) comunication
sector, receiving Ofices nust accept this format per the basic
conmon standard. |nmages nmay be used for drawi ngs, figures,
equations or other illustrations, and for the description and the
claims. This format is not intended to be used as a repl acenent
for character-coded docunent fornats.

For the Ofice-Office conmunication, sector, Ofices nust be able
to transnmit and receive this format. |nmages nmay be used for
drawi ngs, figures, equations or other illustrations, and for the
description and the clains. This format nay al so be used to
transmt scanned docunments between offices in the form of page

i mages.

To:

For the Applicant-Ofice (international phase) comunication
sector, receiving Ofices nust accept this fornmat or PDF per the
basi ¢ common standard. |Inages nmay be used for draw ngs, figures,
equations or other illustrations, and for the description and the
claims. This format is not intended to be used as a repl acenent
for character-coded docunent formats.

For the Office-Ofice communi cation, sector, Ofices nust be able
to transmt and receive this format or PDF. |mages may be used for
drawi ngs, figures, equations or other illustrations, and for the
description and the clainms. This format nay al so be used to
transnmt scanned documents between offices in the form of page

i mages.

Itens inpacted

the |l ast two paragraphs of Annex F section 3.1.3.1

Reason EFS Web customers have readily avail able and robust means for
produci ng PDF versions of whatever they intend to subnmit, including
drawi ngs, figures, equations, etc. Past experience suggests that
few applicants are inclined to expend the resources necessary to
create and manage TIFF image files as part of a subm ssion.
Consequent |y, EFS Wb does not accept TIFF files.

NEXT ACTION: Consultative group review BY:
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1-6)

Rel ax the
requi rement
that any PDF
subni ssi on
nmust be
acconpani ed by
XML package
dat a

Change:

Any file in this format, if present, nust be included as a
ref erenced docunent.

To:

Any file in this format, if present, may be required by the
Receiving Office to be included as a referenced docunent.

Itens inpacted

Annex F section 3.1.2

PROCHAINE ACTION :

Reason In EFS Web, PDF submissions are explicitly referenced as part of
the filing process using the Wb interface.
NEXT ACTION: Consultative group review BY:

_ _ 30.6.2009
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1-7)

Permt
Appl i cant -

O fice sector
conmuni cati on
usi ng a neans
ot her than WAD
to package a
subm ssi on

Change:

Any docunent in electronic formthat is prepared or exchanged in
accordance with this standard shall be packaged as prescribed in
sections 4.1 and 4.2. However, in the Ofice-Ofice conmunication
sector, the sending Ofice and the recipient Ofice nay agree not
to package | A docunents filed on paper and converted into
electronic form or to package such docunents in a different
manner. I n such case, the recipient Ofice should informthe

I nternational Bureau accordingly.

To:

Any docunent in electronic formthat is prepared or exchanged in
accordance with this standard shall be packaged as prescribed in
sections 4.1 and 4.2. However, in the Ofice-Ofice communication
sector, the sending Ofice and the recipient Ofice nay agree not
to package | A docunents filed on paper and converted into
electronic form or to package such docunments in a different
manner. Further, where an Ofice provides applicants an alternative
but equival ent neans for preparing a subnission, that nmeans nmay be
substituted for those described below. 1In such cases, the
recipient Ofice should informthe International Bureau
accordingly.

Itens inpacted

Annex F section 4 second paragraph

Reason EFS Wb inplenments an alternative technol ogy that organi zes the
conponents of an applicant’s subnission and secures them during
transm ssion, w thout the use of a WAD or WASP

NEXT ACTION: Consultative group review BY:
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1-8)

Permt file
nanes in a
submi ssi on
ot her than

t hose
specified in
Section 4.3

Change:

The present file nanming convention is established in order to
enhance server autonmtion, as well as to establish a client side
sof tware workfl ow and a good work practice for user understanding.
It shall be applied in respect of any document in electronic form
that is prepared or exchanged in accordance with this standard.
However, in the Ofice-Ofice comunication sector, the sending
O fice and the recipient Ofice nmay agree to apply other file

nami ng rules for the purposes of their transactions. In such case,
the recipient Office should informthe International Bureau
accordingly. The follow ng set of tables constitutes the file

nam ng convention and the client side software should automatically
produce the suffixes and extensions accordingly. Each of these
tabl es addresses a |l evel of the standard, followed with tables of
exanpl es.

To:

The present file nanming convention is established in order to
enhance server automation, as well as to establish a client side
sof tware workfl ow and a good work practice for user understanding.
It may be applied in respect of any docunent in electronic form
that is prepared or exchanged in accordance with this standard. In
the Ofice-Ofice conmmunication sector, the sending Ofice and the
recipient Ofice nay agree to apply other file naming rules for the
purposes of their transactions. In such case, the recipient Ofice
should informthe International Bureau accordingly. The foll ow ng
set of tables constitutes the file nam ng convention and the client
si de software should automatically produce the suffixes and

ext ensi ons accordingly. Each of these tables addresses a | evel of
the standard, followed with tables of exanples.

Itens inpacted

Annex F Section 4.3

Reason EFS Wb pernits applicants to subnmit docunments named as the
applicant wi shes. |Inposing file name conventions at the tine of
filing does not appear to add value for the Ofice and may have the
ef fect of discouraging electronic filing.

NEXT ACTION: Consultative group review BY:
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1-9)

Ceneral i ze
references to
security
neasures to
accommuodat e
SSL, TLS, and
their
successors.

Change:

4.2 Encryption within the PCT trust nodel

Encryption of packages made under this standard will be provided by
SSL (see the E-filing interoperability protocol, Annex F, section
5.1) For packages sent using, clientside authentication wll
include the use of the client’s digital certificate. The
certificate will be validated using the same nethod described in
section 4.1.

The Ofices will work with the International Bureau to establish a
coordi nated set of guidelines by which these PKI policy statenents
can be assessed. In the longer term it is intended that these
guidelines will be used to arrive at a list of certification
authorities acceptable to all receiving Offices. The International
Bureau woul d then publish this list along with the trusted CA root
certificates which would be avail able for downl oad via SSL.

4.4.5.1 Lowlevel certificate

7. The applicant retrieves the new certificate (via secure
channel, e.g. SSL) after the authorization code and chal |l enge
phrase is validated.

4.4.6.2 Encryption

Subscri bers encrypt international application packages using the
SSL protocol (see Protocol, Annex F, section 5.1) or optionally,
the destination party’s public encryption key. See section 4.2 for
addi tional information on encrypting securing international

appl i cati on packages.

4.5 Cryptographic algorithns

Both symmetric (secret key) and asymmetric (public key) algorithms
may be used as necessary. Al gorithnms that are prohibited under
national |law of a country nust not be used for international
application docunent exchange fromthat country. Al gorithns

i mpl emented in hardware or software must not be used in any nanner
that is contrary to export restrictions of the country of origin
for the hardware or software. Any al gorithm used between
intellectual property Ofices nmust be disclosed to both parties.
Where possible, the rsa Encryption algorithmis to be used for
asymretric encryption and the dES-EDE3-CBC algorithmis to be used
for symretric encryption. The same asymretric encryption algorithm
shoul d be used to create digital certificates, digital signatures
and envel opes. Other encryption algorithms (e.g. Advanced
Encryption Standard) will be included in this section as they
become avail abl e and gain nmutual agreenent by O fices.

4.6 Message digest algorithns

NEXT ACTION:
PROCHAINE ACTION :
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The nessage stream nust be input to the strong one-way nessage
digest algorithm SHA-1 to create a nmessage digest. Qther encryption
algorithms (e.g. MD5) will be included in this section after

consul tation and agreed upon by Ofi ces.

4.7 Data envel opi ng

El ectroni ¢ docunent data that is encrypted to ensure
confidentiality for international application document exchange
must conformto the format and practice specified in RSA
Laboratories, PKCS #7 — Cryptographi c Message Syntax Standard
Version 1.5 definition of SignedAndEnvel opedData content type.

To:

4.2 Securitywithinthe PCT trust nodel

Security for packages made under this standard will be provided by,
for exanple, SSL (see the E-filing interoperability protocol, Annex
F, section 5.1) or TLS. For packages sent using, for exanple, SSL
or TLS, clientside authentication will include the use of the
client’s digital certificate. The certificate will be validated

usi ng the same nethod described in section 4.1.

The Offices will work with the International Bureau to establish a
coordi nated set of guidelines by which these PKI policy statenents
can be assessed. In the longer term it is intended that these
guidelines will be used to arrive at a list of certification
authorities acceptable to all receiving Offices. The International
Bureau woul d then publish this list along with the trusted CA root
certificates which would be avail abl e for downl oad.

4.4.5.1 Lowlevel certificate

7. The applicant retrieves the new certificate (via secure
channel, e.g. SSL or TLS) after the authorization code and
chal | enge phrase is validated.

4.4.6.2 Security

Subscri bers secure international application packages using, for

exanmpl e, the SSL protocol (see Protocol, Annex F, section 5.1) or
TLS, either of which may include the use of the destination party’s
public encryption key. See section 4.2 for additional information
on securing international application packages.

4.5 Cryptographic algorithns

Both symetric (secret key) and asymetric (public key) algorithns
may be used as necessary. Al gorithns that are prohibited under

NEXT ACTION:
PROCHAINE ACTION :

Consultative group review BY:
30.6.2009

Consultative group review POUR LE:




PCT/EF/PFC 08/009
Annex I/Annexe |, page 11

national |law of a country nust not be used for international
application docunent exchange fromthat country. Al gorithns

i mpl emented in hardware or software must not be used in any nanner
that is contrary to export restrictions of the country of origin
for the hardware or software.

Were possible, the rsaEncryption algorithmis to be used for
asymretric encryption i.e., signature and the Data Encryption

St andard dES- EDE3- CBC and AES al gorithnms nay be used for synmetric
encryption. The same asymmetric encryption algorithm should be used
to create digital certificates, digital signatures and envel opes.

The symmetric encryption al gorithns include:

a. JdES-EDE3, Triple DES, FIPS 46-3
b. Advanced Encryption Standard (AES) FIPS 197

The asymetric al gorithms include:

c. Digital Signature Al gorithm (DSA), FIPS 186-2
d. RSA (as specified in ANSI X9.31)
e. Eliptic Curve DSA (ECDSA; ANSI X9.62)

O her encryption algorithnms will be included in this section as
they beconme available in comercial software and toolkits and gain
mut ual agreenent by O fices.

4.6 Message digest algorithns

The nessage stream nust be input to the one-way nessage di gest
algorithm SHA-1 to create a nessage digest. Qther hash al gorithns
(e.g. SHA-2 family) will be included in this section after

consul tation and agreed upon by Ofi ces.

4.7 Data envel opi ng

El ectroni ¢ docunent data that is encrypted to ensure
confidentiality for international application document exchange
must conformto the format and practice specified in RSA
Laboratories, PKCS #7 — Cryptographi c Message Syntax Standard
Version 1.5 definition of SignedAndEnvel opedData content type.

4.8 Secure Sockets Layer and Transport Layer Security Protocols

Secure, authenticated communication is necessary for the transfer
of patent documents and related information between intell ectual
property O fices or between applicants and Ofices. O fices should
support (where not prohibited by law) SSL 3.0 and TLS and it is
recogni zed that inprovements to security technology will always be
on the horizon.

The SSL and TLS protocols are directed to negotiating and

NEXT ACTION:
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establishing a secure authenticated encrypted sessi on between two
endpoints. The TLS protocol (TLS 1.0) is a voluntary industry
standard (RFC 2246) that was devel oped by the Internet Engineering
Task Force. TSL 1.0 is based on the Secure Sockets Layer Version
3.0 (SSL 3.0), which had been devel oped originally by Netscape
Corporation to address the security weaknesses of SSL 2.0. TLS 1.0
addresses security and interoperability problems found in SSL 3.0.
The current version TLS 1.1 (RFC 4346) provides increased security
and the ability to drop back to an SSL connecti on where one of the
parti es cannot support TLS.

Itens inpacted

Annex F Appendi x 2

Reason

ref http://csrc.nist.gov/CryptoTool kit/tkhash.htm for the history
of the problemwith SHA-1. There are problens with SHA-1 that
permit 2 or nore different messages to hash to the sane val ue which
suggests that a forged nessage could be created that will be found
valid and unchanged when the digital signature is validated.

(ref NI ST SP 800-52 http://csrc.nist.gov/publications/nistpubs/800-
52/ SP800- 52. pdf

ref TLS RFC 3546 http://ww. ietf.org/rfc/rfc4346.txt The TLS
working group archive is at http://ww.ietf.org/htnml.charters/tls-
charter.htm)
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1-10)

Permt
alternative
t echnol ogi es
for

transm ssion

Change:

5. TRANSM SSI ON

The | A package can be transmitted over secure or non-secure

channel s dependi ng on the package type. This sectionincludes the
protocol to be followed as well as the package/transni ssion

conbi nations that are pernmitted in the Applicant-Ofice
(international phase), Ofice-Ofice, and designated Ofice

comuni cation sectors. Wiile additional sectors are referred to in
this standard (see section 2.3), pernissible transm ssion/package
conbi nati ons can be categorized in the three sectors |isted above.

To:

5. TRANSM SSI ON

The | A package can be transmitted over secure or non-secure
channel s dependi ng on the package type. This section describes in
detail a protocol based on SSL. Oher protocols based on other
technol ogi es, such as TLS, are al so possible. This section also

i ncl udes t he package/transmni ssion conbi nations that are permtted
in the Applicant-Ofice (international phase), Ofice-Ofice, and
desi gnated O fice conmuni cation sectors. Wile additional sectors
are referred to in this standard (see section 2.3), permssible
transm ssi on/ package conbi nati ons can be categorized in the three
sectors |listed above.

Itens inpacted

Annex F Section 5, Transmission, first paragraph

Reason In the near future, the USPTOw Il all but certainly be required to
mgrate fromSSL to TLS by Federal regul ation.
NEXT ACTION: Consultative group review BY:
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1-11)

Permit PDF as
an alternative
to XM

Change:

For the Applicant-Ofice (international phase) comunication
sector, receiving Ofices nust accept this format per the basic
commpn standard. For the Ofice-Office communi cati on sector,
O fices nust be able to transmit and receive this format.

To:

For the Applicant-Ofice (international phase) comunication
sector, receiving Ofices nust accept this format or PDF per the
basi ¢ common standard. For the O fice-Ofice comunication sector,
O fices nust be able to transmit and receive this fornmat or PDF.

Itens inpacted

Annex F, paragraph 3.1.1.1 (last paragraph)

Reason

EFS Wb custoners have readily avail able and robust neans for
produci ng PDF versions of whatever they intend to submt, including
drawi ngs, figures, equations, etc. Past experience suggests that
few applicants are inclined to expend the resources necessary to
create and nmanage TIFF image files as part of a subm ssion.
Consequent |y, EFS Web does not accept TIFF files.

NEXT ACTION: Consultative group review BY:
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1-12) Change:

Permt PDF as

an alternative ) ] ] ) )

to XM [table entitled "Applicant-Oifice (international phase) sector,
m ddl e colum indicating "Options allowable" for XM_ Format - first
sent ence]
A receiving Ofice nust accept this format per the basic conmon
st andar d.
[table entitled "Applicant-Office (international phase) sector,
m ddl e col um indicating "Options all owable" for TIFF Format -
first sentence]
A receiving Ofice nust accept this format per the basic common
st andar d.
[table entitled "Ofice-Ofice sector, niddle columm indicating
"Options allowable" for XML Format - first sentence]
O fices must be able to transnit and receive this format.
[table entitled "Ofice-Ofice sector, niddle columm indicating
"Options allowable" for TIFF Format - first sentence ]
O fices nust be able to transmit and receive this format.
To:
[table entitled "Applicant-Oifice (international phase) sector,
m ddl e col um indicating "Options all owable" for XM_ Format - first
sent ence]
A receiving Ofice nust accept this format or PDF per the basic
comon st andar d.
[table entitled "Applicant-Office (international phase) sector,
m ddl e colum indicating "Options all owable" for TIFF Format -
first sentence]
A receiving Ofice nust accept this format or PDF per the basic
comon st andar d.
[table entitled "Ofice-Ofice sector, niddle columm indicating
"Options allowable" for XML Format — first sentence]

NEXT ACTION: Consultative group review BY:
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Offices nust be able to transnit and receive this format or PDF.

[table entitled "Ofice-Ofice sector, niddle columm indicating
"Options allowable" for TIFF Format - first sentence ]

Offices nust be able to transnit and receive this format or PDF.

Itens inpacted

Annex F, several tables in paragraph 3.4

Reason EFS Web custoners have readily avail able and robust neans for
produci ng PDF versions of whatever they intend to submt, including
drawi ngs, figures, equations, etc. Past experience suggests that
few applicants are inclined to expend the resources necessary to
create and manage TIFF image files as part of a subm ssion.
Consequent |y, EFS Wb does not accept TIFF files.
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1-13)

Modi fy the
basi ¢ common
standard to
pernit PDF

Change:

(a) the international application documents are encoded in:

(i) XML format (see Annex F, section 3.1.1.1), using either of
the followi ng, as specified by the receiving Ofice:

(i1) the Unicode 3.0 (International Standard |ISQ |EC
10646: 2000) coded character set with UTF-8 character encoding
schene; or

(ii2) a coded character set confined within the repertoire of

Uni code 3.0 with encodi ng schene specified by the receiving Ofice
as described in Internet Engineering Task Force docunents | ETF RFC
2277 and 2130 (see Annex F, section 3.1.1.1), provided that the
character encoding schene is registered in the Internet Assigned
Nunbers Authority (1 ANA) Charset registry and that the use of that
schenme is supported by the electronic filing software nmentioned in
par agraph (g): or

To:
(a) the international application docunments are encoded as
specified by the receiving Ofice in:

(i) XML format (see Annex F, section 3.1.1.1), using either of

the foll ow ng:

(i1) the Unicode 3.0 (International Standard |ISQ |EC
10646: 2000) coded character set with UTF-8 character encoding
schene; or
(ii2) a coded character set confined within the repertoire of
Uni code 3.0 with encodi ng schene specified by the receiving Ofice
as described in Internet Engineering Task Force docunents | ETF RFC
2277 and 2130 (see Annex F, section 3.1.1.1), provided that the
character encoding schene is registered in the Internet Assigned
Nunbers Authority (1 ANA) Charset registry and that the use of that
schenme is supported by the electronic filing software nentioned in
par agraph (g): or

(i) in PDF format (see Annex F, section 3.1.2);

Itens inpacted

Annex F Appendix Il Part 2(a)

Reason EFS Web custoners have readily avail able and robust neans for
produci ng PDF versions of whatever they intend to submt, including
drawi ngs, figures, equations, etc. Past experience suggests that
few applicants are inclined to expend the resources necessary to
create and manage TIFF image files as part of a subm ssion.
Consequent |y, EFS Wb does not accept TIFF files.

[Annex |1 follows/
L’ annexe |1 suit]
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Comment by The Federal Service for Intellectual Proprty, Patents and Trademarks
(ROSPATENT)

ROSPATENT has carefully considered the proposed modifications of the Standard for the
Electronic Filing and Processing of International Applications under the Patent Cooperation
Treaty (PCT) and has no objections to them.

ROSPATENT would like to state that it isinterested in speeding up the integration process
between Annex F DTDs and ST.36 DTDs. In order to put the development of ROSPATENT
internal system sin line with WIPO recommendations, ROSPATENT would highly
appreciate if the WIPO plans on harmonization and future integration of abovementioned
XML resources for patent information could be communi cated.

[Annex 111 follows/
L annexe I11 suit]
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Commentsto Circular C.PCT 1140 by the Japan Patent Office (JPO)

1-3

The JPO can accept the proposal of the USPTO. However, we think that the following should
be added to 3.1.2(a): “Each office can choose the PDF version which is acceptable to the
office.” Not al PDF documents can be read by each office, as offices use different versions of
Acrobat Reader. For example, the JPO can only handle PDF version 1.5 or lower, as the JPO
uses Acrobat Reader 6.0.

1-5),1-9), 1-11), and 1-12)

The JPO agrees to prepare several methods of communication between Applicants and
Offices. However, the JPO considers the interoperability of systems very important to ensure
communication between Offices. If Annex F is changed to require Offices to accept PDF files
for Office to Office communication, it will have a negative impact on interoperability.
Therefore, the JPO would prefer not to change the current provision on Office to Office
communication. Thisis because upgrading the PDF version will cause the additional burden
of coping with many PDF versionsto read files made in the past.

Asfor the HASH algorithm, the JPO is planning to submit a proposal for change (PFC) to
allow SHA-2 family.

[Annex 1V follows/
L’ annexe IV suit]
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Comment by the Ger man Patent and Trade M ark Office

Regarding item 1-3) we recommend to restrict the Adobe Portable Document Format to the
PDF standard PDF/A-1b. This would ensure the visual appearance of the files to be preserved
over along time - an essential property for long time archiving of documents.

[Annex V follows/
L’ annexe V suit]
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Comment by the I nternational Bur eau

GENERAL COMMENTS

1) The International Bureau understands the essential elements of the proposals to be the
following:

a) an Office may decide to only accept PDF format documentsin an electronic
application, rather than being required to accept applicationsin XML format;

b) an Office may decide to accept PDF documents from the applicant which are
not packaged and referenced by an XML index file;

C) an Office may decide to offer only a Web-based service for accepting
electronic applications and not accept filings using the interoperability protocol.

2) The International Bureau recognizes that, in practice, at |east one Office aready
permits only the PDF format for the purpose of electronic filing and that PDF is the format
which is preferred by applicants at most Offices which offer achoice of either PDF or full
XML filing, aswell as the fact that some Offices are seeking to promote the use of
Web-based filing systems. Thus, the proposed changes appear, to alarge extent, consistent
with the wishes of applicants and Offices of some Contracting States. Moreover, the
International Bureau believes that the essential elements of the proposal could be
implemented, as outlined in paragraphs 7) and 8), below, without significant issues for
operation of the PCT.

3) However, in the International Bureau’ s opinion, these proposals would, if
implemented, represent a fundamental break with the principles which are stated as the
purpose and vision of the Standard in Sections | and 11 of Annex F (some particularly relevant
extracts are reproduced in the Appendix to this comment). In effect, this would mean that
there no longer existed a*“Basic Common Standard” which allowed an applicant to prepare an
application in asingle format which would be accepted by all States accepting electronic
filings and to file it using common means and software. The effects of the changes would be
relevant not only to the PCT but also, and even to a greater extent, to direct national
applications in Offices of States party to the Patent Law Treaty.

4) Thus, despite the fact that the essential el ements of the proposal could be implemented
without significant issues for the operation of the PCT, the International Bureau is of the
opinion that it is necessary for these changes to be made on the basis of a fully informed
decision by al interested parties. Before adecision istaken, the results of such achange
should be more clearly stated in terms appropriate to both those formulating policy (noting the
effects on national and Paris Convention systems in addition to the PCT international phase)
and those implementing the relevant technical standards.

5) In addition, if there isinformed agreement on the general principles, appropriate
revisions should be made to the purpose, scope and vision set out in the introductory sections
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of the Standard, and a number of further consequential modifications would seem necessary
or at least highly desirable throughout the text. The Annex to these Comments sets out the
most relevant parts of the introductory passages which will require attention either:

a) to ensure that they are updated to properly reflect the new aims of the
Standard; or

b) to ensure that the details of the Standard clearly set out what is required in
order to meet the aims.

6) Consequently, the International Bureau recommends that this PFC be withdrawn and
be replaced by a more complete and fully explained proposal, possibly in the form of a paper
suitable for consideration by a group responsible for the policy implications of the issues
indicated here, in addition to the more detailed technical aspects which are considered by the
normal audience for PFCs. Such a paper might be either specifically drawn to the attention of
readersin a Circular advertising the publication of a PFC, or else be submitted directly to an
appropriate policy body.

IMPACT ON OPERATION OF THE PCT

7) In general, the International Bureau believes that the essential elements of the proposal
could be implemented without significant issues for operation of the PCT noting, in
particular, the following points:

a) Under the PCT, the applicant only needs to file the international application
once and delivery of the application to designated Officesis (in normal circumstances) done
by the International Bureau. Consequently, in contrast to the situation for applications under
the Paris Convention, there will rarely be any need for the applicant to be able to use a
particular package prepared for submission as an international application for later submission
to another Office.

b) Most agents will file the applications which they prepare (whether
international or direct national applications) through avery limited number of Offices
(typically only one national Office and possibly also aregiona Office and the International
Bureau). Consequently, the lack of a single format which is accepted by all Offices will not
usually mean that an agent will need to prepare applications using different file types (though
for applications using the Paris route, there will be a need to convert documents supplied by
an original agent in another country from one format to another).

C) Given that all Offices presently have the option of allowing international
applications in PDF and many such applications are received, the international phase already
requires the system to be able to provide effective support for international applications filed
in both PDF and XML formats.

NEXT ACTION: Consultative group review BY:
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d) The proposal would have the significant benefit of permitting currently
non-compliant Officesto officialy notify the requirements of their electronic filing systems,
rather than receiving large numbers of international applications on a case by case basisin
accordance with Section 703(d) of the PCT Administrative Instructions.

8) However, in order to ensure that no operational difficulties would result from the
changes, the following matters would need to be properly addressed:

a) It should be clarified that for inter-Office document transfers, all Offices would
be prepared to create and accept packages containing XML-indexed TIFF filesand, if so, the
circumstances under which the original document format should be attached (in all cases; on
specific request of the Office receiving the package; at the discretion of the Office sending
the package; or dependent on document types such that full-text XML should aways be
included where available, but other document formats might be optional);

b) In the case where the applicant files using a system where the applicant
submits PDF documents directly, rather than client software creating a wrapped and signed
package, it should be made clear what criteria must be met by the Office’s system in order to
ensure the integrity and non-reputability of the filing.

C) While maintaining the optional possibility at a smaller fee reduction for the
reguest to be filed in image format, receiving Offices should be required to accept at least the
request in XML format (which is the part most significant to the efficient automation of the
international phase processing). It would aso be highly desirable to specify certain minimum
requirements of bibliographic data which should be captured and transmitted in
machine-readable format in the case of international applications where the applicant submits
the request in a non-character-coded format.

d) Some further drafting is required to ensure that the changes clearly result in the
intended effect.

SPECIFIC COMMENTS

9) The International Bureau has considered each individua part (items 1-1 to 1-13) of the
PFC. Inthe context of the general comments above, comment on most of these individual
items seem inappropriate asin the main it isimpossible for them to be considered in isolation;
the required drafting is dependent on the agreed principles. Consequently, at this stage, only
the following specific comments are made:

a) Item 1-3: the relaxation of the requirement for version 1.4 of PDF appears
reasonable (it isin any case difficult to get applicants to set the PDF version correctly) and it
may be possible to completely remove any upper limit on the version as long as the
constraints regarding the encapsulated content types are retai ned.
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b) Item 1-8: this change proposal appears unnecessary as the International
Bureau’ s understanding would be that in the act of uploading/packaging the applicant
specifies the type of each document and the software can take control of the file names and
use the standard naming conventions within the package which is created (which may be
distinct from the filenames which are used by the applicant).

C) Item 1-9: the suggestion of improvement to the security specification is
welcomed, but the International Bureau requires more time to analyze the proposal.

d) Item 1-10: The International Bureau has no issue with theinclusion of TLS
with SSL, but would prefer that TLS was cited specifically rather than as an example, or else
that the requirements that any other encryption system must meet to be explicitly stated. In
addition, attention needs to be given to the overall e-filing protocol and not simply the
underlying technical transmission protocol.

[Annex VI follows/
L’ annexe V1 suit]
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RELEVANT CURRENT STATED PRINCIPLES
WHICH REQUIRE MODIFICATION

The most relevant principles stated in Section | of Annex F include the following:

“The standard is intended to allow applicantsto file an international application in
electronic form which is acceptable to all receiving Offices, International Searching
Authorities and International Preliminary Examining Authorities, for the purposes of the
international phase, and to all designated Offices, for the purposes of the national phase,
that accept the filing or processing of applications in electronic form.

“It is also expected that the standard will become a de facto standard applied to
non-PCT applications by national and regional Offices. In addition, the standard may
become the subject of wider application by virtue of its possible future adoption,
mutatis mutandis, as a general WIPO Standard for patent applications filed in electronic
form. Upon the future coming into force of the Patent Law Treaty (PLT), and subject to
adoption by the PLT Assembly, the standard would become applicable to national and
regional Offices which become bound by the provisions of the PLT.”

Section Il provides an overview of the vision of the Standard, including stated

business requirements. It isimportant that the Standard clearly state what these business
reguirements mean in terms of technical requirements. The main issues here are those listed
under security, interoperability and vision:

“2.2.1.1 Security

“Solutions implemented under this standard must satisfy the following four basic
criteriafor secure electronic data exchange:

“(@  authentication — the process of validating an identity claimed by or for an
entity;

“(b) integrity — ability to verify that datais unchanged from its source and has not
been accidentally or maliciously modified, altered, or destroyed,;

“(c)  non-repudiation — ensure that strong and substantial evidence is available to
the sender of datathat the data has been delivered (with the cooperation of the
recipient), and to the recipient of the sender’ s identity, sufficient to prevent either from
successfully denying having possessed the data; this includes the ability of athird party
to verify the integrity and origin of the data;

“(d) confidentiality — ensure that information can be read only by authorized entities.
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“This standard supports, in particular, a solution relying on a public key infrastructure
(PKI) for authentication and data security in the Internet environment. However, it aso
envisages that there may in the future be other solutions which satisfy the above four
security criteria.

“Any Office with an operational solution that satisfies the four criteriamay choose to
submit the specification for inclusion in this standard, in which case the proposed
modification would be the subject of consultation under PCT Rule 89.2(b).

“2.2.1.3 Interoperability

“Systems conformant to this standard must accept and produce el ectronic documents
and datain a consistent format that permits sharing between applicants and Offices, and
among Offices, with no loss of information. Systems should be able to exchange data
using a common protocol that allows the reliable transfer of data without special and
costly setup procedures for each type of interaction.

“24 E-PCT vision

The goals stated earlier in this section demand a secure, interoperable group of
automated PCT systems capable of quickly and efficiently sharing electronic documents
and data between PCT applicants and Offices, improving operations for all. The
International Bureau envisions an environment in which any applicant can filean
international application with any Office in the world which accepts electronic filing
with a cost free and standardized software. The PCT environment of the future will
allow faster, more reliable access to information for al PCT Offices and their
customers.

[Annex VI follows/
L’ annexe V11 suit]
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Comment by the United States Patent and Trademark Office

“Although Annex F was drafted in the hope that filing interoperability could be achieved
through the adoption of a common XML format, experience of the past several years has
dashed that hope. It has become apparent that common XML structures, although perhaps
necessary for the goa of filing without further modification the same application with any
Office adopting the standard, are not sufficient to achieve that goal. Customer adoption has
proven amuch larger hurdle than the Trilateral and WIPO imagined when drafting Annex F.

Consequently, modification of Annex F as suggested by the USPTO will not break

interoperability, but merely acknowledge what customers have told us very clearly through
their actions, that they prefer to file using PDF and page images, rather than text in XML.

The US believes that well-structured text (XML) is the best format for internal processing,
international exchange, and eventually for submission; but until European language customers
are more accepting of it in the filing process, we must face the reality of using other formats

that customers have overwhelmingly accepted.”

[End of Annex and of file/
Fin de |’annexe et du dossier]
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