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SSL Authentication

1. Proposed Changes
The Annex F-5.1.2.1 should be changed as follows.
5.1.2.1 Use of the SS_ Tunnel

These events are all performed within an SSL tunnel that is established before issuing the
Begin Transaction event. The S tunnel is built using both client and server authentication.
The S tunnel may be stopped at the end of the transaction or, if a batch of transmission is
foreseen, the SSL tunnel can be | eft open and only stopped when all transmissions are
complete. The SS_ tunnel uses the SSL protocol version 3.0.

When the client authentication is to be conducted by the server, in addition to the function
canonically supported by SSL 3.0 that confirms the fact that the digital certificate transmitted
by the client software is actually issued by the recognized CA, disconnection of the SSL
tunnel may be controlled by the server based on the following process:

(1) Dataof the applicant/representative digital certificate(s) obtained beforehand by the RO
IS stored in the server.

(2) Atthetime of client authentication by SSL 3.0, the server checks whether the data of the
applicant/representative digital certificate sent by the client software existsin the data
previously stored in the server by the above- mentioned process (1).

(3) If the check result in the above (2) is a negative one, the server disconnects the SSL
tunnel.

In order to carry out the above function, the RO may conduct a pre-reqgistration process to
obtain beforehand the following data, on its own initiative or from the
applicant/representative: (a) data (or updated data) of digital certificate(s) used by the
applicant/representative; and as the need arises, (b) additional information on the
applicant/representative.

In all cases except where the SSL tunnel is disconnected in the process described above, the
current protocol requires each individual transaction to be acknowledged by an individual
receipt.

2. Notesfor the changes
The following notes should also be added as footnotes in connection with the changes.

(1) By storing the data of applicant/representative’ s digital certificate in the server, the RO is
able to refuse any communication made using adigital certificate whose data has not been
stored in the server beforehand. With this function, the server’ s robustness against Denial of
Service (DOS) attack can be enhanced.

(2) The pre-registration should be dealt with using an on-lineprocess . The pre-registration
mechanism is analogous to a creation of anew account for numerous existing Internet sites
exchanging confidential and/or value-added information with secure network connectivity
such as on-line shopping, on-line subscription etc. and therefore has already been generally
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accepted by the public. It should not take unduly long time to complete the pre-registration
compared to the obtaining procedure for low-level certificate. Thus the mechanism of pre-
registration would not cause any delay of obtaining filing date for first timefilers or pro se
applicants with low-level certificates. Therefore, this pre-registration would not negate the
Basic Common Standard, which provides for the use of low-level certificates enabling them
to filetheir application as early as possible to avoid loss of rights under first-to-file system.

(3) Considering such cases as when the language used for the digital certificate of the
applicant/representative differs from the language used by the RO, it is desirable that the RO
may require the applicant/representative to provide the RO with additional information on the
applicant/representative.

3. Reasonsfor proposed changes

Reasons for the changes are described in the above notes.

[End of Annex and of file/
Fin de |’ annexe et du dossier]



