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1. The Parties 
 
The Complainant is IPQualityScore, LLC, United States of America, represented by Matthew Mackler, United 
States of America. 
 
The Respondent is Siarhei Paulovich, Belarus. 
 
 
2. The Domain Name and Registrar 
 
The disputed domain name <ipscore.me> (the “Disputed Domain Name”) is registered with NameCheap, Inc. 
(the “Registrar”). 
 
 
3. Procedural History 
 
The Complaint was filed with the WIPO Arbitration and Mediation Center (the “Center”) on February 2, 2026.  
On February 2, 2026, the Center transmitted by email to the Registrar a request for registrar verification in 
connection with the Disputed Domain Name.  On February 3, 2026, the Registrar transmitted by email to the 
Center its verification response disclosing registrant and contact information for the Disputed Domain Name 
which differed from the named Respondent (“John Doe”) and contact information in the Complaint.  The 
Center sent an email communication to the Complainant on February 3, 2026, providing the registrant and 
contact information disclosed by the Registrar, and inviting the Complainant to submit an amendment to the 
Complaint.   
 
The Center verified that the Complaint satisfied the formal requirements of the Uniform Domain Name 
Dispute Resolution Policy (the “Policy” or “UDRP”), the Rules for Uniform Domain Name Dispute Resolution 
Policy (the “Rules”), and the WIPO Supplemental Rules for Uniform Domain Name Dispute Resolution Policy 
(the “Supplemental Rules”). 
 
In accordance with the Rules, paragraphs 2 and 4, the Center formally notified the Respondent of the 
Complaint, and the proceedings commenced on February 10, 2026.  In accordance with the Rules, 
paragraph 5, the due date for Response was March 2, 2026.  The Respondent sent email communications to 
the Center on February 3, 2026, and March 4, 2026 (see below). 
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The Center appointed Nick J. Gardner as the sole panelist in this matter on March 9, 2026.  The Panel finds 
that it was properly constituted.  The Panel has submitted the Statement of Acceptance and Declaration of 
Impartiality and Independence, as required by the Center to ensure compliance with the Rules, paragraph 7. 
 
On April 1, 2026, at the direction of the Panel, the Center served a Procedural Order on the parties which 
stated as follows. 
 
Background 
 
“There are two issues where the Panel seeks further information. 
 
Use of the IPQUALITYSCORE trademark prior to its registration date. 
 
The Complainant is the registered owner of United States Trademark Registration No. 7326163 for the word 
mark IPQUALITYSCORE, registered on March 12, 2024, in International Class 42 (software as a service 
(SaaS) and platform as a service (PaaS) for fraud detection, bot detection, cybersecurity, email and phone 
validation, device fingerprinting, and related services).  First use in commerce is recorded as May 3, 2012. 
 
The Disputed Domain Name was registered on February 7, 2021.   
 
The Panel has no information about the extent of Complainant’s use of the IPQUALITYSCORE with effect 
from May 3, 2012, or as to what fame or reputation that trademark had as at February 7, 2021 when the 
Disputed Domain Name was registered.  It would assist the Panel to have further information about this 
issue. 
 
Alleged Use of Complainant’s proprietary data 
 
The Complaint alleges as follows.  ‘The Respondent’s bad faith and complete lack of legitimate interest are 
conclusively demonstrated by its use of the Disputed Domain Name as a platform to resell and commercially 
exploit the Complainant’s proprietary data illegally.  As evidenced in the provided screenshot, the website at 
ipscore.me/tools/ip-check offers a service where, upon entering an IP address, it displays data fields sourced 
directly from the Complainant’s own <IPQUALITYSCORE> API, among others.  SEE EXHIBIT-11.  Access 
to this specific, trademarked data feed is gated behind a subscription paywall on the Respondent’s site.  This 
conduct constitutes a clear breach of the Complainant’s Terms of Service for its licensed API, which strictly 
prohibit the unauthorised resale or republication of its data.  By using a domain name confusingly similar to 
the Complainant’s trademark to facilitate and monetize this breach, the Respondent has registered and used 
the domain primarily for the purpose of disrupting the Complainant’s business (UDRP 4(b)(iii)) and for 
commercial gain by creating confusion (UDRP 4(b)(iv)), as it diverts potential API customers and 
misappropriates the Complainant’s core commercial asset, its data, for its own revenue.’ 
 
The provided screenshot is shown in the Annex to this Procedural Order.  The Panel has spent considerable 
time trying to understand this allegation but on the record before the Panel it simply does not understand it.  
It has also visited the page in question at the Respondent’s website but as at March 22, 2026 the 
functionality did not appear to be operative – no response was returned to any entry of an IP address.  As 
best the Panel can determine what the screenshot in evidence shows is a page at the Respondent’s website 
which contains a facility where any IP address can be entered.  The screenshot appears to show that an 
address of 8.8.8.8 has been entered.  The Panel infers that having entered this address and pressed “Check 
IP” the system then returns the IP address in question and provides various links to further information  but 
states that ‘you need a subscription to access this data’.  The Panel notes that annotation has been added 
which states in relation to the returned IP address of 8.8.8.8 ‘The Complainant’s IP Address is published on 
the Respondent’s website without permission’.  The Panel is unable to make sense of this allegation.  First 
8.8.8.8 is not the Complainant’s IP address -  it is well known as the IP address of a free, public Domain 
Name System (DNS) server provided by Google.  Second the system is in any event only returning back the 
IP address that the user has entered.  The Panel finds it impossible to see how complaint can be made 
about the system reproducing the IP address the user has entered.  Third the Complainant’s IP address 
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(were it to be entered) is a publicly available item of data and the Panel doubts that publishing it on a website 
infringes any rights the Complainant has in it, any more than publishing the Complainant’s telephone number 
would do. 
 
The screenshot then shows a number of what the Panel infers are probably embedded links – specifically 
‘general data’, ‘IpIntel’, ‘IpData’, ‘WhoIs’, ‘IpAPI’, ‘IPQuality Score’ and ‘+5 other provider’“.  Annotation is 
added to say that the.  ‘IpQualityScore’ link is ‘The Complainant’.  Is it?  The Panel cannot tell on this 
evidence.  The Complaint says ‘it displays data fields sourced directly from the Complainant’s own 
<IPQUALITYSCORE> API, among others’ but the Complainant has not explained that properly or proved 
that is the case.  The Panel cannot see any data fields on the screenshot.  Put simply the Panel simply does 
not know what happens if someone (presumably with a subscription) clicks on the link marked “IP Quality 
Score”.  Does it transfer the user to the Complainant’s website?  Does it in some way provide data extracted 
somehow from the Complainant’s systems? Or does it do something else entirely?  This allegation needs 
much better explanation if the Panel is to take account of it in a meaningful manner.   
 
Order 
 
The Panel invites the Complainant to provide a further submission addressing the above issues. Such 
submission should be filed by Friday April 10, 2026.  The Respondent may file a further submission in 
response to the Complainant’s filing, such further submission to be filed by Friday April 17, 2026.  The due 
date for the Panel’s decision is extended to Friday, April 24, 2026.” 
 
On April 9, 2026 the Complainant provided a Response to the Procedural Order (see below).  No response 
was provided by the Respondent but on April 1, 2026 he sent an email to the Center asking what he should 
do.  The Center replied indicating that the Procedural Order contained the relevant information and 
suggesting that he may wish to review it and, if needed, seek independent legal advice.  Nothing further was 
received from the Respondent. 
 
 
4. Factual Background 
 
The Complainant, is a United States company operating a software-as-a-service (“SaaS”) platform that 
provides real-time fraud detection and cybersecurity risk data services to businesses worldwide.  Its core 
services include IP address intelligence (proxy and VPN detection), device fingerprinting (bot detection), 
email and phone validation, malware scanning, and threat intelligence.  Its primary website is located at 
“www.ipqualityscore.com”.  The domain name <ipqualityscore.com> was registered by the Complainant on 
April 15, 2011. 
 
The Complainant is the registered owner of United States Trademark Registration No. 7326163 for the word 
mark IPQUALITYSCORE, registered on March 12, 2024, in International Class 42 (software as a service 
(SaaS) and platform as a service (PaaS) for fraud detection, bot detection, cybersecurity, email and phone 
validation, device fingerprinting, and related services).  First use in commerce is recorded as May 3, 2012. 
 
The Disputed Domain Name was registered on February 7, 2021.  At the time of the Complaint, the Disputed 
Domain Name resolved to an active commercial website (the “Respondent’s Website”) branded as “IP Score 
Checker,” which offered IP reputation scoring, proxy and VPN detection, email verification, and related 
cybersecurity data services.  See further below as to the content of the Respondent’s Website. 
 
5. Parties’ Contentions 
 
A. Complainant 
 
The Complainant contends that it has satisfied each of the elements required under the Policy for a transfer 
of the disputed domain name.   
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Notably, the Complainant contends as follows.  The Disputed Domain Name is confusingly similar to its 
registered trademark IPQUALITYSCORE.  Disregarding the “.me” ccTLD, the string “ipscore” comprises the 
first two characters (“IP”) and the last five characters (“SCORE”) of the IPQUALITYSCORE mark, with only 
the central term “QUALITY” omitted.  The Complainant contends that “ipscore” is immediately recognisable 
as an abbreviation or shorthand for its mark, and that the omission of “QUALITY” is insufficient to avoid 
confusion. 
 
The Complainant submits that the Respondent has no rights or legitimate interests in the Disputed Domain 
Name.  The Complainant has not authorised, licensed, or permitted the Respondent to use the 
IPQUALITYSCORE mark or to register any domain name incorporating that mark or any abbreviation 
thereof.  There is no indication that the Respondent has ever been commonly known by the Disputed 
Domain Name.  The Complainant argues that the Respondent’s use of the Disputed Domain Name to 
operate a directly competing commercial website, without disclosing any legitimate business identity, cannot 
constitute a bona fide offering of goods or services or legitimate non-commercial or fair use. 
 
The Complainant contends that the Disputed Domain Name was registered and is being used in bad faith.  
The Complainant says that it is a large and successful business.  It says it serves over 3,500 business 
customers and has operated in this field since at least 2012.  In summary:  (i) the Respondent had actual or 
constructive knowledge of the Complainant’s IPQUALITYSCORE mark at the time of registration, given the 
Complainant’s nine years of market presence by that date;  (ii) the Respondent has used the Disputed 
Domain Name to attract internet users to a competing commercial website by creating a likelihood of 
confusion with the Complainant’s mark as to source, sponsorship, or affiliation, constituting bad faith under 
paragraph 4(b)(iv) of the Policy;  (iii) the Respondent’s website explicitly names the Complainant (“IP Quality 
Score”, “IPQS”) in its FAQ section, demonstrating deliberate targeting;  (iv) the website appears to resell data 
sourced from the Complainant’s own API in breach of the Complainant’s Terms of Service, and the 
Respondent’s use is primarily aimed at disrupting the Complainant’s business, constituting bad faith under 
paragraph 4(b)(iii) of the Policy. 
 
Complainant’s Response to the Procedural Order 
 
In summary this provided as follows. 
 
Question 1:  Trademark use and reputation prior to 7 February 2021 
 
The Complainant relies on four Wayback Machine captures to establish continuous use of the 
IPQUALITYSCORE mark from as early as May 2012 – nearly nine years before the Disputed Domain Name 
was registered.  The captures show:  (i) May 2012:  active website with “Over 1 Million Proxies Detected” 
and free anti-fraud services;  (ii) June 2017:  expanded mark with trademark symbol and “Over 100 Million 
Proxies Detected”;  (iii) November 2022:  mature fraud-scoring and API services post-registration;  and (iv) 
June 2025:  continued use under the abbreviated brand “IPQS”.  The Complainant argues that the 
Respondent, as a direct competitor in the same fraud-detection space, had actual or constructive knowledge 
of the mark at the time of registration. 
 
Question 2:  Alleged use of the Complainant’s proprietary data 
 
The Complainant argues that the Respondent’s website was structured to resell the Complainant’s 
proprietary data.  Exhibit 5 shows that when an Internet user enters the Internet Protocol (IP) address 
8.8.8.8, the Respondent’s system explicitly identifies “IpQualityScore” as a named data provider, then 
presents a subscription paywall to unlock that data.  The Complainant submits the natural inference is that 
paying subscribers received access to data sourced directly from the Complainant’s API.  Exhibit 5 further 
shows that the Respondent’s API schema mirrors the Complainant’s proprietary data fields verbatim 
(including fraud_score, is_vpn, is_proxy, is_tor, is_bot, and recent_abuse), which the Complainant 
characterises as original and non-generic. 
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The Complainant also notes that the Respondent’s website became non-functional at precisely the moment 
both the Panel and the Complainant sought to test it (the Panel on 22 March 2026;  the Complainant on 8 
April 2026, per Exhibit 6).  The Complainant argues this selective unavailability itself constitutes evidence of 
bad faith and invites adverse inference. 
 
Commercial harm 
 
The Complainant identifies three specific heads of harm:  (i) price undercutting (USD 9.99/month versus the 
Complainant’s USD 100/month minimum);  (ii) bypassing the Complainant’s KYC and terms-of-service 
controls;  and (iii) enabling fraudsters to probe the Complainant’s detection systems to identify undetected IP 
addresses, thereby actively undermining the Complainant’s fraud-prevention product. 
 
Overall position 
 
The Complainant submits all three UDRP elements are satisfied and requests transfer of <ipscore.me>, 
together with adverse inferences against the Respondent for the non-operational website and overall pattern 
of bad faith conduct. 
 
B. Respondent 
 
The Respondent did not file a formal Response.  The Respondent sent a number of informal email 
communications to the Center.  In the first, sent on February 3, 2026 (before formal commencement of the 
proceedings), the Respondent stated that he had received an email about the case but had not filed any 
Complaint, and asked why his email address was associated with it.  This email was sent after the 
Respondent had been copied in to the Center’s communication with the Complainant providing details of the 
underlying registrant of the Disputed Domain Name and inviting the Complainant to amend its Complaint.  In 
the second, sent on March 3, 2026 (after the expiry of the Response deadline), the Respondent asked “and 
what should I do now?”  Neither communication contained any substantive engagement with the allegations 
in the Complaint.  A further similar communication was sent in relation to the Procedural Order (see above). 
 
6. Discussion and Findings 
 
Preliminary Issue – the Respondent’s Informal Email Communications 
 
The Panel has considered whether the Respondent’s informal email communications should be treated as a 
Response.  The first communication, sent on February 3, 2026, was sent before the formal commencement 
of the proceedings and appears to reflect a misreading of the Center’s Notice of Registrant Information 
(which was addressed to the Complainant).  The author stated that he had not filed a Complaint and asked 
why his email address was associated with the case, indicating confusion about the nature of UDRP 
proceedings rather than any substantive engagement with the Complaint.  The second communication, sent 
on March 3, 2026, after the Response deadline, consisted only of the question “and what should I do now?” 
The Panel declines to treat either communication as a Response for the purposes of these proceedings.  
Neither document addresses the Complainant’s contentions, advances any factual or legal defence, or 
otherwise responds to the substance of the Complaint.  The Panel notes these communications for 
completeness but finds that they are of no assistance to the Respondent on the merits. 
 
No formal Response having been filed, the Panel proceeds on the basis of the Complaint and the  
available record, in accordance with Rules, paragraph 5(e).  The Panel may draw such inferences from  
the Respondent’s default as it considers appropriate, but notes that default does not by itself result in a 
decision in the Complainant’s favour.  See Verner Panton Design v. Fontana di Luce Corp, WIPO Case No. 
D2012-1909. 
  

https://www.wipo.int/amc/en/domains/search/text.jsp?case=D2012-1909
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Substantive Issues 
 
Paragraph 4(a) of the Policy requires the Complainant to prove each of the following three elements: 
 
(i) the Respondent’s domain name is identical or confusingly similar to a trademark or service mark in which 
the Complainant has rights; 
(ii) the Respondent has no rights or legitimate interests in respect of the domain name;  and 
(iii) the Respondent’s domain name has been registered and is being used in bad faith. 
 
A. Identical or Confusingly Similar 
 
It is well accepted that the first element functions primarily as a standing requirement.  The standing (or 
threshold) test for confusing similarity involves a reasoned but relatively straightforward comparison between 
the Complainant’s trademark and the Disputed Domain Name.  WIPO Overview of WIPO Panel Views on 
Select UDRP Questions, Version 3.1 (“WIPO Overview 3.1“), section 1.7. 
 
The Complainant has demonstrated rights in the registered trademark IPQUALITYSCORE by virtue of 
United States Trademark Registration No. 7326163, registered March 12, 2024, with first use in commerce 
on May 3, 2012.  A trademark registration is sufficient to establish trademark rights for the purposes of the 
Policy.  WIPO Overview 3.1, section 1.2.1. 
 
Disregarding the “.me” ccTLD, which does not affect the comparison, the Panel conducts a side-by-side 
assessment of the Complainant’s mark IPQUALITYSCORE against the string “ipscore.”  WIPO Overview 
3.1, section 1.11.  The mark IPQUALITYSCORE is incorporated in the Disputed Domain Name in part:  the 
string “ipscore” reproduces the initial two-character abbreviation “IP” (denoting Internet Protocol) and the final 
five-character element “score,” omitting only the term “quality.”  The Panel finds that the dominant and 
recognisable features of the Complainant’s mark are clearly identifiable within the Disputed Domain Name.  
Where at least a dominant feature of the relevant mark is recognisable in the disputed domain name, that 
domain name will normally be considered confusingly similar to the mark.  WIPO Overview 3.1, section 1.7. 
 
The omission of the single element “quality” does not serve to avoid a finding of confusing similarity.  The 
term “quality” is a descriptive or laudatory qualifier within the compound mark IPQUALITYSCORE.  Its 
removal leaves a string — “ipscore” — that Internet users in the field of IP reputation and fraud prevention 
services may associate with or perceive as a shortened form of the Complainant’s mark.  The addition or 
omission of descriptive or generic terms that do not prevent recognition of the mark does not avoid confusing 
similarity.  WIPO Overview 3.1, section 1.8. 
 
It does not matter for the purposes of this element that the Disputed Domain Name was registered before the 
IPQUALITYSCORE registered trademark existed – the Panel agrees with the consensus approach as 
explained in WIPO Overview 3.1, section 1.1.3:  “Although the UDRP makes no specific reference to the 
date on which the holder of the trademark or service mark acquired its rights, such rights must be in 
existence at the time the complaint is filed. 
 
The fact that a domain name may have been registered before a complainant has acquired trademark rights 
does not by itself preclude a complainant’s standing to file a UDRP case, nor a panel’s finding of identity or 
confusing similarity under the first element. 
 
Where a domain name has been registered before a complainant has acquired trademark rights, only in 
exceptional cases would a complainant be able to prove a respondent’s bad faith.  See generally section 3.8 
below.” 
 
See further below as to bad faith issues. 
 
The Panel finds that the Complainant has shown rights in respect of the IPQUALITYSCORE trademark, and 
the Disputed Domain Name is confusingly similar to the mark for the purposes of the Policy. 

https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
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The Panel finds the first element of the Policy has been established. 
 
B. Rights or Legitimate Interests 
 
Paragraph 4(c) of the Policy provides a list of circumstances any of which is sufficient to demonstrate that a 
respondent has rights or legitimate interests in a domain name: 
  
(i) before any notice to the respondent of the dispute, use of, or demonstrable preparations to use, the 
domain name or a name corresponding to the domain name in connection with a bona fide offering of goods 
or services;  or 
 
(ii) the respondent has been commonly known by the domain name, even if the respondent has acquired 
no trade mark or service mark rights;  or 
  
(iii) the respondent is making a legitimate non-commercial or fair use of the domain name, without intent 
for commercial gain to misleadingly divert consumers or to tarnish the trademark or service mark at issue. 
 
Although the overall burden of proof in UDRP proceedings is on the complainant, panels have recognised 
that proving that a respondent lacks rights or legitimate interests in a domain name may result in the difficult 
task of “proving a negative,” requiring information that is often primarily within the knowledge or control of the 
respondent.  As such, where a complainant makes out a prima facie case that the respondent lacks rights or 
legitimate interests, the burden of production on this element shifts to the respondent to come forward with 
relevant evidence demonstrating rights or legitimate interests in the domain name (although the burden of 
proof always remains on the complainant).  If the respondent fails to come forward with such relevant 
evidence, the complainant is deemed to have satisfied the second element.  WIPO Overview 3.1, section 
2.1. 
 
The Complainant has not authorised, licensed, or otherwise permitted the Respondent to register or use the 
Disputed Domain Name, or to use the IPQUALITYSCORE mark.  The Complainant’s use of the term 
IPQUALITYSCORE substantially predates the registration of the Disputed Domain Name.  The Panel is 
satisfied that at the time the Disputed Domain Name was registered the Respondent – an apparent 
competitor – will have been aware of that use by the Complainant.  The Complainant has thereby 
established a prima facie case that the Respondent lacks rights or legitimate interests, and the burden of 
production shifts to the Respondent.   
 
In considering the three illustrative circumstances enumerated in paragraph 4(c) of the Policy, the Panel 
makes the following observations.  It is clear that paragraph 4(c)(iii) does not apply as the Respondent’s use 
of the Disputed Domain Name is plainly commercial in nature:  the website at the Disputed Domain Name 
offered subscription-based data services for financial gain.  There is accordingly no basis for a finding of 
legitimate noncommercial or fair use. 
 
As to paragraph 4(c)(i) and (ii) it seems to the Panel that the Respondent could conceivably have some sort 
of case under one or other (or both) of these sub- paragraphs.  However the Panel takes into account the 
following factors which appear to be established by the Complainant’s evidence:  (i) the Respondent’s 
website operated under the generic label “IP Score Checker” without identifying the operator;  (ii) it explicitly 
referenced the Complainant’s own trading name and acronym in its FAQ section;  (iii) the website also 
appears to have displayed data sourced from the Complainant’s proprietary API, offered to subscribers for 
payment.  It may be that there is some sort of explanation which would counter what the Complainant has 
said about these factors – but the Respondent has not come forward with any such explanation despite 
clearly being aware of this proceeding and having been provided ample opportunity to do so (see above).  In 
these circumstances the Panel concludes the Respondent has not rebutted the inference raised by the 
Complainant and the Panel finds the second element of the Policy has been established. 
  

https://www.wipo.int/amc/en/domains/search/overview3.1/
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C. Registered and Used in Bad Faith 
 
Under paragraph 4(b) of the Policy a non-exhaustive list of factors evidencing registration and use in bad 
faith comprises: 
 
(i) circumstances indicating that you have registered or you have acquired the domain name primarily for the 
purpose of selling, renting, or otherwise transferring the domain name registration to the complainant who is 
the owner of the trademark or service mark or to a competitor of that complainant, for valuable consideration 
in excess of your documented out-of-pocket costs directly related to the domain name;  or 
 
(ii) you have registered the domain name in order to prevent the owner of the trademark or service mark from 
reflecting the mark in a corresponding domain name, provided that you have engaged in a pattern of such 
conduct;  or 
 
(iii) you have registered the domain name primarily for the purpose of disrupting the business of a 
competitor;  or 
 
(iv) by using the domain name, you have intentionally attempted to attract, for commercial gain, Internet 
users to your web site or other on-line location, by creating a likelihood of confusion with the complainant’s 
mark as to the source, sponsorship, affiliation, or endorsement of your web site or location or of a product or 
service on your web site or location. 
 
The Complainant says that (iv) above applies and that the Respondent is using what is an abbreviation of its 
IPQUALITYSCORE trademark to attract customers to its website which offers competing services.  Does the 
evidence support this case?  The Panel notes that the term “IP” is a standard, widely used, abbreviation for 
“Internet Protocol” being the foundational set of rules (network layer) for routing and addressing packets of 
data, enabling them to travel across network boundaries to their destination.  It seems to the Panel that a 
domain name “ipscore” for use in a service which provides technical information about the safety or 
otherwise of requested IP addresses could conceivably have been independently derived.  But was that what 
happened?  The Panel has not found it straightforward to assess this and issued the Procedural Order to 
seek further evidence in order to improve its understanding.   
 
The Panel thinks the material provided by the Complainant in Response to the Procedural Order (see above) 
establishes (in the absence of any alternative explanation from the Respondent) that the Respondent will 
more likely than not have been aware of the Complainant’s business and website when he registered the 
Disputed Domain Name.   
 
The Complainant draws attention to several further factors which it says support its case that the Disputed 
Domain Name was registered and used in bad faith.  The first is that the Respondent’s website is 
anonymous.  It contains no “about us” section nor can any details be found anywhere as to the name and 
address of the individual or corporate body operating the website.  The Panel agrees that this is the case.  
The Panel considers that anonymity of this type provides circumstantial evidence that could in an appropriate 
case support a finding of bad faith where other indicia are present.  The Panel is however unsure that this 
fact alone is directly determinative absent such other indicia. 
 
The further factor the Complainant relies upon is an allegation that reads as follows: 
 
“The Respondent’s bad faith and complete lack of legitimate interest are conclusively demonstrated by its 
use of the Disputed Domain Name as a platform to resell and commercially exploit the Complainant’s 
proprietary data illegally.  As evidenced in the provided screenshot, the website at ipscore.me/tools/ip-check 
offers a service where, upon entering an IP address, it displays data fields sourced directly from the 
Complainant’s own <IPQUALITYSCORE> API, among others.  SEE EXHIBIT-11.  Access to this specific, 
trademarked data feed is gated behind a subscription paywall on the Respondent’s site. This conduct 
constitutes a clear breach of the Complainant’s Terms of Service for its licensed API, which strictly prohibit 
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the unauthorised resale or republication of its data.  By using a domain name confusingly similar to the 
Complainant’s trademark to facilitate and monetize this breach, the Respondent has registered and used the 
domain primarily for the purpose of disrupting the Complainant’s business (UDRP 4(b)(iii)) and for 
commercial gain by creating confusion (UDRP 4(b)(iv)), as it diverts potential API customers and 
misappropriates the Complainant’s core commercial asset, its data, for its own revenue”.  Complainant also 
relies upon references in the content of the Respondent’s website to the term IP QUALITY SCORE. 
 
The Panel also sought by the Procedural Order to better understand these allegations.  Having reviewed the 
Complainant’s Response to the Procedural Order the Panel concludes that the evidence appears to support 
the propositions that (i) the Respondent’s website explicitly referenced the Complainant’s own trading name 
and acronym in its FAQ section;  (iii) the website also appears to have displayed data sourced from the 
Complainant’s proprietary API, offered to subscribers for payment;  (iv) the website appears to use a data 
schema for its API which mimics the Complainant’s API data schema which is not likely to be a coincidence.  
The Panel says that the evidence “appears to support” these positions as it does not consider the evidence 
to be easy to understand nor is it conclusive.  In particular neither the Panel nor the Complainant have been 
able to make the relevant functionality work and accordingly the Panel has not actually seen in evidence 
material showing the Respondent making available data derived by use of the Complainant’s API.  
Nevertheless, the Panel is satisfied that absent any evidence and explanation from the Respondent the 
circumstantial evidence supports the Complainant’s case.  As mentioned above the Respondent is clearly 
aware of this proceeding and has been provided with ample opportunity to provide an alternative explanation 
(if there is one).  He has not done so and the Panel infers the Complainant’s case is correct.   
 
Taking all of the above into account and noting the lack of any explanation from the Respondent the Panel 
concludes that paragraph 4(b)(iv) applies.  It follows that the Complainant has established the third element 
of the Policy. 
 
 
7. Decision 
 
For the foregoing reasons, in accordance with paragraphs 4(i) of the Policy and 15 of the Rules, the Panel 
orders that the Disputed Domain Name <ipscore.me> be transferred to the Complainant. 
 
 
/Nick J. Gardner/ 
Nick J. Gardner 
Sole Panelist 
Date:  April 24, 2026 
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