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1. The Parties 

 

The Complainant is Connected Software Inc., United States of America (“United States”), represented by 

Dunlap, Bennett & Ludwig PLLC, United States. 

 

The Respondent is Nanci Nette, Name Management Group, United States. 

 

 

2. The Domain Name and Registrar 

 

The disputed domain name <emeraldchat.co> is registered with Dynadot Inc (the “Registrar”). 

 

 

3. Procedural History 

 

The Complaint was filed with the WIPO Arbitration and Mediation Center (the “Center”) on February 9, 

2026.  On February 10, 2026, the Center transmitted by email to the Registrar a request for registrar 

verification in connection with the disputed domain name.  On February 18, 2026, the Registrar transmitted 

by email to the Center its verification response disclosing registrant and contact information for the disputed 

domain name which differed from the named Respondent (“Super Privacy Service Ltd”) and contact 

information in the Complaint.  The Center sent an email communication to the Complainant on February 

18, 2026, providing the registrant and contact information disclosed by the Registrar, and inviting the 

Complainant to submit an amendment to the Complaint.  The Complainant filed an amended Complaint on 

February 18, 2026. 

 

The Center verified that the Complaint together with the amended Complaint satisfied the formal 

requirements of the Uniform Domain Name Dispute Resolution Policy (the “Policy” or “UDRP”), the Rules 

for Uniform Domain Name Dispute Resolution Policy (the “Rules”), and the WIPO Supplemental Rules for 

Uniform Domain Name Dispute Resolution Policy (the “Supplemental Rules”). 

 

In accordance with the Rules, paragraphs 2 and 4, the Center formally notified the Respondent of the 

Complaint, and the proceedings commenced on February 24, 2026.  In accordance with the Rules, 

paragraph 5, the due date for Response was March 16, 2026.  The Respondent did not submit any 

response.  Accordingly, the Center notified the Parties of the Respondent’s default on March 17, 2026. 
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The Center appointed Ingrīda Kariņa-Bērziņa as the sole panelist in this matter on March 24, 2026.  

The Panel finds that it was properly constituted.  The Panel has submitted the Statement of Acceptance 

and Declaration of Impartiality and Independence, as required by the Center to ensure compliance with the 

Rules, paragraph 7. 

 

On April 2, 2026, the Panel issued Administrative Panel Procedural Order No. 1, inviting the Complainant 

to submit evidence to support its assertion of unregistered trademark rights in EMERALD CHAT preceding 

the registration of the disputed domain name.  On April 7, 2026, the Complainant provided its reply.  

The Respondent had been invited to provide comments to the Complainant’s submission by April 10, 2026, 

but failed to do so. 

 

 

4. Factual Background 

 

The Complainant is a company established in Delaware, United States, offering online social networking 

services with an International user base.  It is the proprietor of United States Trademark Registration.  

No. 7685053 for EMERALD CHAT (word mark), registered on February 11, 2025, for services in Class 45, 

claiming a date of first use as of April 1, 2015.   

 

In support of its allegation of unregistered trademark rights, the Complainant has provided further 

explanation and evidence, including sworn statements, regarding its allegations of rights related to the 

Complainant’s domain name <emeraldchat.com> and related business activities prior to the disputed 

domain name registration.  

 

The Complainant operates its social networking platform at the domain name <emeraldchat.com>.   

 

The disputed domain name was registered on August 9, 2021.  At the time of the filing of the Complaint, 

the record indicates that disputed domain name resolved to various third-party websites which prompted 

users to click a captcha that appeared to distribute malware.   

 

 

5. Parties’ Contentions 

 

A. Complainant 

 

The Complainant contends that it has satisfied each of the elements required under the Policy for a transfer 

of the disputed domain name.   

 

Notably, the Complainant contends that its predecessor in right registered the <emeraldchat.com> domain 

name in 2015, and was operating under the EMERALD brand as early as November 2, 2016, and under 

the EMERALD CHAT brand as of 2019 and thereby established unregistered trademark rights dating to 

that time.  The disputed domain name is identical or confusingly similar to the Complainant’s distinctive 

mark, and is identical to the Complainant’s domain name, save for the Top-Level Domain.  The 

Respondent has never been known to use the EMERALD CHAT mark and has made no genuine effort to 

develop such a brand.  On information and belief, the Respondent is using the disputed domain name to 

distribute malware.  The disputed domain name redirects to different websites at different times of the day.  

Such websites prompted users to click what is disguised as a captcha but is actually a link to receive 

notifications from the website, which is a means to distribute malicious code or scam users via notifications.   

 

The Complainant requests transfer of the disputed domain name. 

 

B. Respondent 

 

The Respondent did not reply to the Complainant’s contentions. 
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6. Discussion and Findings 

 

Paragraph 4(a) of the UDRP requires the Complainant to make out all three of the following: 

 

(i) the disputed domain name is identical or confusingly similar to a trademark or service mark in which 

the Complainant has rights;   

 

(ii) the Respondent has no rights or legitimate interests in respect of the disputed domain name;  and 

 

(iii) the Respondent has registered and is using the disputed domain name in bad faith. 

 

Under paragraph 15(a) of the Rules, “[a] Panel shall decide a complaint on the basis of the statements and 

documents submitted and in accordance with the Policy, these Rules and any rules and principles of law 

that it deems applicable”. 

 

A. Identical or Confusingly Similar 

 

It is well accepted that the first element functions primarily as a standing requirement.  The standing 

(or threshold) test for confusing similarity involves a reasoned but relatively straightforward comparison 

between the Complainant’s trademark and the disputed domain name.  WIPO Overview of WIPO Panel 

Views on Select UDRP Questions (“WIPO Overview 3.1”), section 1.7. 

 

The Complainant has shown rights in respect of a trademark or service mark for the purposes of the Policy.  

WIPO Overview 3.1, section 1.2.1. 

 

The entirety of the mark is reproduced within the disputed domain name.  Accordingly, the disputed domain 

name is identical to the mark for the purposes of the Policy.  WIPO Overview 3.1, section 1.7. 

 

The Panel finds the first element of the Policy has been established. 

 

B. Rights or Legitimate Interests 

 

Paragraph 4(c) of the Policy provides a list of circumstances in which the Respondent may demonstrate 

rights or legitimate interests in a disputed domain name. 

 

Although the overall burden of proof in UDRP proceedings is on the complainant, panels have recognized 

that proving that a respondent lacks rights or legitimate interests in a domain name may result in the 

difficult task of “proving a negative”, requiring information that is often primarily within the knowledge or 

control of the respondent.  As such, where a complainant makes out a prima facie case that the respondent 

lacks rights or legitimate interests, the burden of production on this element shifts to the respondent to 

come forward with relevant evidence demonstrating rights or legitimate interests in the domain name 

(although the burden of proof always remains on the complainant).  If the respondent fails to come forward 

with such relevant evidence, the complainant is deemed to have satisfied the second element.  

WIPO Overview 3.1, section 2.1. 

 

Having reviewed the available record, the Panel finds the Complainant has established a prima facie case 

that the Respondent lacks rights or legitimate interests in the disputed domain name.  The Respondent has 

not rebutted the Complainant’s prima facie showing and has not come forward with any relevant evidence 

demonstrating rights or legitimate interests in the disputed domain name such as those enumerated in the 

Policy or otherwise. 

 

 

 

 

https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/overview3.1/
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The Panel notes the composition of the disputed domain name, which is identical to the Complainant’s 

EMERALD CHAT mark and its domain name, save for the Top-Level Domain.  The Panel finds that the 

nature of the disputed domain name therefore carries a high risk of implied affiliation to the Complainant as 

it effectively impersonates or suggests sponsorship or endorsement by the Complainant, which cannot 

constitute fair use.  WIPO Overview 3.1, section 2.5.1. 

 

The Respondent has not put forward any rights or legitimate interests.  Based on the available record, 

there is no evidence that the Respondent is commonly known by the disputed domain name, nor that there 

are any circumstances that would establish the Respondent’s rights therein.  Rather, the evidence indicates 

that the disputed domain name previously resolved to third-party websites, likely distributing malware.  

Such use cannot establish rights or legitimate interests under the circumstances of this case.   

 

The Panel finds the second element of the Policy has been established. 

 

C. Registered and Used in Bad Faith 

 

The Panel notes that, for the purposes of paragraph 4(a)(iii) of the Policy, paragraph 4(b) of the Policy 

establishes circumstances, in particular, but without limitation, that, if found by the Panel to be present, 

shall be evidence of the registration and use of a domain name in bad faith.   

 

In the present case, the Panel notes that the disputed domain name was registered several years after the 

Complainant’s predecessor in interest began using the EMERALD CHAT mark as supported by the 

evidence provided by the Complainant.  The composition of the disputed domain name, which reflects the 

Complainant’s mark in its entirety and is almost identical to the Complainant’s domain name, implies an 

affiliation with the Complainant or the Respondent’s intent to confuse Internet users.  The Complainant 

provides evidence that its mark has been continuously used in connection with a social media website  

under the EMERALD CHAT mark since 2019.  On this record, the Panel finds that the disputed domain 

name was registered in bad faith.   

 

The Complainant provides evidence that the disputed domain name previously resolved to third-party 

websites that invited the user to click on a verification link that apparently would enable the distribution of 

malware on the user’s computer.  In the absence of any response from the Respondent, the Panel finds 

that the use of the disputed domain name for possible distribution of malware constitutes bad faith.   

 

Further, pursuant to the Complainant’s reply to the Administrative Panel Procedural Order No. 1, the 

Respondent has repeatedly targeted the trademarks of many other trademark owners in bad faith, 

indicating a pattern of such conduct.  See Last Pass US LP v. Nanci Nette, Name Management Group, 

DCO2023-0070;  Slack Technologies, Inc. v. Nanci Nette, Name Management Group, WIPO Case No. 

DCO2020-0018;  and WIPO Overview 3.1, section 3.1.2.  Having reviewed the record, the Panel finds the 

Respondent’s registration and use of the disputed domain name constitutes bad faith under the Policy. 

 

The Panel finds that the Complainant has established the third element of the Policy. 

 

 

7. Decision 

 

For the foregoing reasons, in accordance with paragraphs 4(i) of the Policy and 15 of the Rules, the Panel 

orders that the disputed domain name <emeraldchat.co> be transferred to the Complainant. 

 

 

/Ingrīda Kariņa-Bērziņa/ 

Ingrīda Kariņa-Bērziņa 

Sole Panelist 

Date:  April 29, 2026 

https://www.wipo.int/amc/en/domains/search/overview3.1/
https://www.wipo.int/amc/en/domains/search/text.jsp?case=dco2023-0070
https://www.wipo.int/amc/en/domains/search/text.jsp?case=DCO2020-0018
https://www.wipo.int/amc/en/domains/search/overview3.1/

