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ARBITRATION WORLD
AND INTELLECTUAL PROPERTY
MEDIATION CENTER ORGANIZATION

ADMINISTRATIVE PANEL DECISION
Team EG, Inc. d/b/a Evil Geniuses v. Fuat Askerov
Case No. DCC2026-0014

1. The Parties

The Complainant is Team EG, Inc. d/b/a Evil Geniuses, United States of America (“United States”),
represented by PEAK6 Group LLC, United States.

The Respondent is Fuat Askerov, Russian Federation.

2. The Domain Name and Registrar

The disputed domain name <evilgeniuses.cc> is registered with NameCheap, Inc. (the “Registrar”).

3. Procedural History

The Complaint was filed with the WIPO Arbitration and Mediation Center (the “Center”) on May 12, 2026.
On May 13, 2026, the Center transmitted by email to the Registrar a request for registrar verification in
connection with the disputed domain name. On May 14, 2026, the Registrar transmitted by email to the
Center its verification response disclosing registrant and contact information for the disputed domain
name which differed from the named Respondent (Withheld for Privacy ehf) and contact information in
the Complaint. The Center sent an email communication to the Complainant on May 15, 2026, providing
the registrant and contact information disclosed by the Registrar, and inviting the Complainant to submit
an amendment to the Complaint. The Complainant filed an amended Complaint on May 21, 2026.

The Center verified that the Complaint together with the amended Complaint satisfied the formal
requirements of the Uniform Domain Name Dispute Resolution Policy (the “Policy” or “UDRP”), the Rules
for Uniform Domain Name Dispute Resolution Policy (the “Rules”), and the WIPO Supplemental Rules for
Uniform Domain Name Dispute Resolution Policy (the “Supplemental Rules”).

In accordance with the Rules, paragraphs 2 and 4, the Center formally notified the Respondent of the
Complaint, and the proceedings commenced on May 26, 2026. In accordance with the Rules, paragraph
5, the due date for Response was June 15, 2026. The Respondent did not submit any response.
Accordingly, the Center notified the Respondent’s default on June 16, 2026.



page 2

The Center appointed Alistair Payne as the sole panelist in this matter on June 23, 2026. The Panel finds
that it was properly constituted. The Panel has submitted the Statement of Acceptance and Declaration
of Impartiality and Independence, as required by the Center to ensure compliance with the Rules,
paragraph 7.

4. Factual Background

The Complainant is a prominent professional esports organization. It has competed under the EVIL
GENIUSES name since 1999 and has won the International 2015 Dota 2 World Championship (USD
6,616,014, the largest prize in esports history at that time), the 2023 Valorant Champions (first North
American team to win the event), and the 2022 LCS Spring Split Championship. It operates a website at
<evilgeniuses.gg> and maintains the @EvilGeniuses social media handle. The Complainant owns United
States trade mark registration number 4,568,877 for the mark EVIL GENIUSES, registered on July 15,
2014

The disputed domain name was registered on May 3, 2026 by the purportedly Russian Federation based
Respondent. The disputed domain name does not at the date of this decision resolve to a website on a
PC or mobile device. Formerly it resolved on a mobile device to a login screen without any other
information.

5. Parties’ Contentions
A. Complainant

The Complainant contends that it has satisfied each of the elements required under the Policy for a
transfer of the disputed domain name.

Notably, the Complainant contends that the disputed domain name wholly incorporates the disputed
domain name and is therefore identical to it.

The Complainant submits that it has not licensed, authorised, or otherwise permitted the Respondent to
use the EVIL GENIUSES mark or to register any domain name incorporating it. It says that no
relationship of any kind exists between the Complainant and the Respondent, that the Respondent is not
commonly known by the disputed domain name and that the registrant’s identity was fully masked at the
date of filing by the Withheld for Privacy ehf privacy proxy. It says further that no entity other than the
Complainant is known as “Evil Geniuses” in any lawful commercial capacity and that the Respondent is
not making a bona fide offering of goods or services. The Complainant notes that the disputed domain
resolves to an active credential-harvesting login page at which it presents a fraudulent “Sign in” form
designed to steal account credentials from the Complainant’s fans and customers. In addition, the
Complainant submits the use of a domain name for phishing is inconsistent with bona fide use or any
claim of legitimate noncommercial or fair use.

As far as registration and use in bad faith are concerned, it says that the disputed domain name was
registered long after its registration of the EVIL GENIUSES trade mark and that considering the
Complainant’s fame in the global esports community, actual knowledge of its mark on the part of anyone
targeting its brand for phishing is the only reasonable inference.

The Complainant says that the disputed domain name resolved to a live credential-harvesting login page
prior to the date of filing. It notes in a similar case the panel’s finding in OLX, Inc. v. J D Mason Singh,
WIPO Case No. D2014-1037 that “There is no better evidence of bad faith than a case like this where a
fraudulent phishing scheme is set up with the help of a domain name that contains the trademark of a
company the customers of which are being misled and deceived into believing they are dealing with the
owner of the trademark”.
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It further asserts that there are five active Namecheap email forwarding Mail Exchange (“MX”) records
and a matching Sender Policy Framework record which enable unconstrained spoofing of the
Complainant’s personnel and that active email infrastructure is probative of an intent to “phish”. In this
regard it notes that the Respondent’s Russian address together with the Russian based hosting
infrastructure provider is consistent with this being a Russian originated phishing operation targeting the
Complainant’s United States based customers. Finally, it notes that the disputed domain name returns a
blank page to desktop browsers and security scanners while returning the credentials harvesting page to
mobile browsers, which it says suggests that this is a deliberate attempt to evade Google safe browsing
and in addition used a privacy service to conceal its identity. The Complainant suggests that there is no
plausible or legitimate explanation for this conduct and therefore that registration and use were in bad
faith.

B. Respondent

The Respondent did not reply to the Complainant’s contentions.

6. Discussion and Findings
A. Identical or Confusingly Similar

It is well accepted that the first element functions primarily as a standing requirement. The standing (or
threshold) test for confusing similarity involves a reasoned but relatively straightforward comparison
between the Complainant’s trade mark and the disputed domain name. WIPO Overview of WIPO Panel
Views on Select UDRP Questions (“WIPO Overview 3.1”), section 1.7.

The Complainant has shown rights in respect of a trade mark or service mark for the purposes of the
Policy. WIPO Overview 3.1, section 1.2.1.

The entirety of the mark is reproduced within the disputed domain name. Accordingly, the disputed
domain name is identical to the mark for the purposes of the Policy. WIPO Overview 3.1, section 1.7.

The Panel finds the first element of the Policy has been established.
B. Rights or Legitimate Interests

Paragraph 4(c) of the Policy provides a list of circumstances in which the Respondent may demonstrate
rights or legitimate interests in a disputed domain name.

Although the overall burden of proof in UDRP proceedings is on the complainant, panels have recognized
that proving that a respondent lacks rights or legitimate interests in a domain name may result in the
difficult task of “proving a negative”, requiring information that is often primarily within the knowledge or
control of the respondent. As such, where a complainant makes out a prima facie case that the
respondent lacks rights or legitimate interests, the burden of production on this element shifts to the
respondent to come forward with relevant evidence demonstrating rights or legitimate interests in the
domain name (although the burden of proof always remains on the complainant). If the respondent fails
to come forward with such relevant evidence, the complainant is deemed to have satisfied the second
element. WIPO Overview 3.1, section 2.1.

The Complainant has submitted that it has not licensed, authorised, or otherwise permitted the
Respondent to use the EVIL GENIUSES mark, or to register any domain name incorporating it. It has
confirmed that no relationship of any kind exists between the Complainant and the Respondent, that the
Respondent is not commonly known by the disputed domain name and that the registrant’s identity was
fully masked at the date of filing by the Withheld for Privacy ehf privacy proxy. It has further asserted,
that no entity other than the Complainant is known as “Evil Geniuses” in any lawful commercial capacity


https://www.wipo.int/amc/en/domains/search/overview3.1/
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and that the Respondent is not making a bona fide offering of goods or services. The Complainant has

also noted that, prior to the date of filing, the disputed domain resolves to an active credential-harvesting
login page at which it presents a fraudulent “Sign in” form designed to steal account credentials from the
Complainant’s fans and customers. In addition, the Complainant has submitted that the use of a domain
name for phishing is inconsistent with bona fide use or any claim of legitimate noncommercial or fair use.

Having reviewed the available record, the Panel finds the Complainant has established a prima facie case
that the Respondent lacks rights or legitimate interests in the disputed domain name. The Respondent
has not rebutted the Complainant’s prima facie showing and has not come forward with any relevant
evidence demonstrating rights or legitimate interests in the disputed domain name such as those
enumerated in the Policy or otherwise.

Panels have held that the use of a domain name for illegitimate activity here, claimed phishing as further
discussed under Part C below, can never confer rights or legitimate interests on a respondent.
WIPO Overview 3.1, section 2.13.1.

The Panel finds the second element of the Policy has been established.
C. Registered and Used in Bad Faith

The Panel notes that, for the purposes of paragraph 4(a)(iii) of the Policy, paragraph 4(b) of the Policy
establishes circumstances, in particular, but without limitation, that, if found by the Panel to be present,
shall be evidence of the registration and use of a domain name in bad faith.

In the present case, the Panel notes that the Respondent registered the disputed domain name in May
2026, many years after the Complainant’s registration of its EVIL GENIUSES trade mark. The
Complainant’s mark and business appears to be very well established to enjoy a high degree of renown,
at least in the gaming world. In the absence of any explanation to the contrary and also considering the
likelihood that the website at the disputed domain name was set up for phishing purposes, it appears to
the Panel to be more than likely that the Respondent was aware of the Complainant’s mark and business
when he registered the disputed domain name.

Paragraph 4(b) of the Policy sets out a list of non-exhaustive circumstances that may indicate that a
domain name was registered and used in bad faith, but other circumstances may be relevant in assessing
whether a respondent’s registration and use of a domain name is in bad faith. WIPO Overview 3.1,
section 3.2.1.

It appears that the disputed domain name now does not resolve to a website whether on a desktop or
mobile browser. The Complainant, however noted that it did resolve to a plain customer log in screen on
a mobile browser prior to the Complaint filing date.

Panels have found that the non-use of a domain name would not by itself prevent a finding of bad faith
under the doctrine of passive holding. To the contrary, in looking at the totality of circumstances in each
case, panels have found that the registration and non-use of a domain name can still constitute bad faith
for purposes of the Policy. WIPO Overview 3.1, section 3.3. Having reviewed the available record, the
Panel notes the distinctiveness or reputation of the Complainant’s trade mark, and the identicality of the
disputed domain name, and the previous use and finds that in the circumstances of this case the current
passive holding of the disputed domain name at the date of this decision does not prevent a finding of
bad faith under the Policy.

Panels have held that the use of a domain name for illegitimate activity, here claimed to be phishing,
constitutes bad faith. WIPO Overview 3.1, section 3.4. Having reviewed the record, the Panel finds that
that the evidence of the plain log in screen to which the disputed domain name resolved on mobile
browsers at the time of filing this Complaint, together with the evidence of the implementation of MX
records, together with the fact that the Respondent failed to explain this activity and used a privacy
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service to mask its identity, all suggests in the circumstances that the disputed domain name was most
likely intended to be used for phishing or for illegitimate purposes. In these circumstances the Panel finds
that the Respondent’s registration and use of the disputed domain name constitutes bad faith under the
Policy.

The Panel finds that the Complainant has established the third element of the Policy.

7. Decision

For the foregoing reasons, in accordance with paragraphs 4(i) of the Policy and 15 of the Rules, the
Panel orders that the disputed domain name <evilgeniuses.cc> be transferred to the Complainant.

/Alistair Payne/
Alistair Payne
Sole Panelist
Date: July 7, 2026



