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ARBITRATION WORLD
AND INTELLECTUAL PROPERTY
MEDIATION CENTER ORGANIZATION

ADMINISTRATIVE PANEL DECISION

Empower Annuity Insurance Company of America v. Tina Wing,
Name Redacted

Case No. D2026-0344

1. The Parties

The Complainant is Empower Annuity Insurance Company of America, United States of America
(the “United States”), represented by Polsinelli PC, United States.

The Respondents are Tina Wing, United States, and Name Redacted,! United States.

2. The Domain Names and Registrar

The disputed domain names <cleempOwer.shop>, <cyoempOwer.qpon>, <eampOwerr.shop>,
<eanpOwer.shop>, <e-apower.cyou>, <e-apower.qpon>, <ebnpOwer.shop>, <ecnpOwer.shop>,
<ednpOwer.shop>, <eempOwerr.shop>, <eenpOwer.shop>, <efnpOwer.shop>, <egmpOwerr.shop>,
<egnpOwer.shop>, <ehmpOwerr.shop>, <ehnpOwer.shop>, <eimpOwerr.shop>, <einpOwer.shop>,
<ejnpOwer.shop>, <eknpOwer.shop>, <elnpOwer.shop>, <emcpOwerr.shop>, <emdpOwerr.shop>,
<emfpOwerr.shop>, <emgpOwerr.shop>, <emgOwer.shop>, <emipOwerr.shop>, <emjpOwerr.shop>,
<emkpOwerr.shop>, <emnpOwerr.shop>, <emopOwerr.shop>, <empawere.qpon>, <empaOwerr.shop>,
<empbvvwo-wer.shop>, <em-pbytyower.qpon>, <empbOwerr.shop>, <empcOwerr.shop>,
<empdOwerr.shop>, <empeOwerr.shop>, <empfOwerr.shop>, <empgOwerr.shop>, <emphOwerr.shop>,
<empiOwerr.shop>, <empjOwerr.shop>, <em-pksujower.shop>, <empkOwerr.shop>, <emplOwerr.shop>,
<emplOwer.shop>, <empmdjesower.shop>, <empmeuusower.shop>, <empmOwerr.shop>,
<empncueeower.shop>, <empnnsheower.shop>, <empnyeho-wer.qpon>, <em-pnyyoower.shop>,
<empnOwerr.shop>, <empobcyew-er.qpon>, <emp-obyyrswer.shop>, <empo-eer.cyou>, <empo-eer.qpon>,
<emp-oerxudwer.gpon>, <empoewso-wer.shop>, <empo-fer.cyou>, <empo-fer.qpon>, <empo-ger.cyou>,
<empo-ger.qpon>, <emp-olooewwer.shop>, <emp-olpgswer.qpon>, <e-mpomujswer.qpon>,
<emponsyew.er.qpon>, <e-mpooiejhwer.qpon>, <e-mpoolsjwer.shop>, <empopxyew-er.shop>,
<empogsjewer.shop>, <e-mpothhewer.shop>, <e-mpoushewer.shop>, <empovbyeswer.shop>,
<emp-ovyyswer.qpon>,

' The Respondent appears to have used the name of a third party when registering the disputed domain names. In light of the potential
identity theft, the Panel has redacted the Respondent’s name from this decision. However, the Panel has attached as Annex 1 to this
decision an instruction to the Registrar regarding transfer of the disputed domain names, which includes the name of the Respondent.
The Panel has authorized the Center to transmit Annex 1 to the Registrar as part of the order in this proceeding, and has indicated
Annex 1 to this decision shall not be published due to the exceptional circumstances of this case. See Banco Bradesco S.A. v.
FAST-12785241 Attn. Bradescourgente.net / Name Redacted, WIPO Case No. D2009-1788.


https://www.wipo.int/amc/en/domains/search/text.jsp?case=D2009-1788
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<empo-waer.cyou>, <emp-owaer.gqpon=>, <empo-waer.gpon=>, <emp-owber.cyou>, <emp-owber.gpon>,
<emp-owcer.cyou>, <emp-owcer.gqpon=>, <empowe-d.cyou>, <empowe-d.gpon>, <empowe-e.Cyou>,
<empowe-e.gpon>, <empowe-f.cyou>, <empowe-f.qpon>, <empowe-g.cyou>, <empowe-g.qpon>,
<e.mpowera.click>, <e-mpowerad.click>, <e-mpowerae.click>, <e-mpoweraf.click>, <e-mpowerag.click>,
<e-mpowerah.click>, <e-mpowerai.click>, <e-mpoweraj.click>, <e-mpowerak.click>, <e-mpoweral.click>,
<e-mpowerb.click>, <e-mpowerd.click>, <empoweres.gpon>, <empowersuejs.shop>, <e-mpowert.click>,
<empowerworkplacea.click>, <empowerworkplacea.cyou>, <empowerworkplacea.help>,
<empowerworkplacea.icu>, <empowerworkplaceal.click>, <empowerworkplaceam.click>,
<empowerworkplacean.click>, <empowerworkplaceao.click>, <empowerworkplaceap.click>,
<empowerworkplaceaq.click>, <empowerworkplacea.qpon>, <empowerworkplacear.click>,
<empowerworkplaceas.click>, <empowerworkplacea.shop>, <empowerworkplaceat.click>,
<empowerworkplaceau.click>, <empowerworkplaceb.click>, <empowerworkplaceb.cyou>,
<empowerworkplaceb.help>, <empowerworkplaceb.icu>, <empowerworkplaceb.qpon>,
<empowerworkplaceb.shop>, <empowerworkplacec.click>, <empowerworkplacec.cyou>,
<empowerworkplacec.help>, <empowerworkplacec.icu>, <empowerworkplace.click>,
<empowerworkplacec.qpon>, <empowerworkplacec.shop>, <empowerworkplace.cyou>,
<empowerworkplaced.click>, <empowerworkplaced.cyou>, <empowerworkplaced.help>,
<empowerworkplaced.icu>, <empowerworkplaced.gpon>, <empowerworkplaced.shop>,
<empowerworkplacee.bond>, <empowerworkplacee.click>, <empowerworkplacee.cyou>,
<empowerworkplacee.help>, <empowerworkplacee.icu>, <empowerworkplacee.qpon>,
<empowerworkplacee.sbs>, <empowerworkplacee.shop>, <empowerworkplacef.bond>,
<empowerworkplacef.click>, <empowerworkplacef.cyou>, <empowerworkplacef.help>,
<empowerworkplacef.icu>, <empowerworkplacef.sbs>, <empowerworkplacef.shop>,
<empowerworkplacef.top>, <empowerworkplaceg.bond>, <empowerworkplaceg.click>,
<empowerworkplaceg.cyou>, <empowerworkplaceg.help>, <empowerworkplaceg.icu>,
<empowerworkplaceg.qpon>, <empowerworkplaceg.shop>, <empowerworkplaceg.top>,
<empowerworkplaceh.bond>, <empowerworkplaceh.click>, <empowerworkplaceh.cyou>,
<empowerworkplace.help>, <empowerworkplaceh.help>, <empowerworkplaceh.icu>,
<empowerworkplaceh.gpon>, <empowerworkplaceh.sbs>, <empowerworkplaceh.shop>,
<empowerworkplaceh.top>, <empowerworkplace.icu>, <empowerworkplacei.cyou>,
<empowerworkplacei.help>, <empowerworkplacei.shop>, <empowerworkplacej.bond>,
<empowerworkplacej.cyou>, <empowerworkplacej.gpon>, <empowerworkplacej.sbs>,
<empowerworkplacej.shop>, <empowerworkplacej.top>, <empowerworkplacek.click>,
<empowerworkplacek.gpon>, <empowerworkplacek.sbs>, <empowerworkplacek.shop>,
<empowerworkplacel.bond>, <empowerworkplacel.click>, <empowerworkplacel.cv>,
<empowerworkplacel.cyou>, <empowerworkplacel.sbs>, <empowerworkplacel.shop>,
<empowerworkplacel.top>, <empowerworkplace.qpon>, <empowerworkplace.shop>,
<empowerworkplacev.click>, <empowerworkplacew.click>, <empowerworkplacex.click>,
<empowerworkplacez.click>, <emp-ozesjhwer.qpon>, <empoOwerr.shop>, <em-ppkkeower.qpon>,
<emppOwerr.shop>, <empqOwerr.shop>, <emprOwerr.shop>, <empsOwerr.shop>, <empsOwer.shop>,
<emptOwerr.shop>, <emptOwer.shop>, <empuOwerr.shop>, <empveuywuower.gpon>, <empvOwerr.shop>,
<empwOwerr.shop>, <empx0Owerr.shop>, <empyOwerr.shop>, <empzOwerr.shop>, <empOae.shop>,
<empOar.shop>, <empObe.shop>, <empObr.shop>, <empOcr.shop>, <empOdr.shop>, <empOdwerr.shop>,
<empOer.shop>, <empOewer.shop>, <empOfr.shop>, <empOkr.shop>, <empOkwer.shop>, <empOlr.shop>,
<empOmr.shop>, <empOnr.shop>, <empOor.shop>, <empOowerr.shop>, <empOowiuber.qpon>,
<empQowluser.gpon>, <empOowmeyr.shop>, <empOowrerse.gpon>, <empOpr.shop>, <empOqr.shop>,
<empOqwerr.shop>, <empOrr.shop>, <empOsr.shop>, <empO-tnxuawer.cyou>, <emp0Otr.shop>,
<empOtwerr.shop>, <empOur.shop>, <empOvr.shop>, <empOvwerr.shop>, <empOwaerr.shop>,
<empOwa.shop>, <empOwayrrb.com>, <empOwayrrs.com>, <empOwb.shop>, <empOwcerr.shop>,
<empOwc.shop>, <empOwd.shop>, <empOwea.shop>, <empOwebrr.shop>, <empOwecrr.shop>,
<empOwedrr.cyou>, <empOwedrr.shop>, <empOwejrr.shop>, <empOwemrr.shop>, <empOwe.qpon>,
<empOwerhgn.cyou>, <empOwerjhs.com>, <empOwerkts.shop>, <empOwerlus.cyou>,
<empOwermwn.cyou>, <empOwernjg.gpon>, <empOwerodd.shop>, <empOwerpke.cyou>,
<empOwerrmz.qpon>, <empOwer.shop>, <empOwertlo.shop>, <empOwerude.shop>, <empOweur.shop>,
<empOwferr.shop>, <empOwf.shop>, <empOwgerr.shop>, <empOwg.shop>, <empOwier.shop>,
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<empOwi.shop>, <empOwj.shop>, <empOwkerr.shop>, <empOwk.shop>, <empOwl.shop>,
<empOwmerr.shop>, <empOwmjhser.com>, <empOwmjyer.com>, <empOwm.shop>, <empOwnerr.shop>,
<empOwn.shop>, <empOwoerr.shop>, <empOwo.shop>, <empOwperr.shop>, <empOwp.shop>,
<empOwgqerr.shop>, <empOwq.shop>, <empOwrerr.shop>, <empOwr.shop>, <empOwsaar.com>,
<empOwserr.shop>, <empOws.shop>, <empOwterr.shop>, <empOwt.shop>, <empOwuerr.shop>,
<empOwuir.com>, <empOwu.shop>, <empOwverr.shop>, <empOwv.shop>, <empOww.shop>,
<empOwxerr.shop>, <empOwx.shop>, <empOwyerr.shop>, <empOwy.shop>, <empOwzerr.shop>,
<empOwz.shop>, <empOxr.shop>, <empOxwerr.shop>, <empOyr.shop>, <empOywerr.shop>,
<empOywer.shop>, <emp0zr.shop>, <empOzwerr.shop>, <emgoweer.com>, <emgower.com>,
<emqgpOwerr.shop>, <emrpOwerr.shop>, <emspOwerr.shop>, <emsOwer.shop>, <emtpOwerr.shop>,
<emupOwerr.shop>, <emvpOwerr.shop>, <emvOwer.shop>, <emxpOwerr.shop>, <emypOwerr.shop>,
<emzpOwerr.shop>, <enapOwer.shop>, <enbpOwer.shop>, <encpOwer.shop>, <endpOwer.shop>,
<enepOwer.shop>, <enfpOwer.shop>, <engpOwer.shop>, <enhpOwer.shop>, <enipOwer.shop>,
<enjpOwer.shop>, <enkpOwer.shop>, <enlpOwer.shop>, <enmpOwerr.shop>, <enmpOwer.shop>,
<ennpOwer.shop>, <enopOwer.shop>, <enpaOwer.shop>, <enpbOwer.shop>, <enpcOwer.shop>,
<enpdOwer.shop>, <enpeOwer.shop>, <enpfOwer.shop>, <enpgOwer.shop>, <enphOwer.shop>,
<enpiOwer.shop>, <enpjOwer.shop>, <enpkOwer.shop>, <enplOwer.shop>, <enpmOwer.shop>,
<enpnOwer.shop>, <enpoOwer.shop>, <enppOwer.shop>, <enpgOwer.shop>, <enprOwer.shop>,
<enpsOwer.shop>, <enptOwer.shop>, <enpuOwer.shop>, <enpvOwer.shop>, <enpwOwer.shop>,
<enpxOwer.shop>, <enpyOwer.shop>, <enpzOwer.shop>, <enpOawer.shop>, <enpObwer.shop>,
<enpOcwer.shop>, <enpOdwer.shop>, <enpOewer.shop>, <enpOfwer.shop>, <enpOgwer.shop>,
<enpOhwer.shop>, <enpOiwer.shop>, <enpOjwer.shop>, <enpOkwer.shop>, <enpOlwer.shop>,
<enpOmwer.shop>, <enpOnwer.shop>, <enpOower.shop>, <enpOpwer.shop>, <enpOqwer.shop>,
<enpOrwer.shop>, <enpOswer.shop>, <enpOtwer.shop>, <enpOuwer.shop>, <enpOvwer.shop>,
<enpOwaer.shop>, <enpOwber.shop>, <enpOwcer.shop>, <enpOwder.shop>, <enpOwear.shop>,
<enpOwebr.shop>, <enpOwecr.shop>, <enpOwedr.shop>, <enpOweer.shop>, <enpOwefr.shop>,
<enpOwegr.shop>, <enpOwehr.shop>, <enpOweir.shop>, <enpOwejr.shop>, <enpOwekr.shop>,
<enpOwelr.shop>, <enpOwemr.shop>, <enpOwenr.shop>, <enpOweor.shop>, <enpOwepr.shop>,
<enpOweqr.shop>, <enpOwera.shop>, <enpOwerb.shop>, <enpOwerc.shop>, <enpOwerd.shop>,
<enpOwere.shop>, <enpOwerf.shop>, <enpOwerg.shop>, <enpOwerh.shop>, <enpOweri.shop>,
<enpOwerj.shop>, <enpOwerk.shop>, <enpOwerl.shop>, <enpOwerm.shop>, <enpOwern.shop>,
<enpOwero.shop>, <enpOwerp.shop>, <enpOwerqg.shop>, <enpOwerr.shop>, <enpOwers.shop>,
<enpOwert.shop>, <enpOweru.shop>, <enpOwerv.shop>, <enpOwerw.shop>, <enpOwerx.shop>,
<enpOwery.shop>, <enpOwerz.shop>, <enpOwesr.shop>, <enpOwetr.shop>, <enpOweur.shop>,
<enpOwevr.shop>, <enpOwewr.shop>, <enpOwexr.shop>, <enpOweyr.shop>, <enpOwezr.shop>,
<enpOwfer.shop>, <enpOwger.shop>, <enpOwher.shop>, <enpOwier.shop>, <enpOwjer.shop>,
<enpOwker.shop>, <enpOwler.shop>, <enpOwmer.shop>, <enpOwner.shop>, <enpOwoer.shop>,
<enpOwper.shop>, <enpOwqer.shop>, <enpOwrer.shop>, <enpOwser.shop>, <enpOwter.shop>,
<enpOwuer.shop>, <enpOwver.shop>, <enpOwwer.shop>, <enpOwxer.shop>, <enpOwyer.shop>,
<enpOwzer.shop>, <enpOxwer.shop>, <enpOywer.shop>, <enpOzwer.shop>, <engpOwer.shop>,
<enrpOwer.shop>, <enspOwer.shop>, <entpOwer.shop>, <enupOwer.shop>, <envpOwer.shop>,
<enxpOwer.shop>, <enypOwer.shop>, <enzpOwer.shop>, <eompOwerr.shop>, <eonpOwer.shop>,
<epmpOwerr.shop>, <epnpOwer.shop>, <egmpOwerr.shop>, <eqnpOwer.shop>, <ermpOwerr.shop>,
<ernpOwer.shop>, <esmpOwerr.shop>, <esnpOwer.shop>, <etmpOwerr.shop>, <etnpOwer.shop>,
<eumpOwerr.shop>, <eunpOwer.shop>, <evmpOwerr.shop>, <evnpOwer.shop>, <ewmpOwerr.shop>,
<ewnpOwer.shop>, <exmpOwerr.shop>, <exnpOwer.shop>, <eympOwerr.shop>, <eynpOwer.shop>,
<ezmpOwerr.shop>, <eznpOwer.shop>, <hsdempOwer.shop>, <jgoempOwer.cyou>, <kbdempOwer.qpon>,
<klwempOwer.gpon>, <IxuempOwer.shop>, <ohgempOwer.qpon>, <p-ewer.cyou>, <p-ewer.qpon>,
<p-fwer.cyou>, <p-fwer.qpon>, <p-gwer.cyou>, <p-gwer.qpon>, <p-hwer.cyou>, <p-hwer.qpon>,
<po-der.cyou>, <rlsempOwer.shop>, and <sqwempOwer.cyou> are registered with Gname.com Pte. Ltd.
(the “Registrar”).
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3. Procedural History

The Complaint was filed with the WIPO Arbitration and Mediation Center (the “Center”) on January 27, 2026.
On January 29, 2026, the Center transmitted by email to the Registrar a request for registrar verification in
connection with the disputed domain names. On January 30, 2026, the Registrar transmitted by email to the
Center its verification response disclosing registrant and contact information for the disputed domain names
which differed from the named Respondent (Redacted for Privacy) and contact information in the Complaint.

The Center sent an email communications to the Complainant on February 4, 2026, with the registrant and
contact information of nominally multiple underlying registrants revealed by the Registrar, requesting the
Complainant to either file separate complaint(s) for the disputed domain names associated with different
underlying registrants or alternatively, demonstrate that the underlying registrants are in fact the same entity
and/or that all domain names are under common control. The Complainant filed an amended Complaint on
February 9, 2026, adding two more disputed domain names it had discovered that appeared to fit the same
pattern as the others included in the original Complaint.

On February 10, 2026, the Center transmitted by email to the Registrar a request for registrar verification in
connection with the additional disputed domain names. On February 11, 2026, the Registrar transmitted by
email to the Center its verification response confirming that the additional disputed domain names are
registered by the Respondents.

The Center verified that the Complaint together with the amended Complaint satisfied the formal
requirements of the Uniform Domain Name Dispute Resolution Policy (the “Policy” or “UDRP”), the Rules for
Uniform Domain Name Dispute Resolution Policy (the “Rules”), and the WIPO Supplemental Rules for
Uniform Domain Name Dispute Resolution Policy (the “Supplemental Rules”).

In accordance with the Rules, paragraphs 2 and 4, the Center formally notified the Respondent of the
Complaint, and the proceedings commenced on February 17, 2026. In accordance with the Rules,
paragraph 5, the due date for Response was March 9, 2026. A third party sent an email communication to
the Center on March 1, 2026 claiming that the Respondent registered some disputed domain names using
its name without authorization. However, the Respondents did not file any formal Response. Accordingly,
the Center notified the commencement of panel appointment process on March 10, 2026

The Center appointed W. Scott Blackmer as the sole panelist in this matter on March 17, 2026. The Panel
finds that it was properly constituted. The Panel has submitted the Statement of Acceptance and Declaration
of Impartiality and Independence, as required by the Center to ensure compliance with the Rules,

paragraph 7.

4. Factual Background

The Complainant is a financial services company organized as a corporation under the laws of the State of
Colorado, United States and headquartered in Greenwood Village, Colorado, United States. The
Complainant is in the business of providing financial and insurance services in the United States, including
record-keeping, investment management, retirement plan administration, and related digital financial
platforms. These include the Complainant’s website at “www.empower.com” and linked social media
accounts; another domain name, <empower-retirement.com>, redirects to the Complainant’s website.



page 5

The Complainant reports that it has been providing financial and retirement services under the EMPOWER
brand since 2014 and now has over USD 1.2 trillion in assets under administration for over 70,000
organizations, as well as working with third-party advisors, administrators, and consultants. According to the
Complainant’s website and media sources cited in Wikipedia, the Complainant was the second largest
retirement plan provider in the United States as of December 2024.2

The Complainant holds trademark registrations for a number of EMPOWER-formative marks. These include
the composite EMPOWER mark displayed on its website and social media accounts, United States
Trademark Registration Number 5407837, registered on February 20, 2018, in international classes 35 and
36. This mark prominently features the word “EMPOWER?” in capital letters under three wavy red lines.

The 537 disputed domain names in this proceeding were all registered with the same Registrar on just a few
of the same days in 2025: September 3, 4, 5, 19, 22, 28, and 30; October 23; November 13, 14, 22, and
24; and December 17 and 20. 457 of the disputed domain names were registered in the name of the
Respondent Tina Wing, listing no organization and giving a postal address in the State of Michigan, United
States and an AOL contact email address with what appears to be a different individual's name. There has
been no reply to communications from the Complainant or the Center using any of the provided contact
details for the Respondent Tina Wing. The other 80 disputed domain names were registered in the name of
an individual with a postal address in the State of North Carolina, United States. As recounted in Footnote 1,
above, this individual’'s name has been redacted from the published Decision, as there is reason to believe
that this individual is the victim of identity theft, and the individual has denied any interest in the disputed
domain names.

The Complaint explains how the disputed domain names have been used as links in SMS and other text
messages and emails sent to consumers that purport to originate from the Complainant, typically warning the
consumer that “Empower Security” detected “multiple attempts to log into your account” and urging the
recipient to click on a link to “block it” “if this was not you”. This is reportedly part of a sophisticated phishing
scam:

“Respondent tricked Complainant’s customers into visiting websites at the Disputed Domain Names.

The Disputed Domain Names operated in a multiple redirect manner, bouncing users through intermediary
proxies that are believed to be used as part of the scheme to phish or defraud, before resolving to
Complainant’s well-known empower.com website, without Complainant’s authorization or approval.
Complainant’s customers may then enter authentication credentials into Complainant’s website, believing
their connection to be secure and legitimate. However, through the use of reverse proxy services,
Respondent engages in an attack known as session-hijacking, which permits Respondent to access
Complainant’s customers’ accounts.”

The disputed domain names are numerous, and no doubt many of them would fail to mislead an attentive
Internet user viewing a computer screen, but particularly on the small screen of a mobile device a user may
overlook typos or believe that these are “URL shorteners” that are commonly employed to help fit messages
within SMS character limits. And there is a method to the composition of these multitudinous disputed
domain names:

“Each of the Disputed Domain Names follow one of the following patterns: ‘em-p*ower,” ‘emp0*e,’ ‘emp0*r,

L] * )6 CR

‘empO0*werr,” ‘empOow®,” ‘empOw*,” ‘empOw*er,” ‘empOw*err,” ‘empOw™r,” ‘empOwayrr*,” ‘empOwe™’

* )6

‘empOwe’rr,” ‘empOwer*,” ‘empo-*er,” ‘empo*wer,” ‘empo*w-er,” ‘emp-o*wer,’ ‘e-mpo*wer,” ‘empo w*er,’ ‘emp-

ow*er,’ ‘empowe-*,” ‘empower*,” ‘e-mpower*,” ‘empowerworkplace*,” ‘en*pOwer,’ ‘enp*Ower,” ‘enp0*wer,’
‘enpOw*er,” ‘enpOwe*r,’ ‘enpOwer*,” ‘p-*wer,” or ‘po-*er’ (the ‘Disputed Patterns’) with the asterisk replaced by

one or more different letters, in combination with a generic Top-Level domain.”

2 Noting the general powers of a panel articulated in paragraphs 10 and 12 of the Rules, it is commonly accepted that a panel may
undertake limited factual research into matters of public record, as the Panel has done in these proceedings. WIPO Overview of WIPO
Panel Views on Select UDRP Questions (“WIPO Overview 3.1”), section 4.8.


https://www.wipo.int/amc/en/domains/search/overview3.1/
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There is also a common method to their use, and the Respondent has employed it before. In 2025, the
Complainant brought a UDRP complaint against the same Respondent Tina Wing involving 129 other
domain names (registered with the same Registrar as in the current proceeding), which were found to be
confusingly similar to the Complainant's EMPOWER marks. Empower Annuity Insurance Company of
America v. Tina Wing, WIPO Case No. D2025-3497 (“Empower I”). The panel in Empower | ordered the
transfer of these domain names, which similarly imitated the Complainant's EMPOWER mark “by using
hyphenation, letter transposition, or minor misspellings”. These domain names also were sent as links in
SMS or other text messages to consumers, falsely appearing to originate from the Complainant’s security
department and warning of unauthorized access to the recipient’s account. As in the current proceeding,
these links reportedly led to websites seeking the consumers’ login credentials as part of a large phishing
operation targeting the Complainant’s account holders.

5. Parties’ Contentions
A. Complainant

The Complainant contends that it has satisfied each of the elements required under the Policy for a transfer
of the disputed domain names.

Notably, the Complainant contends that the disputed domain names are all confusingly similar to its
registered EMPOWER mark, following patterns of deceptive typosquatting as described above and in some
cases adding the generic suffix “workplace” that enhances confusion because it appears to be relevant to the
Complainant, a retirement benefits provider.

The Complainant asserts that the Respondent has no rights or legitimate interests in the disputed domain
names, which are chosen simply to masquerade as affiliated with the Complainant and used to for illicit gain.
“When Respondent redirects traffic through intermediary proxies, Respondent is making a non-legitimate use
of the Disputed Domain Names, misleadingly diverting consumers from the Complainant’s official website for
purposes of harvesting information and facilitating efforts to phish and defraud.”

B. Respondent

The Respondent did not reply to the Complainant’s contentions.

6. Discussion and Findings
6a. Preliminary Matter: Consolidation, Multiple Respondents

The amended Complaint was filed in relation to nominally different domain name registrants, “Tina Wang”,
who did not respond to any attempted communications, and another individual who denies any knowledge of
the disputed domain names. It is entirely possible that both are the victims of identity theft with respect to the
registration of the respective domain names. The Complainant alleges that the actual domain name
registrants are the same entity or mere alter egos of each other, or under common control. The Complainant
requests the consolidation of the Complaint against the multiple disputed domain name registrants pursuant
to paragraph 10(e) of the Rules.

The disputed domain name registrants did not comment on the Complainant’s request.

Paragraph 3(c) of the Rules states that a complaint may relate to more than one domain name, provided that
the domain names are registered by the same domain name holder.


https://www.wipo.int/amc/en/domains/search/text.jsp?case=D2025-3497
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In addressing the Complainant’s request, the Panel will consider whether (i) the disputed domain names
or corresponding websites are subject to common control; and (ii) the consolidation would be fair and
equitable to all Parties. See WIPO Overview of WIPO Panel Views on Select UDRP Questions

(“WIPQO Overview 3.1"), section 4.11.2.

As regards common control, the Panel refers to the facts described above concerning the common patterns
in the composition of the disputed domain names, the registration of hundreds of similar disputed domain
names with the same Registrar over the course of a few specific days in a short span of time, and their use
in precisely the same way as part of a relatively complex fraudulent phishing scheme using session-hijacking
to target account-holders of one of the largest retirement plan providers in the United States. These lead to
the conclusion that whoever is behind the registration and use of the disputed domain names exercises
common control over them.

As regards fairness and equity, the Panel sees no reason why consolidation of the disputes would be unfair
or inequitable to any Party. The majority of the disputed domain names were registered in the name of
“Tina Wang”, who has not replied to any communications regarding this proceeding. The minority of the
disputed domain names were registered in the name of a person who disclaims any interest in the
proceeding.

Accordingly, the Panel decides to consolidate the disputes regarding the nominally different disputed domain
name registrants (referred to hereafter as “the Respondent”) in a single proceeding.

6b. Substantive Issues
A. Identical or Confusingly Similar
It is well accepted that the first element functions primarily as a standing requirement. The standing

(or threshold) test for confusing similarity involves a reasoned but relatively straightforward comparison
between the Complainant’s trademark and the disputed domain name. WIPO Overview 3.1, section 1.7.

The Complainant has shown rights in respect of a trademark or service mark, the composite
EMPOWER mark in which the textual element “empower” is prominent, for the purposes of the Policy.
WIPO Overview 3.1, section 1.2.1.

The Panel finds the mark is recognizable within each of the disputed domain names, as described in the
patterns discussed above. Accordingly, the disputed domain names are confusingly similar to the mark for
the purposes of the Policy. WIPO Overview 3.1, sections 1.7, and 1.9.

Although the addition of other terms (such as “workplace” here) may bear on assessment of the second and
third elements, the Panel finds the addition of such term does not prevent a finding of confusing similarity
between the disputed domain name and the mark for the purposes of the Policy. WIPO Overview 3.1,
section 1.8.

The Panel finds the first element of the Policy has been established.
B. Rights or Legitimate Interests

Paragraph 4(c) of the Policy provides a list of circumstances in which the Respondent may demonstrate
rights or legitimate interests in a disputed domain name.

Although the overall burden of proof in UDRP proceedings is on the complainant, panels have recognized
that proving that a respondent lacks rights or legitimate interests in a domain name may result in the difficult
task of “proving a negative”, requiring information that is often primarily within the knowledge or control of the
respondent. As such, where a complainant makes out a prima facie case that the respondent lacks rights or
legitimate interests, the burden of production on this element shifts to the respondent to come forward with
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relevant evidence demonstrating rights or legitimate interests in the domain name (although the burden of
proof always remains on the complainant). If the respondent fails to come forward with such relevant
evidence, the complainant is deemed to have satisfied the second element. WIPO Overview 3.1,

section 2.1.

Having reviewed the available record, the Panel finds the Complainant has established a prima facie case
that the Respondent lacks rights or legitimate interests in the disputed domain names. The Respondent has
not rebutted the Complainant’s prima facie showing and has not come forward with any relevant evidence
demonstrating rights or legitimate interests in the disputed domain names such as those enumerated in the
Policy or otherwise. There is no indication that the Respondent is known by a corresponding name or
conducts a bona fide business using the disputed domain names. To the contrary, the evidence points to the
use of the disputed domain names in connection with a well-orchestrated phishing and fraud scheme
targeting the Complainant’s account holders.

Panels have held that the use of a domain name for illegitimate or illegal activity (here claimed to involve
phishing and identity theft, with the disputed domain names used as links in messages impersonating alerts
from the Complainant to facilitate unauthorized account access) can never confer rights or legitimate
interests on a respondent. WIPO Overview 3.1, section 2.13.1.

The Panel finds the second element of the Policy has been established.
C. Registered and Used in Bad Faith

The Panel notes that, for the purposes of paragraph 4(a)(iii) of the Policy, paragraph 4(b) of the Policy
establishes circumstances, in particular, but without limitation, that, if found by the Panel to be present, shall
be evidence of the registration and use of a domain name in bad faith.

In the present case, the Panel notes that the Respondent was clearly aware of and targeted the Complainant
and its EMPOWER mark, organizing an elaborate scheme of deceptive messaging with links, proxy servers,
and redirects in an attempt to cull login credentials from the Complainant’s account holders, potentially
defrauding them of their savings. This activity fits the example of bad faith given in the Policy, paragraph
4(b)(iv) (intentionally attempting to attract Internet users for commercial gain by creating a likelihood of
confusion with the Complainant’s mark).

Panels also have held that the use of a domain name for illegitimate or illegal activity such as the phishing
scheme described above constitutes bad faith. WIPO Overview 3.1, section 3.4.

Having reviewed the record, the Panel finds the Respondent’s registration and use of the disputed domain
name constitutes bad faith under the Policy.

The Panel finds that the Complainant has established the third element of the Policy.

7. Decision

For the foregoing reasons, in accordance with paragraphs 4(i) of the Policy and 15 of the Rules, the Panel
orders that the disputed domain names <cleempOwer.shop>, <cyoempOwer.qpon>, <eampOwerr.shop>,
<eanpOwer.shop>, <e-apower.cyou>, <e-apower.qpon>, <ebnpOwer.shop>, <ecnpOwer.shop>,
<ednpOwer.shop>, <eempOwerr.shop>, <eenpOwer.shop>, <efnpOwer.shop>, <egmpOwerr.shop>,
<egnpOwer.shop>, <ehmpOwerr.shop>, <ehnpOwer.shop>, <eimpOwerr.shop>, <einpOwer.shop>,
<ejnpOwer.shop>, <eknpOwer.shop>, <elnpOwer.shop>, <emcpOwerr.shop>, <emdpOwerr.shop>,
<emfpOwerr.shop>, <emgpOwerr.shop>, <emgOwer.shop>, <emipOwerr.shop>, <emjpOwerr.shop>,
<emkpOwerr.shop>, <emnpOwerr.shop>, <emopOwerr.shop>, <empawere.qgpon>, <empaOwerr.shop>,
<empbvvwo-wer.shop>, <em-pbytyower.qgpon>, <empbOwerr.shop>, <empcOwerr.shop>,
<empdOwerr.shop>, <empeOwerr.shop>, <empfOwerr.shop>, <empgOwerr.shop>, <emphOwerr.shop>,
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<empiOwerr.shop>, <empjOwerr.shop>, <em-pksujower.shop>, <empkOwerr.shop>, <emplOwerr.shop>,
<emplOwer.shop>, <empmdjesower.shop>, <empmeuusower.shop>, <empmOwerr.shop>,
<empncueeower.shop>, <empnnsheower.shop>, <empnyeho-wer.qpon>, <em-pnyyoower.shop>,
<empnOwerr.shop>, <empobcyew-er.qpon>, <emp-obyyrswer.shop>, <empo-eer.cyou>, <empo-eer.qpon>,
<emp-oerxudwer.gpon>, <empoewso-wer.shop>, <empo-fer.cyou>, <empo-fer.qpon>, <empo-ger.cyou>,
<empo-ger.gpon>, <emp-olooewwer.shop>, <emp-olpgswer.gpon>, <e-mpomujswer.qpon>, <emponsyew-
er.qpon>, <e-mpooiejhwer.gpon>, <e-mpoolsjwer.shop>, <empopxyew-er.shop>, <empogsjewer.shop>,
<e-mpothhewer.shop>, <e-mpoushewer.shop>, <empovbyeswer.shop>, <emp-ovyyswer.qpon>,
<empo-waer.cyou>, <emp-owaer.qpon>, <empo-waer.qpon>, <emp-owber.cyou>, <emp-owber.qpon>,
<emp-owcer.cyou>, <emp-owcer.gpon>, <empowe-d.cyou>, <empowe-d.gpon>, <empowe-e.Cyou>,
<empowe-e.gpon>, <empowe-f.cyou>, <empowe-f.qpon>, <empowe-g.cyou>, <empowe-g.qpon>,
<e-mpowera.click>, <e-mpowerad.click>, <e-mpowerae.click>, <e-mpoweraf.click>, <e-mpowerag.click>,
<e-mpowerah.click>, <e-mpowerai.click>, <e-mpoweraj.click>, <e-mpowerak.click>, <e-mpoweral.click>,
<e-mpowerb.click>, <e-mpowerd.click>, <empoweres.qpon>, <empowersuejs.shop>, <e-mpowert.click>,
<empowerworkplacea.click>, <empowerworkplacea.cyou>, <empowerworkplacea.help>,
<empowerworkplacea.icu>, <empowerworkplaceal.click>, <empowerworkplaceam.click>,
<empowerworkplacean.click>, <empowerworkplaceao.click>, <empowerworkplaceap.click>,
<empowerworkplaceaq.click>, <empowerworkplacea.qpon>, <empowerworkplacear.click>,
<empowerworkplaceas.click>, <empowerworkplacea.shop>, <empowerworkplaceat.click>,
<empowerworkplaceau.click>, <empowerworkplaceb.click>, <empowerworkplaceb.cyou>,
<empowerworkplaceb.help>, <empowerworkplaceb.icu>, <empowerworkplaceb.qpon>,
<empowerworkplaceb.shop>, <empowerworkplacec.click>, <empowerworkplacec.cyou>,
<empowerworkplacec.help>, <empowerworkplacec.icu>, <empowerworkplace.click>,
<empowerworkplacec.qpon>, <empowerworkplacec.shop>, <empowerworkplace.cyou>,
<empowerworkplaced.click>, <empowerworkplaced.cyou>, <empowerworkplaced.help>,
<empowerworkplaced.icu>, <empowerworkplaced.qpon>, <empowerworkplaced.shop>,
<empowerworkplacee.bond>, <empowerworkplacee.click>, <empowerworkplacee.cyou>,
<empowerworkplacee.help>, <empowerworkplacee.icu>, <empowerworkplacee.gpon>,
<empowerworkplacee.sbs>, <empowerworkplacee.shop>, <empowerworkplacef.bond>,
<empowerworkplacef.click>, <empowerworkplacef.cyou>, <empowerworkplacef.help>,
<empowerworkplacef.icu>, <empowerworkplacef.sbs>, <empowerworkplacef.shop>,
<empowerworkplacef.top>, <empowerworkplaceg.bond>, <empowerworkplaceg.click>,
<empowerworkplaceg.cyou>, <empowerworkplaceg.help>, <empowerworkplaceg.icu>,
<empowerworkplaceg.qpon>, <empowerworkplaceg.shop>, <empowerworkplaceg.top>,
<empowerworkplaceh.bond>, <empowerworkplaceh.click>, <empowerworkplaceh.cyou>,
<empowerworkplace.help>, <empowerworkplaceh.help>, <empowerworkplaceh.icu>,
<empowerworkplaceh.gpon>, <empowerworkplaceh.sbs>, <empowerworkplaceh.shop>,
<empowerworkplaceh.top>, <empowerworkplace.icu>, <empowerworkplacei.cyou>,
<empowerworkplacei.help>, <empowerworkplacei.shop>, <empowerworkplacej.bond>,
<empowerworkplacej.cyou>, <empowerworkplacej.gpon>, <empowerworkplacej.sbs>,
<empowerworkplacej.shop>, <empowerworkplacej.top>, <empowerworkplacek.click>,
<empowerworkplacek.qpon>, <empowerworkplacek.sbs>, <empowerworkplacek.shop>,
<empowerworkplacel.bond>, <empowerworkplacel.click>, <empowerworkplacel.cv>,
<empowerworkplacel.cyou>, <empowerworkplacel.sbs>, <empowerworkplacel.shop>,
<empowerworkplacel.top>, <empowerworkplace.qpon>, <empowerworkplace.shop>,
<empowerworkplacev.click>, <empowerworkplacew.click>, <empowerworkplacex.click>,
<empowerworkplacez.click>, <emp-ozesjhwer.gpon>, <empoOwerr.shop>, <em-ppkkeower.qpon>,
<emppOwerr.shop>, <empqOwerr.shop>, <emprOwerr.shop>, <empsOwerr.shop>, <empsOwer.shop>,
<emptOwerr.shop>, <emptOwer.shop>, <empuOwerr.shop>, <empveuywuower.qpon>, <empvOwerr.shop>,
<empwOwerr.shop>, <empx0Owerr.shop>, <empyOwerr.shop>, <empzOwerr.shop>, <empOae.shop>,
<empOar.shop>, <empObe.shop>, <empObr.shop>, <empOcr.shop>, <empOdr.shop>, <empOdwerr.shop>,
<empOer.shop>, <empOewer.shop>, <empOfr.shop>, <empOkr.shop>, <empOkwer.shop>, <empOIr.shop>,
<empOmr.shop>, <empOnr.shop>, <empOor.shop>, <empOowerr.shop>, <empOowiuber.qpon>,
<empQowluser.gpon>, <empOowmeyr.shop>, <empOowrerse.gpon>, <empOpr.shop>, <empOqr.shop>,
<empOqwerr.shop>, <empOrr.shop>, <empOsr.shop>, <empO-tnxuawer.cyou>, <empOtr.shop>,
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<empOtwerr.shop>, <empOur.shop>, <empOvr.shop>, <empOvwerr.shop>, <empOwaerr.shop>,
<empOwa.shop>, <empOwayrrb.com>, <empOwayrrs.com>, <empOwb.shop>, <empOwcerr.shop>,
<empOwc.shop>, <empOwd.shop>, <empOwea.shop>, <empOwebrr.shop>, <empOwecrr.shop>,
<empOwedrr.cyou>, <empOwedrr.shop>, <empOwejrr.shop>, <empOwemrr.shop>, <empOwe.qpon>,
<empOwerhgn.cyou>, <empOwerjhs.com>, <empOwerkts.shop>, <empOwerlus.cyou>,
<empOwermwn.cyou>, <empOwernjg.gpon>, <empOwerodd.shop>, <empOwerpke.cyou>,
<empOwerrmz.qpon>, <empOwer.shop>, <empOwertlo.shop>, <empOwerude.shop>, <empOweur.shop>,
<empOwferr.shop>, <empOwf.shop>, <empOwgerr.shop>, <empOwg.shop>, <empOwier.shop>,
<empOwi.shop>, <empOwj.shop>, <empOwkerr.shop>, <empOwk.shop>, <empOwl.shop>,
<empOwmerr.shop>, <empOwmjhser.com>, <empOwmjyer.com>, <empOwm.shop>, <empOwnerr.shop>,
<empOwn.shop>, <empOwoerr.shop>, <empOwo.shop>, <empOwperr.shop>, <empOwp.shop>,
<empOwgqerr.shop>, <empOwq.shop>, <empOwrerr.shop>, <empOwr.shop>, <empOwsaar.com>,
<empOwserr.shop>, <empOws.shop>, <empOwterr.shop>, <empOwt.shop>, <empOwuerr.shop>,
<empOwuir.com>, <empOwu.shop>, <empOwverr.shop>, <empOwv.shop>, <empOww.shop>,
<empOwxerr.shop>, <empOwx.shop>, <empOwyerr.shop>, <empOwy.shop>, <empOwzerr.shop>,
<empOwz.shop>, <empOxr.shop>, <empOxwerr.shop>, <empQyr.shop>, <empQOywerr.shop>,
<empOywer.shop>, <emp0zr.shop>, <empOzwerr.shop>, <emgoweer.com>, <emgower.com>,
<emgpOwerr.shop>, <emrpOwerr.shop>, <emspOwerr.shop>, <emsOwer.shop>, <emtpOwerr.shop>,
<emupOwerr.shop>, <emvpOwerr.shop>, <emvOwer.shop>, <emxpOwerr.shop>, <emypOwerr.shop>,
<emzpOwerr.shop>, <enapOwer.shop>, <enbpOwer.shop>, <encpOwer.shop>, <endpOwer.shop>,
<enepOwer.shop>, <enfpOwer.shop>, <engpOwer.shop>, <enhpOwer.shop>, <enipOwer.shop>,
<enjpOwer.shop>, <enkpOwer.shop>, <enlpOwer.shop>, <enmpOwerr.shop>, <enmpOwer.shop>,
<ennpOwer.shop>, <enopOwer.shop>, <enpaOwer.shop>, <enpbOwer.shop>, <enpcOwer.shop>,
<enpdOwer.shop>, <enpeOwer.shop>, <enpfOwer.shop>, <enpgOwer.shop>, <enphOwer.shop>,
<enpiOwer.shop>, <enpjOwer.shop>, <enpkOwer.shop>, <enplOwer.shop>, <enpmOwer.shop>,
<enpnOwer.shop>, <enpoOwer.shop>, <enppOwer.shop>, <enpqOwer.shop>, <enprOwer.shop>,
<enpsOwer.shop>, <enptOwer.shop>, <enpuOwer.shop>, <enpvOwer.shop>, <enpwOwer.shop>,
<enpxOwer.shop>, <enpyOwer.shop>, <enpzOwer.shop>, <enpOawer.shop>, <enpObwer.shop>,
<enpOcwer.shop>, <enpOdwer.shop>, <enpOewer.shop>, <enpOfwer.shop>, <enpOgwer.shop>,
<enpOhwer.shop>, <enpOiwer.shop>, <enpOjwer.shop>, <enpOkwer.shop>, <enpOlwer.shop>,
<enpOmwer.shop>, <enpOnwer.shop>, <enpOower.shop>, <enpOpwer.shop>, <enpOqwer.shop>,
<enpOrwer.shop>, <enpOswer.shop>, <enpOtwer.shop>, <enpOuwer.shop>, <enpOvwer.shop>,
<enpOwaer.shop>, <enpOwber.shop>, <enpOwcer.shop>, <enpOwder.shop>, <enpOwear.shop>,
<enpOwebr.shop>, <enpOwecr.shop>, <enpOwedr.shop>, <enpOweer.shop>, <enpOwefr.shop>,
<enpOwegr.shop>, <enpOwehr.shop>, <enpOweir.shop>, <enpOwejr.shop>, <enpOwekr.shop>,
<enpOwelr.shop>, <enpOwemr.shop>, <enpOwenr.shop>, <enpOweor.shop>, <enpOwepr.shop>,
<enpOweqr.shop>, <enpOwera.shop>, <enpOwerb.shop>, <enpOwerc.shop>, <enpOwerd.shop>,
<enpOwere.shop>, <enpOwerf.shop>, <enpOwerg.shop>, <enpOwerh.shop>, <enpOweri.shop>,
<enpOwerj.shop>, <enpOwerk.shop>, <enpOwerl.shop>, <enpOwerm.shop>, <enpOwern.shop>,
<enpOwero.shop>, <enpOwerp.shop>, <enpOwerqg.shop>, <enpOwerr.shop>, <enpOwers.shop>,
<enpOwert.shop>, <enpOweru.shop>, <enpOwerv.shop>, <enpOwerw.shop>, <enpOwerx.shop>,
<enpOwery.shop>, <enpOwerz.shop>, <enpOwesr.shop>, <enpOwetr.shop>, <enpOweur.shop>,
<enpOwevr.shop>, <enpOwewr.shop>, <enpOwexr.shop>, <enpOweyr.shop>, <enpOwezr.shop>,
<enpOwfer.shop>, <enpOwger.shop>, <enpOwher.shop>, <enpOwier.shop>, <enpOwjer.shop>,
<enpOwker.shop>, <enpOwler.shop>, <enpOwmer.shop>, <enpOwner.shop>, <enpOwoer.shop>,
<enpOwper.shop>, <enpOwqer.shop>, <enpOwrer.shop>, <enpOwser.shop>, <enpOwter.shop>,
<enpOwuer.shop>, <enpOwver.shop>, <enpOwwer.shop>, <enpOwxer.shop>, <enpOwyer.shop>,
<enpOwzer.shop>, <enpOxwer.shop>, <enpOywer.shop>, <enpOzwer.shop>, <engpOwer.shop>,
<enrpOwer.shop>, <enspOwer.shop>, <entpOwer.shop>, <enupOwer.shop>, <envpOwer.shop>,
<enxpOwer.shop>, <enypOwer.shop>, <enzpOwer.shop>, <eompOwerr.shop>, <eonpOwer.shop>,
<epmpOwerr.shop>, <epnpOwer.shop>, <egmpOwerr.shop>, <eqnpOwer.shop>, <ermpOwerr.shop>,
<ernpOwer.shop>, <esmpOwerr.shop>, <esnpOwer.shop>, <etmpOwerr.shop>, <etnpOwer.shop>,
<eumpOwerr.shop>, <eunpOwer.shop>, <evmpOwerr.shop>, <evnpOwer.shop>, <ewmpOwerr.shop>,
<ewnpOwer.shop>, <exmpOwerr.shop>, <exnpOwer.shop>, <eympOwerr.shop>, <eynpOwer.shop>,
<ezmpOwerr.shop>, <eznpOwer.shop>, <hsdempOwer.shop>, <jgoempOwer.cyou>, <kbdempOwer.qpon>,
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<klwempOwer.gpon>, <IxuempOwer.shop>, <ohgempOwer.qpon>, <p-ewer.cyou>, <p-ewer.qpon>,
<p-fwer.cyou>, <p-fwer.qpon>, <p-gwer.cyou>, <p-gwer.gqpon>, <p-hwer.cyou>, <p-hwer.qpon>,
<po-der.cyou>, <rlsempOwer.shop>, and <sqwempOwer.cyou> be transferred to the Complainant.

/W. Scott Blackmer/
W. Scott Blackmer
Sole Panelist

Date: March 25, 2026
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