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1 Background 

1.1 The purpose of these Guidelines is to codify the best practice for the reproduction and 
communication of Visual Art via digital distribution methods in Australia, whether such 
reproduction or communication is for commercial purposes or otherwise. 

1.2 Nothing in these guidelines modifies the force or effect of the laws of copyright or moral 
rights as amended from time to time.  

1.3 These guidelines recognise and provide for the protection of Indigenous Cultural and 
Intellectual Property (ICIP) as all objects, sites and knowledge, the nature or use of which 
has been transmitted or continues to be transmitted from generation to generation, and 
which is regarded as pertaining to a particular Indigenous group or its territory. The 
heritage of an Indigenous people is a living one and includes objects, knowledge, literary 
and artistic works which may be created in the future based on that heritage. 

1.4 While these guidelines accord with the laws of Australia at the date of publication, certain 
methods of best practice prescribed, including the recognition of ICIP, are yet to gain the 
force of law.  

2 Objectives  - Who are these guidelines for? 

2.1 These guidelines are for people who reproduce and communicate Visual Art Online, 
including Website owners and developers and Content Hosts. 

2.2 The purpose of these guidelines is to: 

2.2.1 facilitate legal compliance of Website owners and developers and Content Hosts 
who reproduce and communicate Visual Art on the Internet;  

2.2.2 promote the adoption of responsible practices for dealing with the reproduction and 
communication of Visual Art on the Internet which protect and respect the owners 
of rights in Visual Art; and 

2.2.3 provide effective procedures to control, monitor and prosecute the unauthorised 
use of Visual Art on the Internet. 

3 Terms 

3.1 Communicate  means make available online or electronically transmit (whether over a 
path, or a combination of paths, provided by a material substance or otherwise) a work or 
other subject-matter, including a performance or live performance within the meaning of 
this Act.” 

3.2 Content Host means a provider of Online services including, but not limited to, Websites, 
blogs, portals, e-commerce facilities. 

3.3 Content Provider means a person or entity that uploads digital content, including 
reproductions of Visual Art, to be communicated Online.  
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3.4 Indigenous means Australian Aboriginal and Torres Strait Islander peoples. 

3.5 Indigenous Cultural and Intellectual Property (ICIP) means: 

3.5.1 all objects, sites and knowledge;  

3.5.2 the nature or use of which is transmitted from generation to generation and/or 
documented by any person; and 

3.5.3 pertaining to a particular Indigenous group or its territory. 

3.6 ISP means Internet service provider. 

3.7 Online means any kind of communication on any digital distribution network, including but 
not limited to, the Internet. 

3.8 Visual Art means: 

3.8.1 ‘artistic works’ as defined in the Copyright Act 1968 (Cth) as amended from time to 
time including painting, drawing, engraving, sculpture, photography or work of 
artistic craftsmanship; and  

3.8.2 all other visual art forms including digital multimedia practice. 

3.9 Web means the World Wide Web. 

3.10 Web Browser means the software application used to locate and display Web pages 
including, but not limited to Netscape, Internet Explorer, Mozilla, Firefox, Safari and Opera. 

3.11 Website means a set of interconnected Web pages, usually including a homepage, 
generally located on the same Web Server, prepared and maintained as a collection of 
information by a person, group, or organization. 

3.12 Web Server means a computer on the Web (connected to the Internet Backbone) that 
stores hypertext mark-up language (HTML) documents that can be retrieved via a Web 
Browser. 

4 Intellectual Property Rights and Visual Art 

4.1 Copyright in Visual Art is a legal protection of original artistic works, films, musical works, 
literary works, sound recordings broadcasts and published editions, including painting, 
drawing, photography, sculpture, mixed media, multimedia and video art. Copyright 
protects the form or way an idea or information is expressed, rather than the idea or 
information itself. Owners of copyrights in Visual Art generally have the exclusive rights to 
reproduce, publish, communicate and license the works which underlie the piece of Visual 
Art. A common misconception about Visual Art is that the owner of a work automatically 
owns the copyright in that work.  Usually this is not the case and the Visual Artist retains 
ownership of the copyright in Visual Art Works. The owner of a work may or may not own 
the copyright/s in that work.  For more information see Australian Copyright Council’s 
Online Information Centre: www.copyright.org.au 

4.2 Moral rights are personal rights individual creators have in relation to works or films they 
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have created. There are also moral rights for performers in their live performances (so far 
as the performance consists of sounds) and sound recordings of those lives performances. 
Moral rights cannot be sold, licensed or given away like copyrights. They are specifically: 
(i) the right to attribution; (ii) the right against false attribution; and (iii) the right of integrity. 
Moral rights are discussed in further detail in section 6, below.  

4.3 ICIP rights are not yet recognised under Australian law. For the purposes of these 
guidelines, the term has the meaning set forth in section 1.3.  

5 Visual Art Online – Potential Intellectual Property Liability 

5.1 Commercial Art Galleries & Auction Houses.  Galleries usually have a direct relationship 
with the copyright owner of Visual Art reproduced and communicated Online. In these 
instances, it is usually possible and highly advisable for Website owners to ensure that 
galleries have permission to reproduce and communicate Visual Art Online. Even if this is 
not the case when secondary resellers and auctioneers are reproducing and 
communicating Visual Art Online, Website owners must ensure that the copyright owners 
have granted the necessary permissions to reproduce and communicate that Visual Art on 
the Websites.  Viscopy has blanket agreements with many auction houses for the 
reproduction in catalogues and communication on the Internet of Visual Art works. 

5.2 Artist Websites. Artist run Websites are usually maintained by artists, who in most cases, 
own the copyright/s in the Visual Art. 

5.3 Non-commercial Visual Art Websites. Non-commercial Visual Art Websites include 
research based art historical sites, educational sites (university courses etc) and reference 
database sites (such as Wikipedia). Generally speaking, copyright permissions must still 
be sought for Online reproduction and communication of Visual Art. In certain very limited 
cases, the Copyright Act allows someone to engage in “fair dealing” with copyright material 
for the purpose of criticism or review and parody or satire without the copyright owner’s 
permission.  Additionally, permission is not required if the limited “special case” exception 
for libraries, archives, collecting institutions and educational institutions applies. 

5.4 Content Hosts - Art portals and Online auction services. These services include networked 
art auction Websites (such as eBay), art blogs, art portals and bulletin boards.  The 
common characteristic of these content hosts is the storage, reproduction and 
communication of Visual Art Online at the direction of a content provider. These Websites: 

5.4.1 generally do not have direct relationships with the copyright owners of Visual Art 
reproduced or communicated Online;  

5.4.2 may be liable for infringements of copyright for material they reproduce or 
communicate without permission of the copyright owner, and therefore these 
Websites must take all possible steps to ensure appropriate copyright clearances 
have been granted; and 

5.4.3 should take reasonable steps to prevent infringement. The Copyright Act states 
that a person who authorises an infringement may be liable, in addition to the 
person who does the infringing act. ‘Authorise’ means ‘sanction, approve, 
countenance’.  Three matters are taken into account when considering liability for 
authorisation: 
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5.4.3.1 the extent (if any) of the person’s power to prevent the doing of the act 
concerned; 

5.4.3.2 the nature of any relationship existing between the person and the person 
who did the act concerned; 

5.4.3.3 whether the person took any reasonable steps to prevent or avoid the 
doing of the act, including whether the person complied with any relevant 
industry codes of practice. 

5.4.4 do not have access to ‘safe harbour’ protections (a limitation of liabilities in respect 
to financial damages) that are available to ISPs. Generally ISPs are not liable for 
communicating material to the public via their networks if they are not responsible 
for determining the content of that material.  Seek legal advice if you are unsure 
whether you qualify as an ISP. 

6 Getting clearances  

6.1 Copyright:  

6.1.1 Identify the owner of the copyrights in the Visual Art. Clearances for the 
reproduction or communication of the Visual Art Online can only be granted by the 
owner of the copyright/s in the underlying works in the Visual Art. 

6.1.1.1 The owner of a Visual Art work may or may not own the copyright in that 
Visual Art work. If the Visual Art work is held in an art gallery or museum, 
then that institution may be able to assist you contacting the copyright 
owner. 

6.1.1.2 There are copyright collecting societies for visual artists that can license 
certain Visual Art works on behalf of artists they represent. In some cases, 
they may be able to grant a “blanket license” to use all Visual Art works 
they control for use on a Website. This license may include Visual Art 
works from overseas owners, if the society has reciprocal agreements with 
copyright collecting societies in other countries. 

 
6.1.2 Ensure appropriate clearances have been acquired for copyright works. Content 

Hosts should develop procedures to ensure that any Content Providers uploading 
art images have obtained the appropriate permissions. Increasingly, Visual Artists 
are entering into licensing agreements with third parties wishing to reproduce of 
reproduce Visual Art in return for a royalty fee.  Visual Art collecting societies 
including Viscopy license Visual Art works on behalf of the artists they represent, 
grant blanket licenses for their members’ Visual Art works for use on Websites and 
have reciprocal agreements with visual art collecting societies in other countries. 

6.1.2.1 The best method is for Content Hosts require certain warranties and 
indemnification from Content Providers when entering into a hosting 
arrangement. Sample warranties and indemnities that can be incorporated 
into a content hosting agreement are as follows: 

1. Warranty:  

a. Content Provider warrants that: 
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i.  Content Provider owns, or has a license to use, all rights necessary to 
reproduce and communicate each image uploaded to the Website under the 
terms of this Content Hosting Agreement; and 

ii. Content Hosts’ reproduction and communication to the public of the images 
will not infringe any rights of any third party. 

b. Content Provider must inform Content Host and immediately remove any image from 
the Website if Content Provider becomes aware that Content Provider ceases, or is 
likely to cease to have any and all rights necessary to reproduce and communicate each 
image uploaded to the Website under the terms of this Content Hosting Agreement. 

2. Indemnity: 

a. Content Provider indemnifies Content Host against all expenses, losses, damages and 
costs (on a solicitor and own basis and whether incurred by or awarded against 
Content Host) which Content Host may sustain or incur as a result, whether directly 
or indirectly, of: 

i. any breach of this Content Hosting Agreement or the warranties contained 
herein by the Content Provider including, but not limited to, a breach, in 
respect of which Content Host exercises an express right to terminate this 
Agreement; 

ii. any claim by any person arising out of a breach of any of the warranties  
contained in Clause 1; or 

iii. any other willful, unlawful or negligent act or omission by the Content  
Provider. 

3. Suspension and Termination of Services: 

a. Content Host may suspend Content Provider’s access to upload images to the 
Website if: 

i. reproduction or communication of the images uploaded are likely to expose 
Content Host to any liability as a result of any breach of any law or any third 
party rights; or 

ii. the Content Provider otherwise breaches this Content Hosting Agreement. 

b. Suspension of services pursuant to clause 3(a) shall continue until such breach is 
remedied; provided, if such breach is not remedied within [x] days of the suspension, 
Content Host may terminate the Content Hosting Agreement in accordance with 
clause 3(c). 

c. Content Host may terminate the Content Hosting Agreement in the event that: 

i. Content Provider breaches the warranty provided in clause 1 above; or 

ii. Content Provider fails to remedy any breach as provided in clause 3(b). 

4. Disclosure of Unauthorised Use:   

Content Provider agrees to immediately inform Content Host of any unauthorised use of 
any of the images uploaded on the Website by any person. 

6.1.2.2 Content Providers should also agree to an undertaking each and every 
time they upload a reproduction of a Visual Art work under which Content 
Providers warrant that those uploading reproductions of Visual Art have all 
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rights necessary to upload, reproduce and communicate the Visual Art 
Online.  A sample undertaking follows: 

Undertaking 

I acknowledge that the image I am uploading on this Website is protected under 
copyright and moral rights laws. I hereby agree that I own, or have all rights necessary, 
to upload, reproduce and communicate this image to the public and warrant that the 
reproduction and communication of these images on this Website does not infringe the 
rights of any third party. 

 
6.2 Moral Rights are separate to copyrights and do not require a ‘clearance’. Moral rights can 

not be waived, although moral rights holders can consent to moral rights infringements in 
specific circumstances. These guidelines recommend that it is not appropriate to seek 
consents to moral rights infringements from artists. When reproducing or communicating 
Visual Art Online, it is important to comply with the moral rights of the artist including: 

6.2.1 the right to attribution: This involves crediting the artist with the Visual Art;  

6.2.2 the right against false attribution: This means that the Visual Art cannot be credited 
to someone who is not the artist; and 

6.2.3 the right of integrity:  This means that this means that an artist’s Visual Art must not 
be used in a way that would harm the artist’s honour or reputation.  

6.3 Indigenous Cultural and Intellectual Property (ICIP) is separate from copyright and does 
not legally require a ‘clearance’. However, if an artist or gallery, exhibitor or publisher 
intends to reproduce or communicate a work that includes or refers to Indigenous objects, 
knowledge or works, then there should be an acknowledgement of ICIP by ensuring: 

6.3.1 the appropriate attribution is given to indigenous groups where appropriate; and 

6.3.2 the integrity of the work is respected by observing relevant Indigenous cultural 
protocols.1  

7 Considerations when creating a Visual Art Website 

7.1 Copyright, moral rights and ICIP issues should be addressed early in the process of 
planning your Visual Art Website and considering your business model. The adoption of a 
best practice approach at the planning stage will reduce the likelihood of legal problems 
later on. Some useful resources are listed at the end of this document and include The 
Guide to Digital Rights Management (DRM) written for the Commonwealth Department of 
Communications, Information Technology and the Arts (DCITA). 

7.2 Practical steps for controlling unauthorised use of Visual Art Online include: 

                                                 
1 If a website is reproducing or communicating ICIP, these guidelines recommend that the following 
protocols are consulted and adopted where appropriate: 
* Aboriginal and Torres Strait Islander Arts Board, Australia Council: 
http://www.ozco.gov.au/arts_resources/publications/visual_cultures/ 
*Valuing Art, Respecting Culture:  
http://www.visualarts.net.au/nv/articles/VARC.pdf 
 



7.2.1 Include a copyright notice for all images used. The notice consists of the copyright 
symbol ©, followed by the name of the copyright owner and the year of first 
publication, e.g. © Jane Citizen 2005. 

7.2.2 Include a copyright statement on the Website.  You should remind people 
accessing material on your Website that it is subject to copyright and moral rights. 
State clearly what is covered and outline a policy to respond to reported 
infringements, referring to your “Terms of Use” where appropriate.  If you intend 
reporting activity to copyright owners then you should be careful to fully disclose 
this intention to use information gathered from people using your Website. 

7.2.3 Content Hosts should include a clearly stated “Terms of Use”. It is always 
advisable to include clearly stated “Terms of Use” on a Website.  These Terms of 
Use should be displayed and agreed to by end users before they view the Visual 
Art.  End users should click an “Accept” button to indicate their acceptance to be 
bound by the Terms of Use.   

7.2.4 Rights management strategy. These Guidelines recommend that it is best practice 
to keep track of copyright clearances for material on your Website by implementing 
a rights management strategy. This may be as simple as an inventory of all Visual 
Art works on the Website, and their copyright notice. Generally speaking, the more 
elaborate your website architecture, the more elaborate your rights management 
tools should be. For example, a database-driven Website which displays from a 
database should also store copyright information on that database and provide 
summary reports. Some rights holders may, as a condition of the clearance, may 
require you to report activity, and in a particular file format. 

8 Technological considerations regarding images and their display  

8.1 Keep images files to a minimum display size. It is not currently possible to completely 
protect images on the Internet against being copied. For example it is extremely difficult to 
guard against ‘screenshots’ (a ‘snapshot’ image of the screen). Therefore by far the most 
important consideration is image size (as opposed to file size). A small image will reduce 
the utility of an image if it is misappropriated. Preferred sizing of a thumbnail image is 
between 100-150 pixels width, with a larger image of perhaps no more than 500 pixels. If 
appropriated, such an image would provide poor print quality if unauthorised reproduction 
was attempted.  

8.2 Display images in actual size. As a general rule, the resolution of image files should be the 
minimum required for online display (72.dpi). More importantly, image files should always 
be displayed actual size, 1:1 ratio - that is, 1 square pixel of a given image rendering as 1 
square pixel on screen; e.g. a 200 pixel space on a webpage should be filled by a 200 pixel 
image file. Web pages can constrain the display size of an image to the space (or 
attributes) allotted to it. The use of some software authoring programs (such as Microsoft 
Word) may result in large image files inadvertently being used Online. Apart from the 
needless extra bandwidth, the availability of larger images increases the risk, scale and 
severity of infringements.  

8.3 Consider copy protection. It is almost impossible to completely prevent users from making 
copies of images displayed Online. This is a risk that needs to be considered by all 
copyright holders when granting permission for Online use. While it may not be possible to 
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deter a determined individual involved in the unauthorised duplication, a responsible 
approach would seek to prevent ‘casual copying’ by any readily available means including: 

8.3.1 disable ‘right click functionality: prevents an image being saved via use of the 
contextual menu. A common javascript will provide at least a basic protection 
against the novice user.2  

8.3.2 image protection software: prevents ‘right click functionality’ as mentioned above in 
addition to other protections. A list of these programs (which usually require 
purchase) may be found on the art.net.au copyright page.3 

8.4 Consider other Digital Rights Management (DRM) tools:4  

8.4.1 Encryption of large images (server technologies). Some software keeps large 
image files securely on a Web Server and only downloads partial or reduced 
images at a time. If extremely detailed images are needed then these technologies 
might provide some protection.  

8.4.2 Photo watermarking. This protection has the advantage that it can be automatically 
added to images served by a database-driven website.  However, limitations 
include: 

8.4.2.1 watermarks do not always protect against a detail or partial (cropped) use 
of a large image;  

8.4.2.2 watermarking may not be viable for very small (thumbnail) images due to 
severe aesthetic impact, an obfuscation which might itself infringe moral 
rights; and 

8.4.2.3 simple watermarks can be ‘touched out’ by expert visual editing programs. 
8.4.3 Digital watermarking (also called data embedding and information hiding). A data 

pattern inserted into a digital image that identifies the file's copyright information 
(author, rights, etc.). The actual bits representing the watermark are often 
scattered throughout the file in such a way that they cannot be identified and 
manipulated. Primarily for investigative use, this type of watermark must be robust 
enough so that it can withstand normal changes to the file, such as reductions file 
compression or trimming.  

8.4.4 Image metadata authoring. Some software allows the insertion of copyright 
information and other text in the metadata attached to each image file.  

8.5 Ensure the preservation of any metadata attached to any of the files on your Website. 
There are civil remedies and criminal penalties under the Copyright Act against people who 
intentionally remove Electronic Rights Management information. 

                                                 
2 Example scripts can be found at: hotscripts.com: http://www.hotscripts.com/Detailed/59530.html 
dynamicdrive.com: http://www.dynamicdrive.com/dynamicindex9/noright3.htm 
3 http://www.art.net.au/copyright.asp 
4 A list of these resouces may be found at http://www.art.net.au/copyright.asp and by searching the Internet  
for key words such as DRM, DRE (Digital Rights Enforcement), watermarking, etc.  
 

http://www.art.net.au
http://www.art.net.au/copyright.asp
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9 Selling Visual Art on the Net  

9.1 Website operators seeking to sell Visual Art Online should consult The Australian 
Guidelines for Electronic Commerce released by the Australian Government, which 
provides guidance on issues such as:  

Fair business practices 
Advertising and Marketing 
Disclosure of business identity and location 
Disclosure of contract terms and conditions 
Mechanisms for concluding contracts 
Privacy principles 
Use and disclosure of information relating to payment, security and authentication 
mechanisms5  

10 Responding to unauthorised use 

10.1 Infringement Notification and Take Down procedure. Your Website should contain a 
statement outlining how people should notify you of copyright violations and a procedure 
for dealing with notifications of infringements. Such a statement and procedure might 
include: 

10.1.1 contact details for any infringement notification; 

10.1.2 the information you require in any notification, including; 

10.1.2.1 a statement from the copyright owner (or their agent) who have a good 
faith belief that use of the material in the manner complained of is not 
authorized by the copyright owner, its agent, or the law. 

10.1.2.2 identification of the copyrighted work claimed to have been infringed, or, if 
multiple copyrighted works at a single Online Website are covered by a 
single notification, a representative list of such works at that site; 

10.1.2.3 identification of the material that is claimed to be infringing, or, to be the 
subject of infringing activity; 

10.1.2.4 contact information to permit you to contact the copyright owner or its 
agent, such as an address, telephone number, and email; and 

10.1.2.5 a ‘sworn’ statement that the information in the notification is accurate, and 
under penalty of perjury, that the notifier is authorised to act on behalf of 
the owner of an exclusive right that is allegedly infringed. 

10.1.3 an undertaking to immediately remove the material claimed to be infringing  
(pending the results of your investigation into the alleged infringement); and  

10.1.4 an undertaking to inform the copyright owner  (if they are not the party who 

                                                 
5 The Australian Guidelines for Electronic Commerce 
http://www.treasury.gov.au/contentitem.asp?NavId=&ContentID=1083 
Ebusiness guide 
http://www.cultureandrecreation.gov.au/ebusinessguide/ 
 



informed you of the infringement). Generally speaking, it is only the copyright 
owner who can take action against an infringer. 

10.2 If you detect or are informed of an unauthorised use of material obtained from your 
Website you should immediately implement your takedown procedure (which you will have 
outlined in your ‘Terms of Use’). Failure to act promptly in regard to a notification might 
influence how a court views your liability in regard to the infringement.  

10.3 If your Website is a Content Host which enables Content Providers to upload images for 
view by end users, then consideration should be given, in the case of proven infringement, 
to the introduction penalties against the offending party (irrespective of any legal action), 
which might take the form of pejorative labelling (via a qualitative rating system), 
suspension; or expulsion (termination of account).  

11 Useful References  

11.1 Organisations: 
Australian Copyright Council� www.copyright.org.au 
Arts Law Centre of Australia �www.artslaw.com.au 
Viscopy�www.viscopy.com 
Copyright Agency Limited (CAL)� http://www.copyright.com.au 
National Association for Visual Arts (NAVA): www.visualarts.net.au 

11.2 Guides & Publications:: 
‘B106v03 Websites & Copyright: A Practical Guide’, Australian Copyright Council  
ACC Information sheets: http://www.copyright.org.au/publications/infosheets.htm 
DCITA Guide to Digital Rights Management (DRM) 
Introduction to digital imaging (Getty) 

11.3 ICIP protocols: 
 Aboriginal and Torres Strait Islander Arts Board, Australia Council� 
Valuing Art, Respecting Culture � 
Artslaw - Indigenous Cultual & Intellectual Property (ICIP) 

11.4 Other resources: 
Wikipedia - Digital Rights Management� 
Creative Commons� 
Adelphi Charter (a charter on copyright and IP policy)� 
The Dublin Core Metadata Initiative� 
Open Digital Rights Language (ODRL) Initiative 
indecs ™ putting metadata to rights 
DOI System for identifying content in the digital environment� 
a Special Guide to DRM and Software Activation Tools 
an overview of Protection Technologies by Roger Clark 

11.5 Scripts: 
hotscripts.com offers a number of scripts - an example� 
dynamicdrive.com offers a number of scripts - an example 

11.6 Software – copy protection: 
Secure Image & Copysafe Pro� 
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Digimarc ImageBridge � 
MarkAny Image Watermarking� 
SysCoP®: System for Copyright Protection� 
Digital Rights Management Solutions� 
eRights Suite - generate revenue from digital assets 

11.7 Software – image encryption: 
zoomserver� 
MediaRich Image Server 

11.8 e-commerce, security, spam: 
The Australian Guidelines for Electronic Commerce 
DCITA Guide to eBusiness 
Internet Industry Association security portal 
Australian Communications Authority 

Displaying Visual Art on the Internet 13

http://www.yawah.com/ga/zoomserver1.html
http://www.equilibrium.com/Internet/Equil/Products/index.htm
http://www.treasury.gov.au/contentitem.asp?NavId=&ContentID=1083
http://www.cultureandrecreation.gov.au/ebusinessguide
http://www.art.net.au/www.security.iia.net.au
http://www.acma.gov.au/ACMAINTER.65636:STANDARD::pc=PC_2008

	Background
	1.1 The purpose of these Guidelines is to codify the best practice for the reproduction and communication of Visual Art via digital distribution methods in Australia, whether such reproduction or communication is for commercial purposes or otherwise.
	1.2 Nothing in these guidelines modifies the force or effect of the laws of copyright or moral rights as amended from time to time. 
	1.3 These guidelines recognise and provide for the protection of Indigenous Cultural and Intellectual Property (ICIP) as all objects, sites and knowledge, the nature or use of which has been transmitted or continues to be transmitted from generation to generation, and which is regarded as pertaining to a particular Indigenous group or its territory. The heritage of an Indigenous people is a living one and includes objects, knowledge, literary and artistic works which may be created in the future based on that heritage.
	1.4 While these guidelines accord with the laws of Australia at the date of publication, certain methods of best practice prescribed, including the recognition of ICIP, are yet to gain the force of law. 

	2 Objectives  - Who are these guidelines for?
	2.1 These guidelines are for people who reproduce and communicate Visual Art Online, including Website owners and developers and Content Hosts.
	2.2 The purpose of these guidelines is to:
	2.2.1 facilitate legal compliance of Website owners and developers and Content Hosts who reproduce and communicate Visual Art on the Internet; 
	2.2.2 promote the adoption of responsible practices for dealing with the reproduction and communication of Visual Art on the Internet which protect and respect the owners of rights in Visual Art; and
	2.2.3 provide effective procedures to control, monitor and prosecute the unauthorised use of Visual Art on the Internet.


	3 Terms
	3.1 Communicate  means make available online or electronically transmit (whether over a path, or a combination of paths, provided by a material substance or otherwise) a work or other subject-matter, including a performance or live performance within the meaning of this Act.”
	3.2 Content Host means a provider of Online services including, but not limited to, Websites, blogs, portals, e-commerce facilities.
	3.3 Content Provider means a person or entity that uploads digital content, including reproductions of Visual Art, to be communicated Online. 
	3.4 Indigenous means Australian Aboriginal and Torres Strait Islander peoples.
	3.5 Indigenous Cultural and Intellectual Property (ICIP) means:
	3.5.1 all objects, sites and knowledge; 
	3.5.2 the nature or use of which is transmitted from generation to generation and/or documented by any person; and
	3.5.3 pertaining to a particular Indigenous group or its territory.

	3.6 ISP means Internet service provider.
	3.7 Online means any kind of communication on any digital distribution network, including but not limited to, the Internet.
	3.8 Visual Art means:
	3.8.1 ‘artistic works’ as defined in the Copyright Act 1968 (Cth) as amended from time to time including painting, drawing, engraving, sculpture, photography or work of artistic craftsmanship; and 
	3.8.2 all other visual art forms including digital multimedia practice.

	3.9 Web means the World Wide Web.
	3.10 Web Browser means the software application used to locate and display Web pages including, but not limited to Netscape, Internet Explorer, Mozilla, Firefox, Safari and Opera.
	3.11 Website means a set of interconnected Web pages, usually including a homepage, generally located on the same Web Server, prepared and maintained as a collection of information by a person, group, or organization.
	3.12 Web Server means a computer on the Web (connected to the Internet Backbone) that stores hypertext mark-up language (HTML) documents that can be retrieved via a Web Browser.

	4 Intellectual Property Rights and Visual Art
	4.1 Copyright in Visual Art is a legal protection of original artistic works, films, musical works, literary works, sound recordings broadcasts and published editions, including painting, drawing, photography, sculpture, mixed media, multimedia and video art. Copyright protects the form or way an idea or information is expressed, rather than the idea or information itself. Owners of copyrights in Visual Art generally have the exclusive rights to reproduce, publish, communicate and license the works which underlie the piece of Visual Art. A common misconception about Visual Art is that the owner of a work automatically owns the copyright in that work.  Usually this is not the case and the Visual Artist retains ownership of the copyright in Visual Art Works. The owner of a work may or may not own the copyright/s in that work.  For more information see Australian Copyright Council’s Online Information Centre: www.copyright.org.au
	4.2 Moral rights are personal rights individual creators have in relation to works or films they have created. There are also moral rights for performers in their live performances (so far as the performance consists of sounds) and sound recordings of those lives performances. Moral rights cannot be sold, licensed or given away like copyrights. They are specifically: (i) the right to attribution; (ii) the right against false attribution; and (iii) the right of integrity. Moral rights are discussed in further detail in section 6, below. 
	4.3 ICIP rights are not yet recognised under Australian law. For the purposes of these guidelines, the term has the meaning set forth in section 1.3. 

	5 Visual Art Online – Potential Intellectual Property Liability
	5.1 Commercial Art Galleries & Auction Houses.  Galleries usually have a direct relationship with the copyright owner of Visual Art reproduced and communicated Online. In these instances, it is usually possible and highly advisable for Website owners to ensure that galleries have permission to reproduce and communicate Visual Art Online. Even if this is not the case when secondary resellers and auctioneers are reproducing and communicating Visual Art Online, Website owners must ensure that the copyright owners have granted the necessary permissions to reproduce and communicate that Visual Art on the Websites.  Viscopy has blanket agreements with many auction houses for the reproduction in catalogues and communication on the Internet of Visual Art works.
	5.2 Artist Websites. Artist run Websites are usually maintained by artists, who in most cases, own the copyright/s in the Visual Art.
	5.3 Non-commercial Visual Art Websites. Non-commercial Visual Art Websites include research based art historical sites, educational sites (university courses etc) and reference database sites (such as Wikipedia). Generally speaking, copyright permissions must still be sought for Online reproduction and communication of Visual Art. In certain very limited cases, the Copyright Act allows someone to engage in “fair dealing” with copyright material for the purpose of criticism or review and parody or satire without the copyright owner’s permission.  Additionally, permission is not required if the limited “special case” exception for libraries, archives, collecting institutions and educational institutions applies.
	5.4 Content Hosts - Art portals and Online auction services. These services include networked art auction Websites (such as eBay), art blogs, art portals and bulletin boards.  The common characteristic of these content hosts is the storage, reproduction and communication of Visual Art Online at the direction of a content provider. These Websites:
	5.4.1 generally do not have direct relationships with the copyright owners of Visual Art reproduced or communicated Online; 
	5.4.2 may be liable for infringements of copyright for material they reproduce or communicate without permission of the copyright owner, and therefore these Websites must take all possible steps to ensure appropriate copyright clearances have been granted; and
	5.4.3 should take reasonable steps to prevent infringement. The Copyright Act states that a person who authorises an infringement may be liable, in addition to the person who does the infringing act. ‘Authorise’ means ‘sanction, approve, countenance’.  Three matters are taken into account when considering liability for authorisation:
	5.4.3.1 the extent (if any) of the person’s power to prevent the doing of the act concerned;
	5.4.3.2 the nature of any relationship existing between the person and the person who did the act concerned;
	5.4.3.3 whether the person took any reasonable steps to prevent or avoid the doing of the act, including whether the person complied with any relevant industry codes of practice.

	5.4.4 do not have access to ‘safe harbour’ protections (a limitation of liabilities in respect to financial damages) that are available to ISPs. Generally ISPs are not liable for communicating material to the public via their networks if they are not responsible for determining the content of that material.  Seek legal advice if you are unsure whether you qualify as an ISP.


	6 Getting clearances 
	6.1 Copyright: 
	6.1.1 Identify the owner of the copyrights in the Visual Art. Clearances for the reproduction or communication of the Visual Art Online can only be granted by the owner of the copyright/s in the underlying works in the Visual Art.
	6.1.1.1 The owner of a Visual Art work may or may not own the copyright in that Visual Art work. If the Visual Art work is held in an art gallery or museum, then that institution may be able to assist you contacting the copyright owner.
	6.1.1.2 There are copyright collecting societies for visual artists that can license certain Visual Art works on behalf of artists they represent. In some cases, they may be able to grant a “blanket license” to use all Visual Art works they control for use on a Website. This license may include Visual Art works from overseas owners, if the society has reciprocal agreements with copyright collecting societies in other countries.

	6.1.2 Ensure appropriate clearances have been acquired for copyright works. Content Hosts should develop procedures to ensure that any Content Providers uploading art images have obtained the appropriate permissions. Increasingly, Visual Artists are entering into licensing agreements with third parties wishing to reproduce of reproduce Visual Art in return for a royalty fee.  Visual Art collecting societies including Viscopy license Visual Art works on behalf of the artists they represent, grant blanket licenses for their members’ Visual Art works for use on Websites and have reciprocal agreements with visual art collecting societies in other countries.
	6.1.2.1 The best method is for Content Hosts require certain warranties and indemnification from Content Providers when entering into a hosting arrangement. Sample warranties and indemnities that can be incorporated into a content hosting agreement are as follows:
	1. Warranty: 
	a. Content Provider warrants that:
	i.  Content Provider owns, or has a license to use, all rights necessary to reproduce and communicate each image uploaded to the Website under the terms of this Content Hosting Agreement; and
	ii. Content Hosts’ reproduction and communication to the public of the images will not infringe any rights of any third party.
	b. Content Provider must inform Content Host and immediately remove any image from the Website if Content Provider becomes aware that Content Provider ceases, or is likely to cease to have any and all rights necessary to reproduce and communicate each image uploaded to the Website under the terms of this Content Hosting Agreement.
	2. Indemnity:
	a. Content Provider indemnifies Content Host against all expenses, losses, damages and costs (on a solicitor and own basis and whether incurred by or awarded against Content Host) which Content Host may sustain or incur as a result, whether directly or indirectly, of:
	i. any breach of this Content Hosting Agreement or the warranties contained herein by the Content Provider including, but not limited to, a breach, in respect of which Content Host exercises an express right to terminate this Agreement;
	ii. any claim by any person arising out of a breach of any of the warranties  contained in Clause 1; or
	iii. any other willful, unlawful or negligent act or omission by the Content  Provider.

	3. Suspension and Termination of Services:
	a. Content Host may suspend Content Provider’s access to upload images to the Website if:
	i. reproduction or communication of the images uploaded are likely to expose Content Host to any liability as a result of any breach of any law or any third party rights; or
	ii. the Content Provider otherwise breaches this Content Hosting Agreement.

	b. Suspension of services pursuant to clause 3(a) shall continue until such breach is remedied; provided, if such breach is not remedied within [x] days of the suspension, Content Host may terminate the Content Hosting Agreement in accordance with clause 3(c).
	c. Content Host may terminate the Content Hosting Agreement in the event that:
	i. Content Provider breaches the warranty provided in clause 1 above; or
	ii. Content Provider fails to remedy any breach as provided in clause 3(b).

	4. Disclosure of Unauthorised Use:  
	Content Provider agrees to immediately inform Content Host of any unauthorised use of any of the images uploaded on the Website by any person.


	6.1.2.2 Content Providers should also agree to an undertaking each and every time they upload a reproduction of a Visual Art work under which Content Providers warrant that those uploading reproductions of Visual Art have all rights necessary to upload, reproduce and communicate the Visual Art Online.  A sample undertaking follows:
	Undertaking
	I acknowledge that the image I am uploading on this Website is protected under copyright and moral rights laws. I hereby agree that I own, or have all rights necessary, to upload, reproduce and communicate this image to the public and warrant that the reproduction and communication of these images on this Website does not infringe the rights of any third party.



	6.2 Moral Rights are separate to copyrights and do not require a ‘clearance’. Moral rights can not be waived, although moral rights holders can consent to moral rights infringements in specific circumstances. These guidelines recommend that it is not appropriate to seek consents to moral rights infringements from artists. When reproducing or communicating Visual Art Online, it is important to comply with the moral rights of the artist including:
	6.2.1 the right to attribution: This involves crediting the artist with the Visual Art; 
	6.2.2 the right against false attribution: This means that the Visual Art cannot be credited to someone who is not the artist; and
	6.2.3 the right of integrity:  This means that this means that an artist’s Visual Art must not be used in a way that would harm the artist’s honour or reputation. 

	6.3 Indigenous Cultural and Intellectual Property (ICIP) is separate from copyright and does not legally require a ‘clearance’. However, if an artist or gallery, exhibitor or publisher intends to reproduce or communicate a work that includes or refers to Indigenous objects, knowledge or works, then there should be an acknowledgement of ICIP by ensuring:
	6.3.1 the appropriate attribution is given to indigenous groups where appropriate; and
	6.3.2 the integrity of the work is respected by observing relevant Indigenous cultural protocols. 


	7 Considerations when creating a Visual Art Website
	7.1 Copyright, moral rights and ICIP issues should be addressed early in the process of planning your Visual Art Website and considering your business model. The adoption of a best practice approach at the planning stage will reduce the likelihood of legal problems later on. Some useful resources are listed at the end of this document and include The Guide to Digital Rights Management (DRM) written for the Commonwealth Department of Communications, Information Technology and the Arts (DCITA).
	7.2 Practical steps for controlling unauthorised use of Visual Art Online include:
	7.2.1 Include a copyright notice for all images used. The notice consists of the copyright symbol ©, followed by the name of the copyright owner and the year of first publication, e.g. © Jane Citizen 2005.
	7.2.2 Include a copyright statement on the Website.  You should remind people accessing material on your Website that it is subject to copyright and moral rights. State clearly what is covered and outline a policy to respond to reported infringements, referring to your “Terms of Use” where appropriate.  If you intend reporting activity to copyright owners then you should be careful to fully disclose this intention to use information gathered from people using your Website.
	7.2.3 Content Hosts should include a clearly stated “Terms of Use”. It is always advisable to include clearly stated “Terms of Use” on a Website.  These Terms of Use should be displayed and agreed to by end users before they view the Visual Art.  End users should click an “Accept” button to indicate their acceptance to be bound by the Terms of Use.  
	7.2.4 Rights management strategy. These Guidelines recommend that it is best practice to keep track of copyright clearances for material on your Website by implementing a rights management strategy. This may be as simple as an inventory of all Visual Art works on the Website, and their copyright notice. Generally speaking, the more elaborate your website architecture, the more elaborate your rights management tools should be. For example, a database-driven Website which displays from a database should also store copyright information on that database and provide summary reports. Some rights holders may, as a condition of the clearance, may require you to report activity, and in a particular file format.


	8 Technological considerations regarding images and their display 
	8.1 Keep images files to a minimum display size. It is not currently possible to completely protect images on the Internet against being copied. For example it is extremely difficult to guard against ‘screenshots’ (a ‘snapshot’ image of the screen). Therefore by far the most important consideration is image size (as opposed to file size). A small image will reduce the utility of an image if it is misappropriated. Preferred sizing of a thumbnail image is between 100-150 pixels width, with a larger image of perhaps no more than 500 pixels. If appropriated, such an image would provide poor print quality if unauthorised reproduction was attempted. 
	8.2 Display images in actual size. As a general rule, the resolution of image files should be the minimum required for online display (72.dpi). More importantly, image files should always be displayed actual size, 1:1 ratio - that is, 1 square pixel of a given image rendering as 1 square pixel on screen; e.g. a 200 pixel space on a webpage should be filled by a 200 pixel image file. Web pages can constrain the display size of an image to the space (or attributes) allotted to it. The use of some software authoring programs (such as Microsoft Word) may result in large image files inadvertently being used Online. Apart from the needless extra bandwidth, the availability of larger images increases the risk, scale and severity of infringements. 
	8.3 Consider copy protection. It is almost impossible to completely prevent users from making copies of images displayed Online. This is a risk that needs to be considered by all copyright holders when granting permission for Online use. While it may not be possible to deter a determined individual involved in the unauthorised duplication, a responsible approach would seek to prevent ‘casual copying’ by any readily available means including:
	8.3.1 disable ‘right click functionality: prevents an image being saved via use of the contextual menu. A common javascript will provide at least a basic protection against the novice user. 
	8.3.2 image protection software: prevents ‘right click functionality’ as mentioned above in addition to other protections. A list of these programs (which usually require purchase) may be found on the art.net.au copyright page.

	8.4 Consider other Digital Rights Management (DRM) tools: 
	8.4.1 Encryption of large images (server technologies). Some software keeps large image files securely on a Web Server and only downloads partial or reduced images at a time. If extremely detailed images are needed then these technologies might provide some protection. 
	8.4.2 Photo watermarking. This protection has the advantage that it can be automatically added to images served by a database-driven website.  However, limitations include:
	8.4.2.1 watermarks do not always protect against a detail or partial (cropped) use of a large image; 
	8.4.2.2 watermarking may not be viable for very small (thumbnail) images due to severe aesthetic impact, an obfuscation which might itself infringe moral rights; and
	8.4.2.3 simple watermarks can be ‘touched out’ by expert visual editing programs.

	8.4.3 Digital watermarking (also called data embedding and information hiding). A data pattern inserted into a digital image that identifies the file's copyright information (author, rights, etc.). The actual bits representing the watermark are often scattered throughout the file in such a way that they cannot be identified and manipulated. Primarily for investigative use, this type of watermark must be robust enough so that it can withstand normal changes to the file, such as reductions file compression or trimming. 
	8.4.4 Image metadata authoring. Some software allows the insertion of copyright information and other text in the metadata attached to each image file. 

	8.5 Ensure the preservation of any metadata attached to any of the files on your Website. There are civil remedies and criminal penalties under the Copyright Act against people who intentionally remove Electronic Rights Management information.

	9 Selling Visual Art on the Net 
	9.1 Website operators seeking to sell Visual Art Online should consult The Australian Guidelines for Electronic Commerce released by the Australian Government, which provides guidance on issues such as: 
	Fair business practicesAdvertising and MarketingDisclosure of business identity and locationDisclosure of contract terms and conditionsMechanisms for concluding contractsPrivacy principlesUse and disclosure of information relating to payment, security and authentication mechanisms 

	10 Responding to unauthorised use
	10.1 Infringement Notification and Take Down procedure. Your Website should contain a statement outlining how people should notify you of copyright violations and a procedure for dealing with notifications of infringements. Such a statement and procedure might include:
	10.1.1 contact details for any infringement notification;
	10.1.2 the information you require in any notification, including;
	10.1.2.1 a statement from the copyright owner (or their agent) who have a good faith belief that use of the material in the manner complained of is not authorized by the copyright owner, its agent, or the law.
	10.1.2.2 identification of the copyrighted work claimed to have been infringed, or, if multiple copyrighted works at a single Online Website are covered by a single notification, a representative list of such works at that site;
	10.1.2.3 identification of the material that is claimed to be infringing, or, to be the subject of infringing activity;
	10.1.2.4 contact information to permit you to contact the copyright owner or its agent, such as an address, telephone number, and email; and
	10.1.2.5 a ‘sworn’ statement that the information in the notification is accurate, and under penalty of perjury, that the notifier is authorised to act on behalf of the owner of an exclusive right that is allegedly infringed.

	10.1.3 an undertaking to immediately remove the material claimed to be infringing  (pending the results of your investigation into the alleged infringement); and 
	10.1.4 an undertaking to inform the copyright owner  (if they are not the party who informed you of the infringement). Generally speaking, it is only the copyright owner who can take action against an infringer.

	10.2 If you detect or are informed of an unauthorised use of material obtained from your Website you should immediately implement your takedown procedure (which you will have outlined in your ‘Terms of Use’). Failure to act promptly in regard to a notification might influence how a court views your liability in regard to the infringement. 
	10.3 If your Website is a Content Host which enables Content Providers to upload images for view by end users, then consideration should be given, in the case of proven infringement, to the introduction penalties against the offending party (irrespective of any legal action), which might take the form of pejorative labelling (via a qualitative rating system), suspension; or expulsion (termination of account). 

	11 Useful References 
	11.1 Organisations:Australian Copyright Council  www.copyright.org.auArts Law Centre of Australia  www.artslaw.com.auViscopy www.viscopy.comCopyright Agency Limited (CAL)  http://www.copyright.com.auNational Association for Visual Arts (NAVA): www.visualarts.net.au
	11.2 Guides & Publications::‘B106v03 Websites & Copyright: A Practical Guide’, Australian Copyright Council ACC Information sheets: http://www.copyright.org.au/publications/infosheets.htmDCITA Guide to Digital Rights Management (DRM)Introduction to digital imaging (Getty)
	11.3 ICIP protocols: Aboriginal and Torres Strait Islander Arts Board, Australia Council Valuing Art, Respecting Culture  Artslaw - Indigenous Cultual & Intellectual Property (ICIP)
	11.4 Other resources:Wikipedia - Digital Rights Management Creative Commons Adelphi Charter (a charter on copyright and IP policy) The Dublin Core Metadata Initiative Open Digital Rights Language (ODRL) Initiativeindecs ™ putting metadata to rightsDOI System for identifying content in the digital environment a Special Guide to DRM and Software Activation Toolsan overview of Protection Technologies by Roger Clark
	11.5 Scripts:hotscripts.com offers a number of scripts - an example dynamicdrive.com offers a number of scripts - an example
	11.6 Software – copy protection:Secure Image & Copysafe Pro Digimarc ImageBridge  MarkAny Image Watermarking SysCoP®: System for Copyright Protection Digital Rights Management Solutions eRights Suite - generate revenue from digital assets
	11.7 Software – image encryption:zoomserver MediaRich Image Server
	11.8 e-commerce, security, spam:The Australian Guidelines for Electronic CommerceDCITA Guide to eBusinessInternet Industry Association security portalAustralian Communications Authority


