[image: image4.png]




PCT-SAFE 

Guide for 3rd Parties

Table of Contents

31.
Introduction

Purpose and Scope
3
Overview
3
2.
Guide for 3rd Parties
4
The business problem
4
Overview of PCT-SAFE
6
Overview of Part 7, Annex F and Basic Common Standard
8
Standalone Client vs. Enterprise version
9
Standalone Client
9
Enterprise Version
11
Key technologies used (XML, PKI etc)
12
XML
12
PKI
12
Transmission protocol
12
Workflow scenarios
13
Integration opportunities:
15
Current Integration opportunities – import XML request only
15
Current Integration opportunities – saving application in PDF format.
15
Future Integration opportunities – import of complete application
15
Future Integration opportunities - Command line integration
15
Benefits of Integrating with PCT-SAFE
16
Benefits to WIPO
16
Benefits to applicants
16
Benefits to 3 parties
16
Practical information:
17
PCT-SAFE Web site
17
Getting Started
17
Contact/Support Details
17



1. Introduction

Purpose and Scope

The purpose of this document is to describe, to potential 3rd parties, what WIPO’s PCT-SAFE software is and what opportunities there are for integrating other software into the product.

This document is limited to the PCT-SAFE product from WIPO.  It will introduce other products, such as WIPO’s PCT-SAFE Editor – a product that allows authoring of a PCT-SAFE application body in eXtendible Markup Language (XML) – however, the integration opportunities this document explores will be limited to PCT-SAFE only.

Overview

This Guide for 3rd Parties contains information on the following: 

Description of the Business Problem

Overviews of the Technical Standards; PCT-SAFE Software and the Key technologies used.

Integration Opportunites and Benefits and

Practical Information for further contact.
Guide for 3rd Parties

The business problem

The current business process of PCT application submission, focusing on the creation and submission of the application body document (one part of the application package), can be illustrated by the typical scenario presented below:

The applicant is a corporation that seeks international patent protection for an invention.  The PCT application is submitted for the applicant by an agent, a patent attorney.  The agent is assisted by a preparer who assembles the PCT application package for submission, and a preparer who writes the application documents.  The preparer is an assistant trained to work with PCT applications using a word processor or other 3rd party application tool and, optionally PCT-EASY software for managing PCT forms and applications.

In the case of a new invention that has not been patented at the national level, the applicant and Inventor create a description of the invention and send it (in one of any number of formats:  plain text, fax, word processor file, drawings--hardcopy or scanned) to the agent.  The agent writes legal claims and an abstract of the invention.  The preparer uses a word processor, or other 3rd party application tool, to compile and edit the description, claims, abstract and drawings into a single document.  This document is the PCT application body.

In most cases (over 90%), the invention has already been the subject of a national or regional patent application, and the applicant now seeks broader international patent protection.  The agent and preparer modify the previously submitted national application document (the “priority” document) to be compliant with PCT rules and instructions.  As with a new invention, the priority document can be in any number of formats, including paper, word processor file, and in some countries (increasingly) in XML.

The preparer completes the various PCT application forms using either a typewriter, word processor, other 3rd party application tool, or PCT-EASY software, resulting in a complete submission package (application body document + forms + optional floppy disk from PCT-EASY).  The agent reviews the package and submits it to the national receiving Office through the postal service.  

Figure 1 is a business use case diagram that shows the main activities of the current business process.
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Figure 1:  Business process of PCT application submission:  application body document creation as part of the PCT application package

Overview of PCT-SAFE

WIPO is developing a new product, PCT-SAFE, which will build upon the existing PCT-EASY software and give users an option to file international applications in completely electronic form, either using physical media (e.g. diskettes or CD-ROMs) or on-line over the Internet. The other filing options, i.e. filing an international application completely on paper or using the PCT-EASY software (the request form data and the abstract on diskette + the complete application on paper) will, of course, be maintained.

Current PCT-EASY software helps to prepare only the request form and abstract in electronic form; the application body (description, claims, abstract, drawings) must be created using other means and submitted on paper.  With the new PCT-SAFE software, the request form data will be prepared in a very similar way, and the main difference, as well as benefit, to PCT applicants will be the possibility to create and submit the complete application in electronic form.

PCT-SAFE software will include the PCT-SAFE Editor, an XML (eXtensible Mark-up Language) authoring tool for preparing the application body document in XML-format conforming to technical standard for electronic filing under the PCT.  With this easy-to-use, word processor-like tool the user can either prepare the complete application body within the XML authoring tool environment, or "import" documents that were created using a word processor.  PCT-SAFE guides the user through a number of easy-to-follow screens, each of which is geared to a particular aspect of the application.  As the electronic application is being completed, the system will validate the entered data and will present the user with a "traffic light" system, in PCT-EASY style. It will indicate fields which may be incorrectly or inconsistently completed and which may result in certain defects in the application. Users will also be asked to indicate if the application is to be filed using physical media (CD-ROM, diskette) or on-line. Depending on what is selected, the completed application can either be saved to media or electronically transmitted to the receiving Office.

Underlying the PCT-SAFE requirements is a two-fold technical standard that will ensure systems interoperability through the use of a common protocol and standardized data format using the Extensible Markup Language (XML) computer language. Furthermore, the software will be developed with an emphasis on component reuse, for example in the customization of existing electronic filing software.

To securely transmit international applications over the Internet, PCT-SAFE software relies on proven Public Key Infrastructure (PKI) technology which is widely employed to conduct financial and other e-commerce transactions. PCT-SAFE software ensures safe transmission of applications employing digital certificates, digital signatures and data encryption.

PCT applications are digitally signed before transmission to a PCT-SAFE server. A digital signature is a virtually non-forgeable transformation of data that permits, when used in conjunction with a digital certificate, verification of the origin and integrity of that data. Data encryption is carried out using Secure Sockets Layer (SSL) technology to ensure the confidentiality of the transmission. SSL also provides authentication services that automatically verify the party receiving the application data is valid, using digital certificates. PCT-SAFE servers will also encrypt all information they transmit back to the applicant.  The same requirements of authentication, integrity, confidentiality and non-repudiation also apply to the storage of electronically submitted applications.

Digital certificates can be obtained directly from WIPO, on-line, and from national intellectual property Offices.

Overview of Part 7, Annex F and Basic Common Standard

On January 7, 2002, the Administrative Instructions under the Patent Cooperation Treaty (PCT) were modified to add a new Part 7 and Annex F to the Administrative Instructions containing, respectively, the legal framework (Part 7) and technical standard (Annex F) necessary to enable the implementation of electronic filing and processing of international applications under the PCT.

Annex F and its appendixes contain the technical standard, including requirements, format and procedures, relating to the filing and processing, including exchange among PCT Offices and Authorities, of international applications and related documents and data.  The standard is meant to be applied to the creation and exchange of electronic PCT documents throughout the PCT process, covering electronic international application (IA) document format, structure and requirements; electronic IA submission packaging and transmission; and rules and guidelines for the use of the standard throughout the PCT process.

The Basic Common Standard defines the minimum standard an international application must meet in order to guarantee acceptance, by any receiving Office that accepts the filing of such applications in electronic form.  Use of the basic common standard is not mandatory for applicants, but the receiving Office must accept applications that comply with it.

Standalone Client vs. Enterprise version

The PCT-SAFE software is offered in two different variants - a standalone version and an Enterprise version.

Standalone Client

The standalone client has all of the components described in the following sections installed on each computer.  There is no networked communication between individually installed clients in this instance.  The completed, valid application is signed using the user’s digital certificate (for more information, refer to section…..) and is transmitted to the receiving Office from the individual computer.  The computer must have access to the Internet to allow transmission to take place.

PCT-SAFE File Manager

This is ‘system’ component.  It is designed in a way to allow the insertion of different user interface formats allowing the user to complete different PCT documents.  This component contains ‘sub components’ allowing documents to be both signed and submitted to the chosen receiving Office.  The buttons on the left hand side of the window represent the workflow that needs to take place during the preparation and submission of an application.
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Figure 2 - PCT-SAFE File Manager

PCT ‘plug-in’

This comprises the software that allows the applicant to complete the PCT international application.  In the future, further ‘plug-ins’ will be introduced to allow creation of the Demand form and a General Purpose Correspondence form.  The PCT ‘plug in’ is accessed using the ‘PCT Procedure’ button shown in Figure 1 above.
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Figure 3 - Open application in PCT-SAFE 'plug in'

FOP – Formatting Objects Processor

From http://xml.apache.org/fop/ : “FOP (Formatting Objects Processor) is the world's first print formatter driven by XSL formatting objects (XSL-FO) and the world's first output independent formatter. It is a Java application that reads a formatting object (FO) tree and renders the resulting pages to a specified output.”  In the PCT-SAFE application, FOP is used to render pdf documents from XML input.  In the current, paper submission, fees are determined by number of pages in the application.  FOP allows for consistent page counting in the electronic application to ensure that fees are determined correctly.  FOP will be utilized on both client and server side of the PCT-SAFE system – ensuring consistency throughout the application submission process.  The output – pdf files – allow for archiving of applications in a standard format – ensuring that, in the future, applications are still accessible in their ‘final’ format.

Firebird database engine

PCT-SAFE uses Firebird as its database.  From http://firebird.sourceforge.net – “As it stands today, Firebird 1.0 is an improved version of the InterBase® 6.0 engine released by Borland software. InterBase® is an open source relational database that runs on Linux, Windows, and a variety of Unix platforms. It is the same commercial database that Motorola, Nokia, Boeing, and the Boston Stock Exchange have used for many years. InterBase® offers excellent concurrency, high performance, and a powerful language for stored procedures and triggers. Since 1985 InterBase® has provided the strength of a powerful, high performance, proven architecture with the sophisticated technology applications need to be successful”.

Enterprise Version

The enterprise version of PCT-SAFE is designed as a client/server application.  The ‘client’ – installed on individual computers, accesses all data stored at the server level.  The File Manager and PCT-SAFE ‘plug in’ reside on the ‘client’ machine; with FOP and the database engine residing on the ‘server’ machine.  The server allows for different accesses to data depending on the user level of each client.  All documents are rendered using FOP on the server, thus keeping the client as thin as possible.  The signing functionality of the application takes place on the individual machine due to the necessity of using each individual user’s digital certificate.

Key technologies used (XML, PKI etc)

XML

The key technology that WIPO has used for PCT-SAFE is XML.  This provides the opportunity to define a single standard for all required data, regardless of the data source.  Annex F, Appendix I contains the XML DTDs used for the electronic exchange of international application documents as defined in Annex F.  With the DTDs being developed and accepted by the WIPO member states, it is envisaged that conformance to the standards allows acceptance and production of electronic documents and data in a consistent format that permits sharing between applicants and Offices, and among Offices, with no loss of information.

Further information on the XML DTDs can be found at:
http://www.wipo.int/pct-safe/en/xml/xml_canon.htm
PKI

Annex F (the technical standard) specifies the use of a PKI as the method of providing secure on-line document exchange.  To securely transmit international applications over the Internet, PCT-SAFE software relies on proven Public Key Infrastructure (PKI) technology which is widely employed to conduct financial and other e-commerce transactions.

Further information on PKI can be found at:
 http://www.articsoft.com/wp_pki_intro.htm
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214299,00.html
Transmission protocol

The transmission protocol has been created to further standardize on the way the data is transmitted between client and server.  The protocol is designed to support HTTP communications over and SSL tunnel for all PKI based electronic filing solutions ind includes the following capabilities:

· It enables large applications to be transmitted via multiple HTTP post actions to address reliability and integrity issues

· It enables efficient error detection and correction

· It enables offices to control optimal transaction size

Although currently, the protocol is only being utilized between applicants and receiving Office, it is envisaged that the same protocol will be used in the future for all other Office-to-Office and designated Office communication sectors.

Workflow scenarios 

Typically, in a larger organization, a single person would not be responsible for the entire workflow of the preparation, validation, signing and submission of a PCT application.  The following table describes the different functions performed and who, within an organization, might perform them.  The first column shows the area, within the PCT-SAFE File Manger where these functions would take place:

Template
Prepare request – encompassing the basic ‘meta’ data about the application – title, applicant information etc
applicant or paralegal using PCT-SAFE

Draft
Validate request – PCT-SAFE contains built in validation routines based on a ‘traffic light’ system.  After this validation routine has been completed, further input may be required to ensure the request is valid for submission.
paralegal using PCT-SAFE

Draft
Prepare application body (description, claims, abstract, drawings).  This task is normally performed outside of the PCT-SAFE software and the data is appended, using the software, to the final application.  The PCT-SAFE Editor is custom built software designed to create valid application body data.
applicant, inventor or attorney using PCT-SAFE Editor or other software e.g. MS Word.

Draft
Validate application body – If the applicant is using the PCT-SAFE Editor to create their application body, the application will generate valid data to be appended to the application.  However, if other software is used, then this is often a manual process.
PCT-SAFE Editor software user, or applicant, inventor or attorney

Ready to Sign
Sign application – before the application can be submitted electronically, it must be digitally signed.  
Inventor or attorney.

Ready to Submit
Submit to RO – a completed, valid application can then be submitted, either electronically over the Internet, or via physical media e.g. CD-ROM
applicant, inventor, attorney or paralegal

Submitted
View and print (if necessary) the receipt showing the international application number allocated to the application.
applicant, inventor, attorney or paralegal

Integration opportunities:

Current Integration opportunities – import XML request only

Currently, PCT-SAFE provides functionality to import pre-constructed XML requests into the client software.  If the request is created according to the technical standard for XML, the request may be imported into the PCT-SAFE software using the File -> Import -> XML from file option.  As soon as the request is imported into the software, it will be opened (as in section 2.4.1.2 above) and validated according to the PCT rules.  The application body (description, claims, abstract and drawings) can then be attached to complete the application.

Current Integration opportunities – saving application in PDF format.

It is possible to view and save all of the submitted application files - and print the PDF format - from the Submitted folder of PCT-SAFE.  By selecting the "By document" option from the "View field" pull-down menu at the top right hand corner in the Submitted folder, each of the submitted applications is listed and expandable. From here it is possible to view the elements of the submission in PDF format in the PCT-SAFE viewer, based on Adobe Acrobat reader, which also allows for the saving of the application in PDF form.

Future Integration opportunities – import of complete application

In a future release of PCT-SAFE, it is planned to extend the functionality offered above to allow a complete application (request + description, claims, abstract and drawings) to be imported into the PCT-SAFE software.  Where an application has been created using other PMS software – providing that the XML is compliant with the technical standard - it may be imported into PCT-SAFE to facilitate the signing and submission of the application.  There will be two possibilities for this function - all required files (XML request and application files) are zipped in a .zip archive; or all required files are contained within a single folder.

Implementation of this functionality is under consideration, please advise PCT-SAFE helpdesk if such functionality is of interest.

Future Integration opportunities - Command line integration 

Further opportunities for integration will exist when the above import options are made available from a command prompt.  Using the command level import, the user may perform the same two import capabilities, but without the need to open the PCT-SAFE software.  Obviously, this presents opportunities to process ‘batches’ of applications using simple command line functions. For example, the commands that will be required to import applications as described in section 2.7.3:

fmi.exe -xml mode=production username=Administrator password= filename=c:\fr.zip
fmi.exe -xml mode=production username=Administrator password=xx foldername=c:\fr

Implementation of this functionality is under consideration, please advise PCT-SAFE helpdesk if such functionality is of interest.

Benefits of Integrating with PCT-SAFE

Benefits to WIPO

Applications submitted using PCT-SAFE have had PCT business rules followed and validated at the source, which reduces follow up work and increases accuracy of applications.

The XML standard allows data to be utilized throughout the whole process, giving a decrease in data entry costs and effort.  This, in turn, helps to improve response times for WIPO.

Benefits to applicants

Applicants using PCT-SAFE to prepare their applications typically do not require a full working knowledge of PCT rules and regulations.  Obviously, with the validations built into PCT-SAFE, the software validates data as it is entered.  The result is lower effort required to create PCT compliant applications successfully - creating efficiency and timeliness in the application process.

It must be noted, that with the addition of the PSE (PCT-SAFE Editor) product – not only can the applicant create applications easily and effectively, but the Editor allows for the creation of application body data – from simple MS Word or other word processing sources – to further enhance application productivity.

Benefits to 3 parties

Given the publication and implementation of a standardized solution in PCT-SAFE, with little need for PCT expertise, 3rd parties are able to implement and maintain a PCT solution allowing the provision of added value to their clients.

Practical information:

PCT-SAFE Web site

More information regarding the PCT-SAFE products can be found on the PCT-SAFE web site at http://www.wipo.int/pct-safe/en/index.htm.

Getting Started

Software can be obtained, for evaluation purposes at this time, by contacting the PCT-SAFE Helpdesk via the email address listed above.  Alternatively, the software can be downloaded from the PCT-SAFE secure web site – access to which can be obtained by contacting the PCT-SAFE team at the address listed below.  Additionally, the following documents are available for download – Release Notes, User Guide and Quick Reference Guide.

Contact/Support Details

Further information regarding the PCT-SAFE products can be obtained by sending an email to PCTSafe.help@wipo.int
End of Document
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