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SomeSome playersplayers 
� ContentContent OwnersOwners 
� ContentContent NetworkNetwork OperatorsOperators 

 
� ContentContent ServiceService ProvidersProviders 

 
� SearchSearch EnginesEngines 

 
� ConsumersConsumers 
� BecomingBecoming anan onlineonline mediamedia mogulmogul 



ContentContent ServiceService ProvidersProviders 
� ProliferationProliferation ofof differentdifferent Internet-basedInternet-based contentcontent distributiondistribution channelschannels forfor A/VA/V contentcontent 

InternetInternet StreamingStreaming SitesSites (youTube,(youTube, DailyMotion,DailyMotion, etc)etc) 
VideoVideo on-demand/Digitalon-demand/Digital ToTo OwnOwn servicesservices (iTunes,(iTunes, Glowria,Glowria, SFSF Anytime,Anytime, etc)etc) 
P2PP2P downloadsdownloads (BitTorrent,(BitTorrent, in2movies,in2movies, etc)etc) 
P2PP2P StreamingStreaming (Joost,(Joost, etc)etc) 

� DifferentDifferent businessbusiness modelsmodels areare supportedsupported 
Ad-supportedAd-supported (free(free toto consumers)consumers) 
RentalsRentals 
SubscriptionsSubscriptions 
Download-to-ownDownload-to-own 

� Legal/CopyrightLegal/Copyright issuesissues 
� Exceptions/FairExceptions/Fair use/Leviesuse/Levies 
� RightRight Clearance/RemunerationClearance/Remuneration 
� ExhaustionExhaustion 
� Interoperability/LabellingInteroperability/Labelling 
� PrivacyPrivacy 



SearchSearch EnginesEngines 
�SearchSearch enginesengines areare primaryprimary mechanismsmechanisms forfor content/informationcontent/information discoverydiscovery onon thethe InternetInternet 
�SpecializedSpecialized videovideo searchsearch servicesservices representrepresent nextnext generationgeneration ofof searchsearch forfor A/VA/V contentcontent 
�CopyrightCopyright issuesissues –– otherother people’speople’s contentcontent 
�CurrentCurrent mechanismsmechanisms toto communicatecommunicate policiespolicies toto searchsearch enginesengines areare ineffectiveineffective 

�AreAre coarse-grainedcoarse-grained (typically(typically pagepage oror site-levelsite-level policies);policies); nono abilityability toto setset policypolicy byby specificspecific piecepiece ofof contentcontent 
�PolicyPolicy usageusage casescases areare limited;limited; needneed finerfiner expressionsexpressions ofof authorizedauthorized usageusage  

• Video
Search



NetworkNetwork OperatorsOperators 
�ConsumerConsumer demanddemand forfor higherhigher bandwidthbandwidth growinggrowing exponentiallyexponentially asas theythey switchswitch toto richerricher mediamedia (Text(Text toto AudioAudio toto Video)Video) 

�VideoVideo nownow representsrepresents 33%33% ofof allall InternetInternet traffictraffic
�InternetInternet videovideo isis 10001000 timestimes biggerbigger thanthan audioaudio

�InternetInternet videovideo qualityquality needsneeds toto improve,improve, isis expectedexpected toto evolveevolve toto DVD-DVD- qualityquality andand eventuallyeventually toto High-DefHigh-Def videovideo (which(which requiresrequires at-leastat-least 10x10x currentcurrent bandwidth)bandwidth) 
�NetworkNetwork operatorsoperators areare investinginvesting heavilyheavily toto buildbuild additionaladditional bandwidthbandwidth capacitycapacity 

�NeedNeed additionaladditional revenuerevenue streamsstreams (such(such asas IPTVIPTV contentcontent
servicesservices –– PVRPVR functionality)functionality) toto recouprecoup investmentinvestment
�IllegalIllegal p2pp2p traffictraffic hurtshurts networknetwork operatorsoperators byby forcingforcing
investmentsinvestments inin infrastructureinfrastructure whilewhile cannibalizingcannibalizing potentialpotential
revenuerevenue channelschannels suchsuch asas IPTVIPTV



CommunicationCommunication ChallengesChallenges 
�DifficultDifficult toto automateautomate communicationcommunication ofof

metadatametadata andand policypolicy acrossacross differentdifferent playersplayers
inin thethe legitimatelegitimate contentcontent ecosystemecosystem
�LackLack ofof standardizedstandardized ContentContent IdentifiersIdentifiers
�LackLack ofof standardizedstandardized expressionsexpressions ofof policypolicy
associatedassociated withwith contentcontent
�ExistingExisting methodsmethods toto recognizerecognize contentcontent (File(File
names,names, ID3ID3 tagstags etc)etc) areare notnot robustrobust
�PoliciesPolicies differdiffer overover time,time, geography,geography, contentcontent
owner,owner, contentcontent serviceservice provider,provider, etcetc



ContentContent IdentificationIdentification andand ResponseResponse 
AllAll constituentsconstituents inin thethe legitimatelegitimate contentcontent ecosystemecosystem willwill benefitbenefit fromfrom thethe followingfollowing capabilities:capabilities: 

 
� RobustRobust mechanismsmechanisms toto identifyidentify contentcontent 
� StandardizedStandardized expressionsexpressions ofof policy-basedpolicy-based responsesresponses whenwhen contentcontent isis identified;identified; WhitepaperWhitepaper publishedpublished byby DCIADCIA identifiesidentifies usageusage casescases forfor response:response: 

SubstitutingSubstituting oneone identifiedidentified filefile forfor aa differentdifferent versionversion ofof thethe 
filefile oror relatedrelated informationinformation 
EnablingEnabling aa transaction,transaction, authorizingauthorizing thethe useuse of,of, oror otherwiseotherwise 
monetizingmonetizing thethe particularparticular useuse ofof thethe filefile (through(through advertising,advertising, 
subscription,subscription, paidpaid downloaddownload oror otherother means)means) 
EnhanceEnhance experienceexperience byby enablingenabling accessaccess toto relatedrelated materialsmaterials 
AllowingAllowing oror blockingblocking thethe re-transmissionre-transmission ofof aa filefile 



ContentContent IdentificationIdentification TechnologiesTechnologies 
� MetadataMetadata 

IncludesIncludes globalglobal contentcontent identifiersidentifiers andand metadatametadata egeg ISANISAN 
� HashesHashes 

AA uniqueunique alphanumericalphanumeric stringstring basedbased onon thethe contentscontents ofof thethe file;file; changingchanging aa singlesingle bitbit changeschanges thethe hashhash 
� FingerprintsFingerprints 

AnAn identifieridentifier forfor aa digitaldigital filefile computed,computed, likelike aa hash,hash, basedbased onon thethe datadata inin thethe file.file. AudioAudio andand videovideo fingerprintsfingerprints resultresult fromfrom formulasformulas appliedapplied toto audioaudio andand videovideo datadata 
TwoTwo corecore components:components: aa methodmethod toto generategenerate fingerprints,fingerprints, andand aa methodmethod toto looklook atat aa pairpair ofof fingerprintsfingerprints andand reliablyreliably determinedetermine ifif thethe twotwo filesfiles thatthat werewere thethe sourcesource ofof thethe twotwo fingerprintsfingerprints representrepresent thethe samesame content.content. 

� WatermarksWatermarks 
IdentifiersIdentifiers thatthat areare embeddedembedded inin thethe videovideo oror audioaudio datadata atat somesome pointpoint inin thethe distributiondistribution chainchain 
WatermarksWatermarks tendstends toto bebe robustrobust andand survivesurvive commoncommon contentcontent transformationstransformations 

� Microsoft Patents "Stealthy Audio Watermarking"



ContentContent IdentificationIdentification TechnologiesTechnologies MainstreamMainstream andand commerciallycommercially deployed!deployed! 
 
� MetadataMetadata andand HashHash deploymentsdeployments 

p2pp2p networksnetworks forfor contentcontent discoverydiscovery 
“scanning“scanning services”services” thatthat helphelp filterfilter 

 
� FingerprintingFingerprinting deploymentsdeployments toto filterfilter contentcontent includeinclude ISPs,ISPs, Universities,Universities, Municipalities,Municipalities, andand UGCUGC sitessites 

 
� WatermarkingWatermarking DeploymentsDeployments includeinclude 

ForensicForensic marking:marking: “screener”“screener” DVD,DVD, IPTVIPTV STB,STB, etcetc 
PlaybackPlayback control:control: AACSAACS protectedprotected Blu-RayBlu-Ray andand HD-DVDHD-DVD discsdiscs 



ContentContent UsageUsage PolicyPolicy TechnologiesTechnologies 
ExamplesExamples include:include: 

 
� ACAPACAP 

AA “standard”“standard” mechanismmechanism toto communicatecommunicate policypolicy toto searchsearch enginesengines 
� CopyCopy ControlControl InformationInformation 

VariousVarious formsforms inin FTAFTA broadcastsbroadcasts andand Cable/SatelliteCable/Satellite systemssystems 
� SMPTESMPTE ExCCIExCCI 
� DVBDVB CPCMCPCM UsageUsage StateState InformationInformation 
� ProprietaryProprietary methodsmethods associatedassociated withwith DRMDRM schemesschemes 

UsuallyUsually partpart ofof thethe DRMDRM licenselicense 
� ProprietaryProprietary methodsmethods associatedassociated withwith contentcontent serviceservice providersproviders 

ServiceService specificspecific databasedatabase thatthat holdsholds rightsrights informationinformation basedbased onon commercialcommercial dealsdeals withwith contentcontent owners;owners; rightsrights notnot heldheld withwith contentcontent 



SummarySummary 
� AVAV contentcontent sectorsector isis involvedinvolved inin aa numbernumber ofof initiativesinitiatives thatthat willwill helphelp unlockunlock thethe potentialpotential ofof thethe onlineonline videovideo marketplacemarketplace byby helpinghelping contentcontent ownersowners andand contentcontent networknetwork operatorsoperators clearlyclearly communicatecommunicate andand enforceenforce authorizedauthorized usagesusages 

 
� AllAll thethe constituentsconstituents inin thisthis ecosystemecosystem havehave aapartpart toto playplay –– wewe thankthank themthem forfor theirtheir interestinterest inin participating,participating, andand looklook forwardforward toto continuedcontinued effortsefforts toto definedefine andand deploydeploy contentcontent identificationidentification andand policy-basedpolicy-based responseresponse infrastructuresinfrastructures 


