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Motion Picture Association

• Represents the interests of seven major
international film producers and distributors

• Is a charter member of ICANN DNSO Intellectual
Property Constituency (IPC)

• Is a member of the Copyright Coalition on
Domain Names

• Information on the MPAA: http://www.mpaa.org



Copyright owners objectives...

• Development of Internet activities
• The orderly development of domain space
• Need for safeguards



The problem:copyright
infringement on the Internet

Web sites which provide for:
• Illegal downloading of content on the Internet
• Copying of videos sold via the Internet
• Unlawful Internet re-transmission
• In 2000, more than 2,802 on-line auctions

infringed member company video rights
• More than 35,000 pirate web sites in the world



Copyright infringements

• Today, pirates are downloading an estimated
270,000 films a day using file-stealing
capabilities.

• According to some estimates, that number could
reach 1 million illegal movie downloads every
single day as early as this year.



Copyright enforcement (I)

• In 2000, 1964 letters were sent to ISPs requesting
the shut down of sites

• From January to mid February 2001, 439 letters
were sent

• Several hundred investigations have been opened
worldwide



Copyright enforcement (II)

• Article 14 of the E-commerce Directive foresees
notice and takedown procedures (similar
provisions in the US DMCA)

• Above all, speed is essential! Pirate web sites must
be taken down as soon as possible
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• Selling of hardware goods
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• Circumvention utilities devices



Yes, you can trade DVD movie files over the Internet, but be prepared, the
favorite movies you might be interested in downloading could be a
whopping four Gigabytes.  A file size that even most connection speeds
will have trouble completing in a reasonable amount of time.  

How to find/trade FREE DVD Movies online:
Because of the possible copyrighted nature the data, typical movies are not
available to the public for download.  Although, people gather online in
impromptu communities and trade these digital copies though one-to-one
file transfers. 

The forum for DVD encryption technology
share your DVD with the world 

DVD-Video, DVD-Audio, DVD-RAM/ROM.

Your DVD is encrypted with a 40-bit
algorithm. You can break the encryption
on any DVD-Video and copy the
contents of the DVD onto your hard
drive! Playing a DVD movie is no longer
for the software licensed elite.

File Community Software, the next generation... 

> Added DeCSS Verified Mirror List Database (02.06.00)
> NYC judge issues: Memorandum Opinion (02.02.00)
> WARNING: A federal judge in New York City has
filed an injunction against our website. I am
FORCED to remove DeCSS binary and source code.
Three netizens are silenced by Motion Picture
Industry... (01-20-00)
> I was served legal papers today! (01-16-00)
> Hollywood sues DVD Sites (01-14-00)
> EFF Defends the DeCSS linkers (01-13-00)
> DVD DeCSS linked websites sued in CA (12-28-99)

CSS (DVD-Video): Contents Scrambling System is the copy
protection mechanism for DVD-Video. It uses a weak 40-bit
proprietary encryption algorithm instead of a stronger public-key
algorithm. It was designed to comply with strict US government
crypto-export regulations. Each DVD has 400 copies of the same
decryption key, each encrypted with every unlock code needed
for each player. If one unlock key is compromised, every DVD
can be decrypted.

Website Proprietor: Leech Software, Inc.
President: Shawn C. Reimerdes

©opyright 2ooo. Leech Software, Inc.



Requirement for effective
copyright enforcement (I)

• Transparency
– from all registrars
– and ccTLDs real time, unfettered access to all

‘whois’ information on net users. It should be fully
searchable and include all necessary data elements.

• Accuracy
– Complete and accurate data
– Bogus data should lead to the cancellation of the

domain name (and runs counter the EU data
protection rules)



Requirement for effective
copyright enforcement (II)

• Almost every anti-piracy investigation seeks to
use the help of ‘whois’ databases.

• Without it, or with restricted access to ‘whois’
information, these sites would be left up for days,
weeks or months!….

• Speed is also essential: there must be real time
access to ‘whois’ data.  Download sites are
engaged in viral distribution...
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‘Whois’ access and the growth of
E-commerce

‘Whois’ access is also important for:
• Consumers/users: to find a contact point in case of

spamming, if they have any suspicions about the
marketer

• Parents: to determine who their children are
interacting with...

• ISPs: to further investigate in case of problems
concerning the technical operation of networks

• Network security:tracking down viruses
...and will help the growth of E-commerce!



ICANN accreditation agreement

• States that the registrar must provide access to
‘whois’ which addresses privacy concerns (the
registrant is informed what uses will be made of
the data) as well as concerns of IP owners

• These databases must be kept up to date.  This is
also in accordance with EU data protection rules

• The access must be real-time, web based and free
• This agreement should be a model for ccTLDs



‘Whois’ access in the EU

• EU data protection rules adopted in 1995: review
of the main principles

• Some ccTLDS provide less information than
needed

• Current debates (Dot EU, Communication on the
Organization and Management of the Internet)



Conclusions

ICANN rules must be:
• Strengthened
• Extended to all ccTLDs, which must respect

ICANN principles, and provide unfettered access
to the “whois”. ICANN rules to be respected as
“best practice” rules.

• Enforced



Cooperation with trademark
owners

• Copyright owners also have a huge interest in the
protection of their trademarks

• The UDRP has proven effective in what it was
designed to do:  provide quick and affordable
resolution of domain name disputes involving
clearly abusive, bad faith registrations.

• The UDRP is a positive example for the
development of ADR systems



Further ideas? and collaboration

• Essential to facilitate cooperation with ICANN
and other interest groups

• Exchange views and ideas to promote confidence
on the Internet

• Close cooperation with WIPO experts


