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OBJECTIVES

* Briefly present the institutional framework of the UPU as an
Intergovernmental organization and a specialized agency of the
United Nations;

« Highlight a few selected legal and postal security issues.
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Irigr-gaueinmenEl United Nations Berne, Switzerland

organization

(1874) (since 1948)
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UPU OVERVIEW (2)

192 member countries form one single postal
territory through a tridimensional network

-> Physical (Delivery logistics)
-> Electronic (E-Services)

-> Financial (Payments)
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UPU OVERVIEW (3)

2
GO AL GOAL

GO AL
Ensure Foster market
and sector

Improwe
the interoperability sustainable and

of network modern products funcoomning
imfrastructure

Universal service

E—commerce and trade
obligation

facilitation

CQuality of service

Financial inclusion and Policy, regulation amd
finanacal services strategy

Supply chain and seouarity

Product and service
Accounting and diversification and Market and sectoral
harmonization information

operational processes

Information
Imtegrated remuneration Sustainable developrment

and communication
technologies

Standards E_sarvices C apacity developrment

I'VvWwPSs supporting lever: development cooperation

© UPU 2019 - All rights reserved



UNIVERSAL

UPU OVERVIEW (4)

Congress

(every four years)

CA W POC
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UPU OVERVIEW (5)

Constitution Fundamental rules (Congress)

Gen Regs Organizational rules (Congress)

Convention Operational rules (Congress+ballot)

Postal Payment Services
Agreement

Regulations Implementation rules (POC)
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 Constitution
« General Regulations

e Convention
« PPSA
« Regulations
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 CA: 41 members
e Supervisory powers

Deals with legal, administrative and
regulatory questions

Meets twice a year

POC: 40 members
Practical measures

« Deals with operational and technical
guestions

* Meets twice a year
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UPU OVERVIEW (8)

International Bureau (secretariat):

« About 275 staff members from all over the world,;
* French and English as working languages;

« Conducts work between each Congress cycle and executes the mandates given by
governing bodies;

« Hosts Council meetings twice a yeatr;

« Depository functions (instruments of approval/ratification of the Acts of the Union).

© UPU 2019 - All rights reserved



UNIVERSAL

POSTAL
UNION

STRUCTURE OF THIS PRESENTATION

Basic

nstitutional Selected legal and

postal security
Issues

Concluding

overview remarks

provided

© UPU 2019 - All rights reserved



UNIVERSAL
POSTAL

UNION

SELECTED LEGAL AND POSTAL SECURITY ISSUES (1)

Acts of the Union = Treaties

« ALL Acts of the Union are to be deemed as treaties adopted within an international
organization, thus falling under the purview of article 5 of the VCLT; this is also
confirmed in article 22 of the UPU Constitution, regardless of specific modes of approval
of the different Acts by member countries;

« ALL Acts of the Union are, indeed, governed by international law (article 2 of the VCLT);

« SOME Acts are permanent (Constitution and General Regulations), others approved on
a temporary, cycle-limited basis (Convention, PPSA, Regulations) — certain procedural
difficulties with regard to this approach.
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SELECTED LEGAL AND POSTAL SECURITY ISSUES (2) — Commitment to
safe and secure transport of international postal items

Relevant provisions

« Atrticle 8 - Postal security;

* Atrticle 9 — Violations;

« Article 19 - Items not admitted. Prohibitions (including dangerous goods, illicit drugs,
counterfeit and pirated articles and other articles whose importation or circulation is
prohibited in the country of destination);

« Various detailed Regulations associated with the above provisions.

Possibility for further cooperation with WIPQO against IPR infringement?
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SELECTED LEGAL AND POSTAL SECURITY ISSUES (3) — Postal
Operations Council (Committee 1 — Supply Chain Integration)

Relevant sub-bodies

Postal Security Group;
Customs Group;
Transport Group;

Standards Board:

Operations and Accounting Review Group;

Addressing Group.
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SELECTED LEGAL AND POSTAL SECURITY ISSUES (4)

Today’s postal services
(designated operators)

« 5.26 million employees
* 668,445 post offices
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SELECTED LEGAL AND POSTAL SECURITY ISSUES (5) — The
specificities of international postal traffic

* International postal items are transported by
different methods;

« The primary transport method for international
mail is by air (land and sea also used);

« International postal items travel in and out of
customs administrations throughout the world
(facilitated clearance of items under Kyoto
Convention — Specific Annex J);

« The UPU regularly interacts with other
international organizations associated with the
postal supply chain in order to define rules
which have an impact on international postal
operations.
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SELECTED LEGAL AND POSTAL SECURITY ISSUES (6) — UPU
Interaction with other international organizations and initiatives

Examples of international organizations and
initiatives which may have an impact on
international postal operations:

International Civil Aviation Organization
(ICAO);

World Custom Organization (WCO);

United Nations Office on Drugs and Crime
(UNODC);

International Narcotics Control Board (INCB);
Interpol;

International Air Transport Association (IATA);
United Nations Economic and Social Council
Committee of Experts (UNESC) — Transport
of Dangerous Goods;

United for Wildlife Transport Task Force
(UFW);

WIPO?

© UPU 2019 - All rights reserved



— | UNIVERSAL
Q. [ POSTAL

=) | UNION

SELECTED LEGAL AND POSTAL SECURITY ISSUES (7) — Electronic
advance data (EAD) data capture, transmission and compliance

« Training for all UPU regions, focusing on
customs data capture and ITMATT exchange
through the UPU’s Customs Declaration
System (CDS);

* Currently 20 designated operators utilizing
CDS;

* Internationally shared analytics framework
potential.
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Concluding remarks

« Both safety and security of the international postal network constitute paramount aims of
the UPU;

« Deep, ongoing cooperation with other international organizations and initiatives;

« Growth of e-commerce -> increased emphasis on measures aimed at proper
identification, acceptance and handling of international postal items (i.e. packages);

* Increased interest of actors impacted by IPR infringement through postal networks
(such as luxury goods and the pharmaceutical industry);

* Increased participation of other actors in the activities of the UPU -> Airlines, customs
authorities, trade associations, other transport companies;

 Provision of UPU IT solutions to other entities.
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Thank you very much for
your attention!
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Intellectual Property
Protection Strategies of
Online Intermediaries

Christian Borggreen

VP and Head of Office, Computer and Communications
Industry Association (CCIA) Europe, Brussels, Belgium




Overview

Online services’ two-prong strategy in fighting infringement:

1. Providing avenues to lawfully find and consume
non-infringing goods and services

2. Countering infringement

* Regulatory compliance (notice-and-action/
notice-and-takedown)

« Voluntary, proactive efforts to prevent uploading
or remove infringement, beyond legal requirements

Innovative, voluntary solutions to infringement provide benefits,
but face various technical and policy challenges

Computer & Communications _
Industry Association
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Introduction

Benefits of online services for users, economy

The Internet sector makes significant efforts to prevent
copyright infringement online, in large part enabled by
the prevailing legal framework worldwide: “notice-and-
action” (“notice-and-takedown” in the U.S.)

In addition to copyright compliance, services remove
content that infringes trademark rights, or violates
community guidelines
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Notice-and-Action/
Notice-and-Takedown

What is notice-and-action/notice-and-takedown?

-Follows U.S. Digital Millennium Copyright Act
(DMCA Section 512) and EU E-Commerce
Directive (Articles 12-15)

‘Widely implemented globally

-Common In free trade agreements

Computer & Communications _
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“DMCA plus” — Voluntary Efforts
Fostered by Notice-and-Takedown

What is “DMCA plus”?

- Many services have invested in IP protection processes
and tools beyond what is required by law, e.g.:

- ‘Trusted user’ programs that facilitate bulk notice sending for
‘trusted’ senders and fast-track takedown

- Direct access to back-end systems, so senders can remove
content proactively

“DMCA plus” systems provide value when deployed
voluntarily by firms that have the resources to do so
competently

Computer & Communications _
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Examples

Voluntary IP protection programs and tools include:

- Amazon Brand Registry

- eBay Verified Rights Owner Program

- Facebook Rights Manager

- Facebook Commerce & Ads IP Tool

- Google Search Trusted Copyright Removal Program
- YouTube Content ID

o Computer & Communications _
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Benefits and Challenges

- Benefits of “DMCA plus” systems:

- Speed, efficiencies of scale

- Automated systems decrease costs for all parties — provided
services have the resources to invest in such automated
measures

— Can generate revenue for right holders

- Challenges faced by “DMCA plus” systems:

—- Costly to develop, site-specific, struggle with false positives

- Disharmony in national intermediary rules impedes voluntary
iIndustry efforts

Computer & Communications _
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CCIANET.ORG




Conclusions

.- The Internet environment is diverse, with a variety of
tools and platforms

- Responsible Internet services include IP considerations
In their content moderation processes and choose
appropriate strategies

- Large services can invest in complex, automated
systems; startups and SMEs rely on manual processes

Computer & Communications _
Industry Association
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Alibaba Group’s Achievemen
Intellectual Property Prote

WIPO Advisory Committee on Enforcement
Geneva, Switzerland

Jessie Zheng, Chief Risk Officer, Alibaba Group
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ALIBABA DIGITAL ECONOMY —
MAKING IT EASY TO DO BUSINESS ANYWHERE

Entertainment Commerce Services
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TRUSTED PARTNER FOR BRANDS

OF THE WORLD’S MOST VALUABLE Tmall continues to be the
0/ CONSUMER BRANDS ARE ON platform of choice for many of
0 ALIBABA’S PLATFORMS the world’s top brands. There are

BASED ON
FORBES’

SOME OF THE MOST VALUABLE 2019 LIST OF
CONSUMER BRANDS ON ALIBABA INCLUDE: WORLD’S

ADIDAS APPLE MOST
AUDI (OCA-COLA VALUABLE

DISNEY L' OREAL
LANCOME MERCEDES-BENZ . BRANDS

MICROSOFT STARBUCKS

Alibaba Group
. WEREEH
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ALIBABA IPR PROTECTION PROGRAM — HOW WE GOT HERE

Milestones
IPR protection IPR protection initiatives
initiatives on on Taobao Marketplace Launch of
Alibaba.com started started AliProtect
@ @
2002 2004 2008

@ @
2012 2011 2010
Proactive Launch of Offline
monitoring team TaoProtect cooperation
established mechanism
@ @ o
2015 2016 2017 2018
Introduction of Integration of Express IPP; 100+
Good-Faith Mechanism AliProtect and Establishment of AACA Members;
TaoProtect systems Alibaba Establishment of
Anti-Counterfeiting Alibaba IP Research
Alliance (AACA) Institute
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ALIBABA IPR PROTECTION FRAMEWORK

« Notice and Takedown
Proactive Monitoring

Alibaba Anti-Counterfeiting Alliance

Offline Law Enforcement

Making it Easy for Small Businesses

Alibaba Group
. WEREEH
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ALIBABA IPR PROTECTION FRAMEWORK

« Notice and Takedown
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NOTICE AND TAKEDOWN — INTELLECTUAL PROPERTY PROTECTION (IPP)
PLATFORM

IP Protection Platform

S Signin  Register

Principle & Policy & Instruction Good-faith Takedown IP Joint-Force Innovation Protect

Alibaba | I\ .
PROPERTY RIGI

“_ . | 1

- '\;Q,-;

Register | Sign In | Complaint Submission Why to cooperate | How to join | Details on cooperation

Updates and Information Frequently Asked Questions

Q: FAQ of IPP Platform
Ple
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NOTICE AND TAKEDOWN - IPP SUBMISSIONS

ngulh ba Group User Center

F Fri A Flattarm

1™ My Page @ MNote

Po Acoount Setting Since your identity and intellectual property right docurnants have already been submitted via the Intellectual Property Protaction Platform,
you may subimit intellectual propearty right infringsmeant complaint via the correspoending Complaint Handling System after yvou are linked
rA My IPR up to that Complaint Handling System.

Mot all of our platforms are subject to tha same jurisdiction and aur intallectual property protection policies vary from platform—ta—platform,
. Flease carefully read and understand our intellectual property protection policies on our platforms and submit complaint via the
corresponding Complaint Handling Systerm.

Complaint Submission

Submit & complaint

Manage complaints
Iz Select complaint website

GO Jeint-Force System

© 1P Semice BERN XIS THALLCOM FIE %Fﬁ

Taobao.com

WEEE : Alibaba.com Express

= Glabal trace starts harg,'™ L.
1688.com Smarter Shopping, Bettar Living!

LAZADA
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NOTICE AND TAKEDOWN — RAPID REMOVALS ENABLED BY
TECHNOLOGY

of all takedown

0 requests during
0 business days were
processed within 24

hours'

"from January 2018 through December 2018

,_7:"";‘. Alibaba Group
T T MEREED
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ALIBABA IPR PROTECTION FRAMEWORK

Proactive Monitoring
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ALIBABA PROACTIVE MONITORING

* Over 100,000 features and 1,000 models covering more than 40 risk categories
» Up to 30 billion scans per day, and 2 million scans per second at peak times

User Behaviors

Logistic Pattern Others

Abnormal user activities

Fraudulent Accounts
Normal Accounts

Linkage Analysis to Identify Accounts
Controlled by Same Seller
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PROACTIVE REMOVALS — RAPID REMOVALS ENABLED BY
TECHNOLOGY

of proactive

0 removals
0 occurred before
a single sale’

" from January 2018 through December 2018

Y Alibaba Group
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ALIBABA'S IPR PROTECTION PROGRAM DELIVERS RESULTS

In 2018, Alibaba employed its most sophisticated and comprehensive
proactive detection technology to date, but found that fewer problematic
listings existed for removal. These proactive efforts contributed to a decline
In right holders’ removal requests for the second consecutive year.

6TNEE 300E

fewer suspect listings YoY decline in
identified for removal’ takedown requests'

"YoY from 2017 to 2018
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ALIBABA IPR PROTECTION FRAMEWORK

Offline Law Enforcement
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OFFLINE ENFORCEMENT:
BUILDING NETWORKS OF RELIABLE PARTNERS

Law Enforcement

Alibaba Data-Driven Support for IP

Lead Discovery

. Can generate leads but only
discloses information according to
relevant data privacy laws

Powerful deterrents but need to
prioritize IPR enforcement

We need to build their experience

with IPRs and IP awareness
. Reliant on cooperation between

right holders and law enforcement

Right Holders’ Resources

Send evidence of counterfeits for evaluation by
Alibaba and/or law enforcement

. Unique ability to file cases with police

. Resources needed for investigations

ALIBABA CONFIDENTIAL, NOT TO BE REPRODUCED OR PUBLISHED WITHOUT EXPRESS WRITTEN CONSENT OF ALIBABA GROUP



CONTINUED SUCCESS SUPPORTING LAW ENFORCEMENT

1,634

aq

1953 ~ 1542
Q2

number of IP-related number of number of illicit
leads provided to law arrests made based manufacturing and

enforcement! on Alibaba leads? distribution facilities
closed by law

T from Jan uary 2018 through December 2018 enforcement

libaba Group
Pol B 2 2 &5 )
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OFFLINE ENFORCEMENT — TAKING INFRINGERS TO COURT

o In January 2017, Alibaba sued two

Alibaba, working with brands, has counterfeit Swarovski

taken the unprecedented step of watch sellers.
Initiating civil litigation against @ n July 2017, Alibaba won a civi
counterfeiters since 2017. ’

lawsuit in China against a seller
infringing upon Mars Inc.’s
products.
o o
€® By the end of 2018, Alibaba had

filed 83 cases against

counterfeiters.

eAIibaba jointly filed suits against
counterfeiters with brands: e.qg.
Bioderma, Dazzle and Western
Digital.

BIODERMA A
LABORATOIRE DERMATOLOGIQUE Dlgltal

ALIBABA CONFIDENTIAL, NOT TO BE REPRODUCED OR PUBLISHED WITHOUT EXPRESS WRITTEN CONSENT OF ALIBABA GROUP



ALIBABA IPR PROTECTION FRAMEWORK




ALIBABA ANTI-COUNTERFEITING ALLIANCE (AACA)

AACA AFTER TWO YEARS

WG 12

Law Policy &
Enforcement Academic
Workshops Study



AACA INDUSTRY WORKING GROUPS

12 Industry Working Groups & Chairs

Chair: Levi's Chair: Relx Group Chair: Nestle Chair: Louis Vuitton
Chair: Supor Chair: Ford Chair: Swarovski Chair: Sanofi
Chair: P&G Chair: Diageo Chair: Adidas Chair: Apple
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ALIBABA IPR PROTECTION FRAMEWORK

& Making it Easy for Small Businesses
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MAKING IT EASY FOR SMALL BUSINESSES

Alibaba continues to implement and promote enhancements to support the unique IPR
protection needs of small and medium-sized enterprises (SMES).

A simple online form
for submitting takedown
requests

Expedited takedown
requests for all users

Making it easy to find Standardized responses

Alibaba’s IPP Platform on to takedown requests to
popular search engines

ensure consistent and
clear communication

Expanded telephone
and email support for
those needing
assistance

Video instruction to guide
right holders in filing
requests

IACC MarketSafe Case studies to guide
Expansion Program right holders

ALIBABA CONFIDENTIAL, NOT TO BE REPRODUCED OR PUBLISHED WITHOUT EXPRESS WRITTEN CONSENT OF ALIBABA GROUP - g A!_li g SEE)? Group
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ALIBABA ORIGINAL DESIGN PROTECTION

Alibaba Original Design Protection is an innovative model for harnessing Alibaba’s big data

and technology. It provides solutions for filing, protecting and then commercializing sellers’ first
releases of images, short videos and creative designs.

| @
Images J 3

| System
[ \ </> ster
Short | _ Y @ Monitoring S
Videos W) _ _ S =) m
Electronic Algorithm rgina
[ j ili ificati Design | N H _
Creative  Filing Verification gn “ Infringing Item
Designs ] Authentication | o Talad
| Notifications akedown

ALIBABA CONFIDENTIAL, NOT TO BE REPRODUCED OR PUBLISHED WITHOUT EXPRESS WRITTEN CONSENT OF ALIBABA GROUP



Jessie Zheng
Chief Risk Officer, Alibaba Group
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Protecting IP on
Facebook and Instagram



Terms of Service & Community Standards

2. What you can share and do on Facebook Res peCti n g I nte I IeCtu al

We want people to use Facebook to express themselves and to share
content that is important to them, but not at the expense of the safety P ro pe rty
and well-being of others or the integrity of our community. You therefore
agree not to engage in the conduct described below (or to facilitate or

support others in doing so): 20. Intellectual Property

1. You may not use our Products to do or share anything: Facebook takes intellectual property rights seriously and believes

. _ they are important to promoting expression, creativity, and
e That violates these Terms, our Community Standards, and

o innovation in our community. You own all of the content and
other terms and policies that apply to your use of Facebook.

information you post on Facebook, and you control how it is shared

e That is unlawful, misleading, discriminatory or fraudulent. through your privacy and application settings. However, before

sharing content on Facebook, please be sure you have the right to

o That infringes or violates someone else’s rights, including do so. We ask that you respect other people’s copyrights

their intellectual property rights. trademarks, and other legal rights. We are committed to helping

. people and organizations promote and protect their intellectual
https.//www.facebook.com/legal/terms property rights. Facebook’s Terms of Service do not allow people to
post content that violates someone else’s intellectual property
rights, including copyright and trademark. We publish information
about the intellectual property reports we receive in our bi-annual
Transparency Report, which can be accessed at

https://transparency.facebook.com/

https://www.facebook.com/communitystandards/



Additional IP Policies: Ads, Commerce, Etc.

Advertising Policies

< Prohibited Content
1. Community Standards
2. lllegal Products or Services
3. Discriminatory Practices
4. Tobacco Products

5. Drugs & Drug-Related Products

10. Third-Party Infringement

Policy

Ads must not contain content that infringes upon or violates the rights of any third party,
including copyright, trademark, privacy, publicity, or other personal or proprietary rights.
To report content that you feel may infringe upon or violate your rights, please visit our
Intellectual Property Help Center.

https://www.facebook.com/policies/ads/

Commerce Policies

< Prohibited Content
1. Community Standards

2. lllegal, Prescription, or
Recreational Drugs

3. Tobacco Products and Related
Paraphernalia

4. Unsafe Supplements

5. Weapons, Ammunition or
Explosives

6. Animals
7. Adult Products or Services

8. Alcohol

17. Third-Party Infringement

Policy

Posts may not contain content that infringes upon or violates the intellectual property
rights of any third party, including copyright or trademark. This includes, but is not limited
to, the promotion or sale of counterfeits, such as goods that copy the trademark (name or
logo) and/or distinctive features of another company’s products to imitate a genuine
product.

Examples

@ Counterfeits, knockoffs, or replicas of branded goods, or posts offering goods that
are likely to confuse consumers about the source, sponsorship or affiliation of those
goods.

https://www.facebook.com/policies/commerce/




Reporting IP Violations

* |Preporting forms:
* Copyright
* Trademark

e Counterfeit

* Email:
* ip@fb.com

* Ip@instagram.com

facebook

¥ Desktop Help English (US)

Reporting a Violation or Infringement of Your Rights

What right is being violated or infringed?
Copyright

Trademark

If you believe content on Facebook violates our Community Standards (ex: bullying, harassment, or hate speech), please
visit our Help Center to learn about reporting it to us.

facebook

¥ Help Center English (US)  Edit... v

Creating an Account

o Counterfeit Report Form
Friending

Your Home Page
| understand and | wish to continue

Messaging

A counterfeit product is an unauthorized imitation or reproduction of a product bearing the trademark of the original rights
Photos owner. These products are intended to cause confusion as to the source, sponsorship and affiliation of the products and,
Videos as such, to commercially benefit from the trademark owner’s reputation.
Pages
Groups
Events

https://www.facebook.com/help/contact/634636770043106



Processing IP Reports

IP Operations Team

* Global 24/7 coverage

* More than 270 team
members in North America,
Europe and Asia

* Major language support:
English, French, Spanish,
Hindi, Vietnamese, etc.

Turnaround Time

* Reports are regularly handled within one day * Copyright: < 2 hours
* Often, reports are processed within hours or * Counterfeit: < 3 hours

even minutes e Trademark: < 8 hours




Additional IP Protection Measures

e Preventir

e Enhancec

g “whack-a-mole”

report processing

* Repeat infringer policy

* Facebook profiles

* Instagram accounts

-dCe
-dCe

DOO

DOO

K pages

K groups

e Ad accounts

e Cross-functional collaboration

e Hacked accounts

* Spam

e Other malicious behavior

Intellectual Proberty on Facebook

* Engagement with rights owners and regulators
(e.g., European Commission MOU)

* Development of specialized tools

e Commerce & Ads IP Tool
* Rights Manager




Anti-Counterfeiting Measures



Commerce & Ads IP Tool

* Allows rights owners to
search across ads,
Marketplace posts and
buy/sell group posts,
including private groups

* Rights owners can report
results they believe are
infringing in a streamlined

format

* Designed as an anti-
counterfeiting tool, but
content may also be
reported for copyright or
trademark infringement




Proactive Ads & Commerce Review

Advertising Policies

* Review of ads (Facebook & Instagram) before going live
* Policies reviewed include misleading/low-quality ads (e.g., potential counterfeit)
* Signals include brand names, keywords, logos, price, discount, logo obfuscation, etc.

Commerce Policies

* Review of structured commerce listings before going live
* Includes Marketplace and buy/sell group posts

* Signals include brand names, keywords, logos, price,
product categories, fake accounts, etc.




Instagram: Keyword Filters & Additional Measures

* Working with trusted rights holders, Instagram has implemented proactive
measures to reduce the visibility and prevalence of potential counterfeits:

* Hashtags containing certain combinations of brand names and replica keywords
are blocked from Instagram search - e.g., #<brand><keyword>

* Instagram posts that contain combinations of certain brand names and replica
ceywords (in text, separate hashtags, or combination of text and hashtags) are
nidden from search - e.g., #<brand> #<keyword>

* Instagram posts whose captions contain four or more brand-name hashtags are
nidden from search - e.g., #<brand1> #<brand2> #<brand3> #<brand4>

* Automation detects repeated use of the same phone number containing the
Chinese country code (86) in bios across multiple accounts




Marketplace: Buyer & Seller Education

* Safety tips appear when buyers show interestin * All sellers see an in-line warning that counterfeits
clothing/accessories or message a seller for the are prohibited on Marketplace; sellers of clothing
first time about products in those categories and accessories see an additional warning

OMNzOmWE 3O 0 .4l 529

Ml(pbc.

QOE MNadivimad Plbee DA INNANDDN

Marketplace Tips

€& New ltem NEXT

&

T Watch out for counterfeit items

it's leqal to sell « nterfet it
- terfeits to be sold on the

['..I:'I rry Matare ,,. DUY. reviewv itemse<s 10
153 ¥ » ! I 1 \

&) Protect your identity
Don't share any personal or financia

(1) Report suspicious listings

(8] Learn about sellers




Marketplace & Buy/Sell Groups: User Flagging

* Users may flag posts they
believe are offering counterfeit
goods for review against our
Commerce Policies

Q@O o4 0 2:26

* Users can also report sellers
for conduct that goes against
our Community Standards




Copyright Protection Measures



Rights Manager: Protecting Video Content

* Rights Manager is an automated tool that
allows rights owners to take action on Match Comparisor

users’ videos that violate their IP rights ~ Manualreview Aorio, 207 PICARIN - -
2
% :las??r::sMarket About *étfhing Video

You deserve this exotic selection of winter recipies.

* Rights owners upload their video content
in Rights Manager (“reference files”)

Your Reference File

You're really going to enjoy this winter...

) e

* Rights Manager then scans users’ videos
for matches, including private videos and
videos in private groups —

¢) 6:29

* Rights Manager takes action on matches
according to rules set by the rights owner

https://rightsmanager.fb.com/



Actions Available in Rights Manager

Create Match Rule

Find videos that match your reference files

This match rule will find any videos on Facebook that match content in your reference files. You can associate reference
files to this match rule when you add a new reference file or by going to the Reference File tab.

Mon itor / Add an Action
Select the action you want to take on videos that match content in your reference files. Learn more
Ownership Links
@ Claim Ad Earnings Q Block
Receive a share of the money eamed from a matching Prevent matching videos from being discoverable or
video's ad breaks Set up Claiming viewed on Facebook
Man Llal REVIQW ¢ Monitor h Manually Review
Move matching videos to Monitor tab to keep an eye on You'll have 30 days to decide what action to take
how they're performing over a long period of time before the matching video expires from Rights Manager

=]
Claim Ad Earnings

Make sure to set up every action you want to take with matching videos
Any matching videos that don't fall under one of your selected actions in your match rule won't appear in Rights Manager.




Live Video Protection

* Rights holders can u
reference files in Rig

bload real-time

nts Manager

* Rights Manager will match, and block,

_ive videos, including videos
broadcasted by a mobile device

* Users who repeatedly try to upload an
infringing video will be blocked from
using Live and/or entirely disabled

Live Video Stopped




Additional Copyright Protection Measures

Special Event Coverage Music Partnerships

* Facebook works with prominent * Facebook has partnered with
international rights holders to numerous large and small music
help them use Rights Manager abels and publishers around the
most effectively during world to allow users to share their
particularly high-profile events content, including via licenses

* Facebook has policies to disable
users, pages and groups that
appear to be dedicated to
copyright piracy before they are
ever reported by a rights holder

* Commerce posts and ads
promoting set-top boxes used
for infringement are prohibited
and blocked/removed



Education & Transparency




Notifying Reported Users

* Users are notified when content they have posted has been removed, both in-product
and via email, as well as through specialized tools

* Users are also warned that repeat IP violations may result in disabling of their account

We Removed Content You Posted

. ) Contact the Complaining Party
We've removed or disabled access to the following content that you posted on Facebook .
because a third party reported that your offer of goods and/or promotion of the sale of goods Re peat l nfr| n g eme nt Cou I d Lead to a B' ock

infringes on their trademark rights:

If you believe that this content should not have been removed from Facebook, you can contact the
Q Pirate Cat complaining party directly to resolve your issue:

»

Report  766031637075877 If you continue to post content that infringes or violates others' rights or otherwise violates
ights Owner: Luxe Geneva . .
Email: james.parker@luxegeneva.com the law, you could be temporarily blocked from posting content on Facebook, or even have
Trademark: Luxe Geneva .

your account permanently disabled.

If an agreement is reached to restore the reported content, please have the complaining

Super Luxe party email us with their consent and include the report number. Please note that the
2 Sponsored complaining party is not required to respond to your request.

Designer shoes without the high-end price
Continue

tag. Get free shipping and free returns on all
orders.

4

Review Our Intellectual Property Policies

If you have questions regarding the removal of content, please visit the Help Center.

Designer shoes
Shop from thousands of hi...  Shop Now To help keep your account in good standing, remove any other content you've posted to Facebook that may

infringe or otherwise violate another's rights.

’ / _— \( N, wante 1 2K C . .
3.9K Likes - 290 Comments - 1.3K Shares

To learn more about intellectual property, visit the Help Center.

i Like B Comment ~» Share




Intellectual Property Help Center

* We have developed a detailed IP
Help Center to educate users and
rights owners about IP issues and
our policies

* Answers to frequently asked
questions about copyright,
trademark and counterfeit
concerns are provided

* Facebook- and Instagram-specific
sites are available

n Help Center

Home  Using Facebook

Reporting Abuse

Reporting a Problem with
Facebook

Network Enforcement Act
(“NetzDG”)

Reporting a Privacy Violation
Hacked and Fake Accounts

Managing a Deceased Person's
Account

Uploading Your ID
Intellectual Property

Copyright

Trademark

About Our Policies

23] Return to Facebook

Managing Your Account  Privacy and Safety  Policies and Reporting >}.§5 Support Inbox ' [FB Only] Edit

Intellectual Property n S

Facebook is committed to helping people and organizations protect their
intellectual property rights. The Facebook Statement of Rights and
Responsibilities does not allow posting content that violates someone
else’s intellectual property rights, including copyright and trademark.

Copyright

Copyright is a legal right that seeks to protect original works of authorship (ex: books, music, film,
art). Generally, copyright protects original expression such as words or images. It does not protect
facts and ideas, although it may protect the original words or images used to describe an idea.
Copyright also doesn’t protect things like names, titles and slogans; however, another legal right
called a trademark might protect those. Learn more about reporting copyright violations.

Trademark

https://www.facebook.com/help/intellectual_property




IP Transparency Report

* July-December 2018 for Facebook and Instagram:
* 2.6 million pieces of content removed based on 512,000 copyright reports
* 216,000 pieces of content removed based on 81,000 trademark reports

* 782,000 pieces of content removed based on 63,000 counterfeit reports

© Jul — Dec 2018

Reports Submitted

These numbers represent the total volume of IP reports submitted through our online reporting forms on Facebook and Instagram. They exclude

reporting forms.

https://transparency.facebook.com/intellectual_property



facebook



Google

Protecting Copyright
in Google Search

Dr Cédric Manara, Head of Copyright, Google



What's the role of a
search engine?



Our Mission:

Organize the world’s
information and make it
universally accessible
and useful.



Matt Groening, The Simpsons



Google

Google

kino.to -site:kino.to

Web Videos News Images Shopping More v Search tools

About 214,000,000 results (0.43 seconds)

MyKino.to - Filme und Serien Kostenlos online anschauen
mykino.to/ ¥ Translate this page

Auf MyKino.to kann mann Filme kostenlos online anschauen, Aktuelle Kinofilme sowie
auch zahlreiche Serien gratis als online ... Aktuelle Filme aus dem Kino:.

Aktuelle Kincfilme - Serien - Filme - Horror

Kinox.to - Neue Kinofilme

https://kinox.to/Cine-Films.html v Translate this page

Caught between a forbidden romance and the expectations of his friends, aspiring DJ
Cole Carter attempts to find the path in life that leads to fame and fortune.

Die Eiskénigin: Party-Fieber - The F-Word: Von wegen gut.. - Kiss the Cook - Krimi

Kino.to — Wikipedia

https://de.wikipedia.org/wiki/Kino.to v Translate this page

Kino.to war eine deutschsprachige Video-on-Demand-Website fir Kinofilme, Serien und
Dokumentationen. Kino.to gehérte laut Alexa Intemet im Juni 2011 zu ...

3 legale Alternativen zu kino.to und kinox.to - CHIP
praxistipps.chip.de » Internet v Translate this page

Oct 22, 2015 - Zu rechtlich fragwardigen Film-Seiten wie kinox.to, movie2k oder dem
illegalen Vorganger kino.to gibt es Alternativen, die gleich zwei ...

Kino.to - get the latest news at TorrentFreak
torrentfreak.com/tag/kino-to/ v

Europe just witnessed one of the largest piracy-related busts in history with the raid of
the popular movie streaming portal Kino.to. More than a dozen people ...

(=



https://www.google.es/search?num=50&es_sm=122&q=mejortorrent.com+-site%3Amejortorrent.com&oq=mejortorrent.com+-site%3Amejortorrent.com&gs_l=serp.3...25164.58614.0.59971.51.42.9.0.0.0.465.2214.41j4-1.42.0.msedr...0...1c.1.64.serp..30.21.1249.0.YMJTMNAuEfo#q=kino.to+-site:kino.to&cns=0
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BAE Systems Detica, The six business models for copyright infringement (2012), p. 18



Share of Visits to Infringing Content by Entry Method
(% of Visits to Infringing Content URLs, 2010-2012 Monthly Average)

4.9%

M Direct Entry

M Search Engine M “Linking” Site I Other

Understanding the Role of Search in Online Piracy (2012), p. 3



Google Search is a
clean engine



4 billion pages

removed from our index

for copyright infringement



1.7 billion

ads removed from our system

for infringement of our policies

in 2016



“Demotion signal”

80,000+ sites penalized

for copyright infringement



Demotion works

GOOGLE’S NEW SEARCH
DOWNRANKING HITS TORRENT
SITES HARD

ERNESTO OCTOBER 23, 2014 141

Google's previously announced anti-piracy measures have now kicked in and as a
result popular "pirate" sites are noticing a massive drop in search traffic. Search resuits
now show less popular torrent sites but not all site owners see this as a problem. In
fact, some smaller sites may even be benefiting from it.

In recent years Hollywood and the music industry have
taken a rather aggressive approach against Google. The
entertainment industry companies have accused the
search engine of not doing enough to limit piracy, and
demanded more stringent anti-piracy measures.

One of the suggestions often made is the removal or
demotion of pirate sites in search results. A lower ranking
would lead fewer people to pirate sources and promoting legal sources would have a
similar effect, rightsholders argue.

{Sources: TorrentFreak & Search Metrics}

All groups ~ & United States, EN ~
Visibility
S —— - =
g - x
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.
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All groups ~ & United Kingdom, EN ~
Visibility
Oct 19, 2014
iso 7% | |
\ 55%
LI torrentz.eu: 46% ‘\‘
3
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Query predictions (Autocomplete)

Google

how to ‘

how to tie a tie

how to screenshot on mac

how to get away with a murderer
how to write a check

how to hard boil eggs

how to make money

how to boil eggs

how to screenshot on pc

how to draw

how to write a cover letter

Google Search I'm Feeling Lucky



The Evolution of Search

ey Synonyms Autocomplete Universal Google Knowledge Google Shortcuts
mean? Search Instant Graph Now
A
a o B
Search Web Search for Neural
Tools answers Developers Translation

>

Flights

Products Books

[a] ul 8 e 8l O] .:T o A

Images News Stocks Weather Patents i(:i)gnl: \S/gécrih eligence Actions Health Now .
! app Search by on taf
GO{‘)g'l,(?, Image
Registered
Google.com
= 9 & O
Local Video Scores Movie
AdWords Times
97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12 138 14 15 16 17



Fighting piracy where it is

GoogleTrends Compare

Game of thrones . Game of thrones streaming . .

® : ® 9 : + Add comparison
Search term Search term

United States v Past 12 months ¥ All categories ¥ Web Search v

I
A
v

A

Interest over time

-

Average Sep 2,2018 Jan 20, 2019 Jun 9, 2019

Google




HOW

A GOOGLE

Fighting piracy on
other Google

platforms
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