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“With the conclusion of the WIPO Copyright Treaty, the communication to the public right was transformed from being merely a criterion governing the application of copyright law to the dissemination of works in non-material form, to become an all-encompassing exclusive right.  This right should, in time, render the fragmented rights of public performance, broadcasting, and cabling redundant.  Further, although the [United Kingdom, France and the United States of America] (…) as well as the proposed EC Directive on the Information Society, treat the reproduction right as the primary vehicle for the protection of authors’ works against on-line exploitation, with the communication to the public right being subordinate to it, logically and practically it would be desirable for these roles to be reversed.  The future of copyright law should be based upon the communication to the public right, and the importance of the reproduction right could fade away.  Whether the copyright world will be prepared, even in the longer term, to discard long-established assumptions is an intriguing issue for the future.”

“Liability for copyright infringement has been specifically addressed by a number of jurisdictions, not just because of the difficulties that it poses for Internet Intermediaries, but also because of sustained pressure from major rightholders concerned to ensure that their interests are not undermined by digital copying.  Much of that legislation reflects the tensions between those two groupings, who while not exactly opposed to each other’s point of view, have each been wary to ensure that any concession made to the other does not potentially damage their own interests.  

The resulting legislation thus tends to display two main threads: 

(a)
That ISPs will be granted a carefully crafted limited immunity from liability for copyright infringement.

(b)
That rightholders will be granted greater powers over digital copying of their works than has been granted to any previous type of work.”

OVERVIEW

There has been considerable debate on which right should specifically cover the exploitation of works over computer networks.  We will begin the paper by examining this topic with a specific focus on the classification process adopted in the WIPO Copyright Treaty.  Another difficult issue the law has to grapple with relates to the role of network service providers and other intermediaries in relaying information through their systems.  We will analyze this issue in the second part of our paper. 

THE RIGHT OF REPRODUCTION AND THE RIGHT OF MAKING AVAILABLE

Introduction

The strategy of guided development
 (manifested in the form of recommendations, guiding principles and model provisions developed as a result of discussions by groups of experts and national legislators and governments) characterized much of international copyright discussions and negotiations during the eighties.  This eventually gave way to a realization that such an approach was not conducive to harmonious development in the field and provided legislators with the excuse and opportunity to develop different solutions to deal with the evolving problems posed by newer technologies.  This realization was a catalyst in the eventual attempt by WIPO to develop binding international norms via the passage of a new Copyright Treaty.

One of the more important issues that was discussed during the period when the provisions of the Copyright Treaty was being fleshed out was the identification of the right that should govern the exploitation of works over computer networks. 

Distribution Right

The US proposed that the distribution right should cover the exploitation of works over computer networks.  The majority of the delegations rejected this proposal. 

It was widely felt that the distribution right was limited to physical copies of works and had no or limited application to electronic copies of works.  In addition, many countries did not recognize a distribution right and were reluctant to change their laws to recognize the right.  It was also widely accepted that the distribution right, in situations where it applied, was subject to the doctrine of first sale.  This doctrine was developed in the context of physical copies of works and it would have been necessary to introduce provisions to clarify its application in the context of electronic copies of works.  The ensuing adjustment that has to be effected to this well-established concept did not go down well with many delegations. 

Public Display and Rental Rights

There was a suggestion that the display right could be applied to the exploitation of works over computer networks.  This suggestion did not garner much support as the right was not recognized in many countries.

There was also a suggestion by the European Commission that the rental right could be applied to the exploitation of electronic works.  This gained little support due to the prevalent view held by many delegations that the rental right should be limited to physical copies of works.

Reproduction Right

The treatment of the reproduction right and its application to electronic copies of works is well summed up in the following extract:

“As with every new technology, the reproduction right was sought to govern the application of copyright in respect of electronic delivery.  It is noteworthy from the outset, however, that the advocates of the reproduction right acknowledged that if it were to be applied to computer networks it would have to be combined with another right such as public performance or communication to the public.  The advocates of the reproduction right argued that uploading, together with the inevitable permanent and temporary storage of works on servers along the way, as well as downloading and screen display should amount to a reproduction in copyright terms.

At the international level, this reproduction argument could be traced to 1987, when WIPO convened a Committee of Governmental Experts on the Printed Word in which the so-called “reproduction theory” was formulated.  According to this theory, every screen display of writings or graphics requires copying in the RAM, and therefore should amount to reproduction.  It is submitted that this theory, which was formulated mainly for the protection of computer programs (which perhaps should not have been protected by copyright in the first place), stretches the reproduction right beyond copying in tangible form.  Accordingly, during the Seventh Session of the Committee of Experts on A Possible Protocol to the Berne Convention when the European Union proposed the introduction of a new Article in the WIPO Copyright Treaty to extend the reproduction right to permanent and temporary storage of works in electronic media which included the uploading and downloading of works to and from the memory of computer, it was subjected to a formidable opposition.  

Firstly, this proposal, as the Norwegian delegation put it, would make browsing the Internet, which requires downloading works to see what is there, reproduction requiring authors’ consent, notwithstanding that such downloading is merely to the RAM of the computer.  Such an approach might well hinder the development of the information industry.

Secondly, apart from some countries with a strong information industry, few national laws recognized copying in the RAM as a prohibited act.  Thirdly, the reproduction argument would lead to a superficial distinction between broadcasting and webcasting. 

Accordingly it was suggested that purely technical “reproductions,” should automatically be included within the real economic right of the use, i.e. public performance or communication to the public.

The EU proposal, with minor amendments, was again submitted to the WIPO Governmental Conference of December 1996 as Article 7, and read:

“(1)
the exclusive right accorded to authors of literary and artistic works in Article 9(1) of the Berne Convention of authorizing the reproduction of their works shall include direct and indirect reproduction of their works, whether permanent or temporary, in any manner or form.

(2)
Subject to the provision of Article 9(2) of the Berne Convention, it shall be a matter for legislation in Contracting Parties to limit the right of reproduction in cases where a temporary reproduction has the sole purpose of making the work perceptible or where the reproduction is of a transient or incidental nature, provided that such reproduction takes place in the course of use of the work that is authorized by the author or permitted by law.”

The proposed Article was met by the same opposition that had been demonstrated at earlier sessions.  Additionally, even some EU member states expressed doubts regarding the proposal.  The Swedish delegation argued that it should be made clear in the text that acts which were part of a communication to the public could not be subject to the reproduction right.  Others, including Norway, Denmark and the Netherlands, asserted that incidental acts should not depend on exceptions:  Article 7(2) should be dropped and Article 7(1) amended to make it clear that certain temporary copies fall outside the scope of the reproduction right.  Another group of delegations objected to the second paragraph as being too wide and argued that the circumstances under which signatories could limit the scope of the right should be specified in the Convention.  In their opinion, since the Internet is of an international nature, it is not wise to allow each country to introduce its own limitations to the reproduction right, because, as the South African delegation put it, this might lead to different exceptions in national laws which could create potential conflicts among national laws in cross-border transactions.

Surprisingly, the proposed Article 7 would have had the effect of making authorized electronic delivery subject to a single right, the public performance or communication to the public, whereas those which were unauthorized would constitute infringement of the reproduction right in addition to any other right applicable in accordance with national law.  Accordingly, one wonders what exactly the reproduction right was intended to protect.

In the event, the question whether the new treaty should include a provision on the treatment of electronic reproductions turned out to be one of the most controversial issues of the 1996 Diplomatic Conference.  No consensus was reached on this issue, which threatened to defeat the entire Copyright Treaty.  Accordingly, the proposal was dropped.  Nevertheless, at the eleventh hour of the conference it was suggested that the Agreed Statements attached to the WIPO Copyright Treaty should also deal with the reproduction issue.  Accordingly, a provision was inserted in the Agreed Statements that reads:  “the reproduction right, as set out in Article 9 of the Berne Convention, and the exceptions permitted thereunder, fully apply in the digital environment, in particular to the use of works in digital form.  It is understood that the storage of a protected work in digital form in an electronic medium constitutes a reproduction within the meaning of Article 9 of the Berne Convention.”

In general, the binding effect of Agreed Statements is open to question.  Additionally, even the persuasive effect of that concerned with the reproduction right is controversial, since unlike all the other Agreed Statements of the Conference, which were adopted by consensus, this was agreed only by majority vote.  Moreover, as Vinje correctly pointed out the Statement did not even tackle the temporary copying question, which was the most controversial issue that surrounded the reproduction argument.”

The Communication to the Public Right

The limitations of the rights discussed above to the exploitation of works over computer networks resulted in the exploration of other rights and specifically the communication to the public right with a view to ascertaining its potential application to electronic copies of works:

“During the preparatory work for the WIPO Copyright Treaty it was emphasized that national laws grant authors different nominate exclusive rights, and accordingly it was suggested that it was not the legal characterization which was important but rather that the acts involved be covered by appropriate exclusive rights.  As a result, an umbrella solution was suggested, whereby a neutral right would be recognized in the Treaty.  Its precise implementation, however, that is the choice of appropriate right or rights would be left to national legislation.

The umbrella solution in international copyright terms would produce international chaos.  Electronic delivery or exploitation of authors’ works over computer networks recognizes no national boundaries, and allowing national laws to protect such exploitation by different rights which are normally subject to different limitations from one jurisdiction to another would lead to a great deal of uncertainty.  Furthermore, since the classification of the right would also play a crucial role in determining the applicable law, the umbrella solution would naturally make solving the private international law aspects even more complex.  Whilst the umbrella solution might have appeared to be an appropriate political compromise, in legal terms it could only [be] perceived as a setback.

In fact, the communication to the public right was proposed as the most suitable for providing an umbrella solution.  There were a few problems.  Although the Berne Convention recognizes such right, it does not provide for an exclusive right of communication to the public in respect of all categories of works such as graphics and photographs.  Furthermore, under the Convention literary works enjoy a very limited communication to the public right, which leaves computer programs without any such protection.  Accordingly, it was agreed that any such new right would cover all categories of works without any discrimination.

Another problem that surrounded the adoption of that right was the fact that national laws would definitely differ in defining “communication” and “public.”  Accordingly, it was suggested … that the communication to the public should be defined in the convention as “the making available of works to the public,” regardless of whether any person has actually received the work or engaged in downloading the same off the Internet;  the prohibited act begins with the making available of the work for access by the public.  Furthermore (…) it was agreed that the communication to the public right should encompass in addition to the “geographical aspect” a new “chronological aspect” which would allow the new right to cover interactive or on-demand acts of communication.

Thus the adopted Article 8 reads:

“Without prejudice to the provisions of Articles 11(1)(ii), 11bis(1)(i) and (ii), 14(1)(ii) and 14bis(1) of the Berne Convention, authors of literary and artistic works shall enjoy the exclusive right of authorizing any communication to the public of their works, by wire or wireless means, including the making available to the public of their works in such a way that members of the public may access these works from a place and at a time individually chosen by them.”

Although the communication to the public right was initially proposed as an umbrella solution, and despite the fact that some scholars still argue that during the WIPO Conference of 1996 it was confirmed that Contracting States are free to implement the obligation of Article 8 through another right or combination of different rights, it is submitted that after its adoption in the Treaty it is no longer an umbrella solution but rather a specific right.  As demonstrated in this book, the communication to the public is in actual fact the underlying principle for the application of copyright in respect of dissemination of works in non-material form.  Had it been a mere umbrella solution, there would have been no point in defining the term “public” unequivocally in the body of the Treaty to include people chronologically dispersed.  Moreover, the latest legislative activities around the world seem to have accepted it as a specific right.  For example, Australia in its recent discussion paper Copyright Reform and the Digital Agenda, has adopted the communication to the public right to encompass broadcasting, cabling, and the making available of works over computer networks.  Similarly, the European Commission Proposed Directive on the Harmonization of Certain Aspects of Copyright and Related Rights in the Information Society explicitly recognizes a specific right of communication to the public.

In sum, the communication to the public is not a general guide to be implemented in a variety of ways.  It is explicitly recognized in the Berne Convention and in a number of jurisdictions, such as the Netherlands, Spain, Germany, Denmark, Greece, and by implication in others such as Sweden, and accordingly it is clearly a specific right, with a new, more precise, formulation.

It is widely accepted that digital technology may result in blurring the boundaries between the rights of reproduction, distribution, and that of communication to the public.  It is this author’s view, however, that digital technology has clearly demonstrated the importance of the communication to the public right, which … could replace the rights of public performance, broadcasting, cabling, and public display.  Furthermore, it is submitted that it is only a matter of time before the communication to the public right could trespass on territories that were originally reserved for other rights.  It is conceivable that within a short period of time the communication to the public right (…) will make other rights seem redundant.  For example the raison d’être of the rental and public lending rights is merely to prohibit the making available of works to the public in physical form.  Since (…) the definition of communication to the public is the making available of works to the public, it could easily encompass these two rights, particularly because, unlike the rental and public lending rights, it is flexible enough to encompass the dissemination of works in material as well as non-material forms.”
 

THE LIMITS OF LIABILITY OF NETWORK SERVICE PROVIDERS

Introduction

A problematic issue is raised by the role of network service providers and other intermediaries in relaying information through their systems.  Due to the difficulty of enforcing copyrights against individual users of the Internet, disgruntled copyright owners have started filing suits against network service providers.  These claims are usually for copyright infringement or, in some cases, based on the doctrine of vicarious liability. 

Advocates who argue that network service providers should be held liable point to the fact that the latter profit from pirates’ use of the Internet and are in a good position, through contractual means or the implementation of applicable technologies, to police their subscribers’ use of the Internet.  Network service providers have, however, retaliated by arguing that they are mere passive carriers, akin to telecommunications companies, and should accordingly be granted immunity or limitations from liability for copyright infringement committed by their users.  There was also concern that the imposition of liability on network service providers may stifle the growth of the Internet.

Reasons for Pursuing Claims Against Network Service Providers

Network service providers usually conduct their operations through the use of software that processes information automatically.  Very often, the information is transferred without knowledge, on the part of the network service provider, of the content of the information or the nature of the transaction involved.  This lack of knowledge does not necessarily absolve the network service provider of legal liability in situations where the content of the information disseminated or the dissemination of the information itself infringes on the rights of a third party.  There are several reasons why aggrieved parties may decide to pursue action against the network service provider rather than the party responsible for developing the information or initiating the dissemination of the information.

Firstly, network service providers are generally perceived to have deep pockets and are, thus, better targets for litigation than the originators of the offending information content.  Furthermore, it is sometimes felt that network service providers may be more amenable to pay the claimants to settle the case rather than be embroiled in a long drawn court battle.  

Secondly, the location of the network service provider may play a critical role in a claimant’s decision to pursue a claim against it rather than the originator of the offending information.  In a situation where the network service provider is located in the claimant’s home jurisdiction whilst the intermediary is located in a foreign jurisdiction, the tendency would be for a claimant to first exhaust all of his potential remedies against the network service provider before initiating suit against the originator of the offending information.

Thirdly, if the network service provider is located in a jurisdiction that habitually renders favorable decisions (from the point of view of the claimant) in similar suits brought against network service providers, this may persuade the claimant to bring suit against the network service provider.

Lastly, the sort of remedies desired by the claimant would play a critical role in the decision to bring suit against the network service provider or the originator of the offending information or both.  If the claimant wishes to block access to the information, taking action against one originator may not have the desired outcome.  On the other hand, taking action against the network service provider may have the desired effect of blocking access to some or all of the originators or potential originators.  An action against one network service provider may also have the effect of stifling any attempt by other network service providers or intermediaries from carrying the same or similar information.

Reported Judicial Decisions from the US and Australia

There have been several decisions that have been called upon to address the issue of the liability of network service providers.  The following extract
 succinctly summarises the salient aspects of these decisions:

“Several decisions in the United States
 have addressed the issue of on-line service provider liability.  The decision of Cubby Inc v Compuserve Inc
 involved the issue of service provider liability for the defamatory statements made by a subscriber.  The cases Playboy Enterprises v Frena,
 Sega Enterprises v MAHPHIA
 and Religious Technology Center v Netcom On-Line Communication Services
 each addressed the issue of copyright infringement.  Of the last 3 cases, in two decisions the courts in the US found the service provider liable, while in the last case, RTC v Netcom, the court held otherwise.

Cubby v Compuserve Inc. 

In this case the issue was whether CompuServe, a service provider, could be held liable for the publication of defamatory statements made by one of its subscribers.

The US District Court for the Southern District of New York applied the rule that ‘publishers’ (and re-publishers) of defamatory matter are subject to strict liability, whereas ‘distributors’ of defamatory matter (such as news vendors, bookstores and public libraries) are not subject to liability so long as they neither knew nor had reason to know of the defamation.
  In the final analysis, the court found that CompuServe was more akin to a distributor because it exercised little or no editorial control over its subscribers.
  Since CompuServe had neither knowledge nor reason to know of the libellous statements made by its subscriber, no liability was imposed.

More importantly the court observed that to hold CompuServe liable “would impose an undue burden on the free flow of information” because it would drive service providers out of business.
  The clear message from the Cubby case is that on-line service providers must take a hands-off approach if they are to escape liability for defamation.  Any attempts to regulate the content of uploads from subscribers are likely to subject the service provider to liability.

Whilst the Cubby decision suggests that on-line service providers should do nothing to regulate their subscribers, courts have held otherwise when the issue is copyright infringement.

Playboy v Frena

In Playboy v Frena the publisher of Playboy magazine successfully argued that George Frena, a bulletin board operator, was liable for copyright infringement when bulletin board subscribers were uploading and downloading unauthorised copies of Playboy’s copyrighted photographs.
  Frena contended that he was not liable because he had no knowledge of the infringing activity on his bulletin board system.
  Frena was held by the District Court for the Middle District of Florida to be directly liable for copyright infringement.
  The court stated that “intent or knowledge is not an element of infringement, and thus even an innocent infringer is liable for infringement.”
  This is of course a touchstone of primary copyright liability that is also found in the SCA.

Sega v MAPHIA
In Sega, unauthorised copies of video game software for Sega products were uploaded onto the MAPHIA bulletin board and subsequently downloaded by system users.
  The case is distinguishable from Playboy v Frena in that unlike the defendant in Playboy, who claimed to have had no ‘knowledge’ of the infringing activity, the operator of the MAPHIA bulletin board knew of the infringement and even encouraged users to download copies of the pirated software.  The defendants also sold hardware devices that permitted downloaded software to be used in Sega’s video game equipment.

Unlike the Playboy case, the court in Sega focused on contributory infringement rather than direct infringement.
  The court held:

“(…) even if Defendants [did] not know exactly when games [would] be uploaded to or downloaded from the MAPHIA bulletin board, their role in the copying, including provision of facilities, direction, knowledge and encouragement, amount[ed] to contributory copyright infringement.”

The distinction is of course one involving the level of scienter.  Direct infringement gives rise to strict liability in tort, whereas contributory infringement requires that a defendant knew or had reason to know of the infringing activity and substantially participated in the activity.  

Religious Technology Center v Netcom On-Line Communication Services
The District Court for the Northern District of California was reluctant to impose liability on Netcom On-line (an Internet access provider) in the RTC case.  RTC, the owner of copyright in the writing of one Scientology guru, brought an action against one Dennis Erlich, a former Scientology minister turned critic, claiming that Erlich infringed RTC’s copyright by uploading excerpts of the guru’s writing onto an Internet discussion group.
  RTC also proceeded against the bulletin board operator and Netcom On-line, alleging that they directly, contributorily and vicariously infringed RTC’s copyrights.

On the issue of direct liability of Netcom, the court dismissed RTC’s claim, reasoning that Netcom had only acted as a conduit for electronic communications, similar to other systems world-wide.  It reasoned:

“(…) where the infringing subscriber is clearly directly liable for the same act, it does not make sense to adopt a rule that could lead to the liability of countless parties whose role in the infringing is nothing more than setting up and operating a system that is necessary for the functioning of the Internet.”

On the issue of contributory infringement, the court observed that RTC had to establish that Netcom had knowledge of the infringing activity and substantially participated by inducing, causing or materially contributing to the infringing conduct of Erlich.
  Given that RTC notified Netcom of Erlich’s alleged infringement and Netcom refused to take any action, the court held that a factual issue remained for trial, as to whether the failure to act on the notification amounted to substantial participation in the infringement.
  The consequence of imposing liability on Netcom for contributory infringement would mean that whenever service providers are notified of alleged infringement, they must either remove the alleged infringing material or terminate access to users, even when the allegations are unsupported (…)

RTC’s claim against Netcom for vicarious infringement was also dismissed, on the ground that an essential element of vicarious liability had not been established:  that Netcom received a direct financial benefit from Erlich’s alleged infringement.  No such benefit was apparent from the fee structures used by Netcom.

The afore-discussed US decisions illustrate the perils of entrusting NSP copyright liability to the common law, in the absence of legislative guidance on the larger question of primary and secondary liability.  In this respect the Amendment Act should be welcomed. 

Telstra Corporation Limited v Australasian Performing Right Association Limited

The Australian High Court decision of Telstra v Apra should also be mentioned in the discussion for good measure.  The High Court imposed primary liability for copyright infringement on Telstra, Australia’s main telecommunications carrier, in respect of music played to users of a telephone system while they were put on hold.  Much of the decision focused on the meaning of the Australian diffusion right,
 which falls outside the scope of this discussion, but by parity of reasoning it appears that if an NSP transmits copyright material to its customers in the course of transmitting other Internet content, that transmission is a “transmission to subscribers to a diffusion service” within the Australian Copyright Act.  Under Australian common law it therefore appears that a NSP may be potentially directly liable for infringement of copyright caused by that transmission.”

Statutory Provisions–The Electronic Transactions Act

Section 10 of the Singapore Electronic Transactions Act deals with the issue pertaining to the liability of network service providers.  Section 10(1) provides that network service providers are not liable in respect of “third-party material” which is in the form of electronic records in a situation where the network service provider “merely provides access.”  The phrase “provides access” is defined in section 10(3) in relation to third-party material as meaning “the provision of the necessary technical means by which third-party material may be accessed and includes the automatic and temporary storage of the third party material for the purposes of providing access.”  “Third-party” is defined in section 10(3) in relation to a network service provider as meaning “a person over whom the provider has no effective control.”

In the context of copyright infringement committed by computer users accessing the Internet via the services provided by Internet Service Providers in Singapore, section 10(1) could be potentially
 availed in situations where action is brought against the Internet Service Provider.  As observed by one commentator,
 the scope of section 10 is very broad (although it must be noted that the various limitations on the operation of section do have the effect of making the exemption unavailable in some situations): 

“This exemption from liability is potentially very powerful.  It is not even conditional upon lack of knowledge on the part of the service provider.  Hence it will apply even if a service provider knows that a certain Website has a lot of unlicensed, pirated software for download, and that many of the service provider’s subscribers access that “warez” Website.

It is, of course, possible to have a more restrictive exemption of liability clause which requires that the service provider must not know of the third-party content in question, and if he becomes aware of it, he must block it, either within limits of what is commercially reasonable or absolutely.  However, if the goal is to recognize the infrastructural role played by service providers–not unlike that played by telephone and postal operators–and to grant service providers exemption from liability in respect of content conveyed by them as mere “conduits” of information, then such a guarded exemption of liability clause would be inadequate.

However, one very important ingredient in s 10 is that the network service provider must be “merely providing access” in respect of the third-party content in question.  If a service provider were to recommend and advertise “hyperlinks” to any third-party content, it may not be able to avail itself of the protection offered by s 10, since it may have effectively “endorsed” or “adopted” the content as its own.
  Furthermore, a service provider that attempts to absolve itself of liability by hosting or locating its content on an international or offshore Website would also not succeed since it would not then be “merely providing access” in respect of such content.
  The fact that the section deals with third-party content means that it does not absolve the network service provider from liability for its own content (i.e. when it provides access to “programmes” on the Internet not as access provider,
 but in its capacity as a content provider in its own right).

In addition to section 10 of the Electronic Transactions Act, the Copyright (Amendment) Act 1999 has now introduced a new Part IXA that seeks to address issues pertaining to the liability of network service providers.  Section 10 of the Electronic Transactions Act is expected to be of limited utility to network service providers in situations involving copyright infringement by its’ users as section 10(2)(b) specifically provides that nothing in section 10 of the Electronic Transactions Act shall “affect the obligation of a network service provider as such under a licensing or other regulatory regime established under any written law.”  Section 10(2)(b) is likely to be read as encompassing the provisions contained in Part IXA of the Copyright Act. 

We will now turn our attention to the relevant provisions of Part IXA of the Copyright Act.  Before we examine these provisions, it may be opportune to discuss in general the various policy arguments in relation to the issue of the liability of network service provider.  We will then turn our attention to case law that has been instrumental in triggering the drive, in many parts of the world, to develop statutory provisions that seek to curtail the liability of network service providers. 

The US Approach

In order to address the concerns expressed by network service providers, some countries have enacted appropriate legislation.  In the United States, for example, the Digital Millennium Copyright Act
 seeks to address these concerns by codifying into statutory law the principle established in the American case of Religious Technology Center v Netcom
 that passive acts cannot be the basis of on-line copyright infringement. 

The legislation also seeks to clarify the criteria for establishing liability and makes it more difficult to successfully sue network service providers on the basis of contributory or vicarious copyright infringement.  In addition, the legislation provides that in situations where network service providers institute action against alleged copyright infringers, the law accords protection to network service providers from lawsuits when they act to assist copyright owners in limiting or preventing infringement.  Lastly, the Digital Millennium contains provisions requiring the payment of costs incurred when someone knowingly makes false accusations of on-line infringement. 

It is also apt to note that the US legislation does not establish an exemption to copyright infringement liability but rather is a limitation on liability.  This limitation takes the form of a statutory change in the remedies available to a plaintiff.  Some other countries, such as Singapore, have formulated slightly different responses to similar problems posed.  An examination of the Singapore position follows.

The Singapore Copyright (Amendment) Act 1999

It is increasingly recognized that network service providers play a vital role in the on-line delivery of content for copyright owners.  Therefore, it is crucial that the legal framework provides certainty about their respective liabilities and responsibilities.  In December 1999, the Copyright Act was amended to introduce provisions which exempt network service providers from liability for any kind of incidental copying that may occur while carrying out their activities.
  What follows is a very brief discussion of the relevant provisions of the Copyright (Amendment) Act 1999.
 
Under the Copyright Act, a distinction made between materials to which the Network Service Provider provides access, and materials hosted by the Network Service Provider at the direction of the end user.  Network Service Providers not liable for any kind of incidental copying that may occur while providing access to materials (i.e. user caching).
  However, in relation to hosted materials, this statutory protection may be lifted if the copyright owner makes and serves on the Network Service Provider a Statutory Declaration stating that he believes in good faith that the materials hosted by the Network Service Provider are infringing, and notwithstanding this Statutory Declaration, the Network Service Provider fails to either remove the material which is said to be infringing, or disable access to the material.
 

Faced with such a Statutory Declaration, the Network Service Provider may either:

(a)
remove hosted material as demanded by copyright owner and be entitled to statutory immunity against copyright infringement;  or

(b)
ignore the demand and Statutory Declaration and lose the statutory immunity. 

A loss of statutory immunity does not necessarily mean that the Network Service Provider will be liable for copyright infringement.  Liability will still have to be determined in accordance with other general provisions of the Copyright Act (e.g. for authorizing infringement under section 31 of the Act).  To prevent frivolous demands from being made, the Act provides for penalties in the event false Statutory Declarations are made.  Where any removal or disabling of access to a copy is done in compliance with Statutory Declaration, the Network Service Provider is automatically exempted from any civil and criminal liability in respect of such removal or disabling of access.

A Comparative Study

The provisions of the Copyright Act in relation to the liability of ISPs may be compared with the “safe harbor” guidelines in the US Online Copyright Infringement Limitation Act.  Under the US legislation, an ISP is not liable for transmitting copyright infringing information if:

(a)
Transmission of infringing material not initiated by ISP; 

(b)
Transmission carried out through an automatic technical process without hands-on selection of material by the ISP;

(c)
ISP does not personally select the recipients of material except as an automatic response to the request of another person;

(d)
No copy of the infringing material is made by the ISP in a manner accessible by customers other than the intended recipient;

(e)
ISP does not modify the infringing material;  and

(f)
ISP expeditiously removes or disables access to Website or infringing portions of Website when ISP becomes aware of infringing materials.

The term “network service provider” is not defined in the Singapore Copyright Act.  Section 193A, however, states that “material” means any work or subject matter other than works in which copyright subsists by virtue of the Copyright Act.  Section 193A goes on to state that “electronic copy” in relation to any material, means a copy of the material in an electronic form, and includes the original version of the material in that form.

Wei rightly points out that since the term “access” is not defined, this may result in tricky questions over the true scope of the defense.  It remains to be seen whether the courts would adopt a narrow or a broad interpretation of the term.  In contrast, the term “service provider” is clearly defined in s. 512(K)(1) of the US Digital Millennium Copyright Act 1998 Act as:


1.
an entity offering the transmission, routing or providing of connections for digital on-line communications between and among points specified by a user, or material of the user’s choosing, without modification as to the content of the material as sent or received;  and

2.
provider of on-line services or network access, or the operator of facilities therefor.
Case law in the United States also suggest that operators of computer bulletin boards which are used to upload or download unauthorized copies of video games
 or photographs
 may be liable for copyright infringement.  The underlying principle in these cases is that an ISP that facilitates or encourages the use of its system to exchange infringing copies may be liable for contributory copyright infringement, in the same manner as a provider of photocopying services would be liable for authorizing copyright infringement of literary works.
  Generally, an ability to control or prevent the infringing act is an important factor in determining if there has been “authorization,” since a person cannot be said to have authorized an act over which he had no effective control.
  In the case of an ISP, it must be shown that the ISP has knowledge of the infringing activity, and has contributed materially to such activity by taking no action to prevent the continuation of such activity.  The mere maintenance of a network that is used for the exchange of infringing material is unlikely to render an ISP liable for authorizing infringement, although that together with a failure to establish any rules governing the use of its network coupled with a refusal to remove infringing material upon being notified of the existence of such material on its system may place the ISP in a precarious position insofar as liability for authorizing infringement is concerned.
CONCLUSION

In the course of our discussion, we observed that an important issue in copyright law relates to the identification of the right that should govern the exploitation of works over computer networks.  In this respect, we explored the suitability and limitations of various rights when applied to electronic copies of works with a specific focus on the reproduction right and the communication to the public right. 

In relation to the issue of the liability of network service providers, we see legislation being passed in various parts of the world that seek to limit the liability of network service providers for copies they make of information held on or passing through their servers. 

Prior to these legislative initiatives, the courts have also adopted a similar position.  The prevalent and preferred view appears to be that liability for carrying infringing copies in situations where a user was responsible for carrying out the original infringement is confined to those cases where the network service provider has actively encouraged its users to transport infringing material via its facilities or where the network service provider has actual knowledge of the infringement and has failed to take reasonable steps to try and prevent it.  However, as cautioned by Andrew Charlesworth and Chris Reed, “it remains entirely possible that not all courts in all jurisdictions will be inclined to reach this essentially pragmatic position, and for this reason recent national and international proposals for granting intermediaries statutory immunity (…) are likely to be the most effective way to clarify the position of ISPs.”

[End of document]
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